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Package Contents

The following items should be found in your box:
One TL-SL5428E Switch

One power cord

One console cable

Two mounting brackets and other fittings

Quick Installation Guide

vV V ¥V VYV VYV V

Resource CD for TL-SL5428E switch, including:
e This User Guide

e  Other Helpful Information

Note:

Make sure that the package contains the above items. If any of the listed items are damaged or
missing, please contact with your distributor.









Chapter

Introduction

Chapter 8 Multicast

This module is used to configure multicast function of the switch.
Here mainly introduces:

e IGMP Snooping: Configure global parameters of IGMP
Snooping function, port properties, VLAN and multicast VLAN.

e Multicast IP: Configure multicast IP table.

e Multicast Filter: Configure multicast filter feature to restrict
users ordering multicast programs.

e Packet Statistics: View the multicast data traffic on each port of
the switch, which facilitates you to monitor the IGMP messages
in the network.

Chapter 9 QoS

This module is used to configure QoS function to provide different
quality of service for various network applications and
requirements. Here mainly introduces:

e DiffServ: Configure priorities, port priority, 802.1P priority and
DSCP priority.

e Bandwidth Control: Configure rate limit feature to control the
traffic rate on each port; configure storm control feature to filter
broadcast, multicast and UL frame in the network.

e Voice VLAN: Configure voice VLAN to transmit voice data
stream within the specified VLAN so as to ensure the
transmission priority of voice data stream and voice quality.

Chapter 10 ACL

This module is used to configure match rules and process policies
of packets to filter packets in order to control the access of the
illegal users to the network. Here mainly introduces:

e Time-Range: Configure the effective time for ACL rules.
e ACL Config: ACL rules.

e Policy Config: Configure operation policies.

[ ]

Policy Binding: Bind the policy to a port/VLAN to take its effect
on a specific port/VLAN.

Chapter 11 Network Security

This module is used to configure the multiple protection measures

for the network security. Here mainly introduces:

e |P-MAC Binding: Bind the IP address, MAC address, VLAN ID
and the connected Port number of the Host together.

e ARP Inspection: Configure ARP inspection feature to prevent
the network from ARP attacks.

e [P Source Guard: Configure IP source guard feature to filter IP
packets in the LAN.

e DoS Defend: Configure DoS defend feature to prevent DoS
attack.

e 802.1X: Configure common access control mechanism for

LAN ports to solve mainly authentication and security
problems.




Chapter

Introduction

Chapter 12 SNMP

This module is used to configure SNMP function to provide a
management frame to monitor and maintain the network devices.
Here mainly introduces:

o SNMP Config: Configure global settings of SNMP function.

e Notification:  Configure notification function for the
management station to monitor and process the events.

e RMON: Configure RMON function to monitor network more
efficiently.

Chapter 13 Cluster

This module is used to configure cluster function to central
manage the scattered devices in the network. Here mainly
introduces:

e NDP: Configure NDP function to get the information of the
directly connected neighbor devices.

e NTDP: Configure NTDP function for the commander switch to
collect NDP information.

e Cluster: Configure cluster function to establish and maintain
cluster.

Chapter 14 Maintenance

This module is used to assemble the commonly used system
tools to manage the switch. Here mainly introduces:

e System Monitor: Monitor the memory and CPU of the switch.
e Log: View configuration parameters on the switch.

e Cable Test: Test the connection status of the cable connected
to the switch.

e Loopback: Test if the port of the switch and the connected
device are available.

o Network Diagnose: Test if the destination is reachable and the
account of router hops from the switch to the destination.

Chapter 15 System
Maintenance via FTP

Introduces how to download firmware of the switch via FTP
function.

Appendix A Specifications

Lists the glossary used in this manual.

Appendix B Configure the PCs

Introduces how to configure the PCs.

Appendix C 802.1X Client
Software

Introduces how to use 802.1X Client Software provided for
authentication.

Appendix D Glossary

Lists the glossary used in this manual.

Return to CONTENTS







+ Supports Telnet, CLI, SNMP v1/v2c¢/v3, RMON and web access.

+ Port Mirroring enables monitoring selected ingress/egress traffic.

2.3 Appearance Description
2.3.1 Front Panel

ey

299922 2¢

'
I
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Figure 2-1 Front Panel

The following parts are located on the front panel of the Switch:

> 10/100Mbps Ports: Designed to connect to the device with a bandwidth of 10Mbps or
100Mbps. Each has a corresponding 10/100Mbps LED.

> 10/100/1000Mbps Ports: Designed to connect to the device with a bandwidth of 10Mbps,
100Mbps or 1000Mbps. Each has a corresponding 1000Mbps LED.

> SFP Ports: Designed to install the SFP module. Port 27F shares the same LED with Port 27T
and Port 28F shares the same LED with Port 28T.

» Console Port: Designed to connect with the serial port of a computer or terminal for monitoring

and configuring the Switch.

> LEDs
Name Status Indication
On Power is on.
PWR Flashing Power supply is abnormal.
Off Power is off or power supply is abnormal.
On The Switch is working abnormally.
SYS Flashing The Switch is working normally.
Off The Switch is working abnormally.
On A device is linked to the corresponding port.
Flashing Data is being transmitted or received.
10/100Mbps
Green The linked device is running at 100Mbps.
Yellow The linked device is running at 10Mbps.
On A device is linked to the corresponding port.
1000Mbps Flashing Data is being transmitted or received.
Green The linked device is running at 1000Mbps.
Yellow The linked device is running at 10/100Mbps.




2.3.2 Rear Panel

The rear panel of TL-SL5428E features a power socket and a Grounding Terminal (marked
with®).

[i]
o @ J7C

100-240V~ 50/60Hz 0.6A

Figure 2-2 Rear Panel

» Grounding Terminal: TL-SL5428E already comes with Lightning Protection Mechanism. You
can also ground the Switch through the PE (Protecting Earth) cable of AC cord or with Ground
Cable. For detail information, please refer to Installation Guide.

» AC Power Socket: Connect the female connector of the power cord here, and the male
connector to the AC power outlet. Please make sure the voltage of the power supply meets the
requirement of the input voltage (100-240V~ 50/60Hz 0.6A).

Return to CONTENTS




Chapter 3 Login to the Switch
3.1 Login

1) To access the configuration utility, open a web-browser and type in the default address
http://192.168.0.1 in the address field of the browser, then press the Enter key.

Figure 3-1 Web-browser

Tips:

To log in to the Switch, the IP address of your PC should be set in the same subnet addresses of
the Switch. The IP address is 192.168.0.x ("X" is any number from 2 to 254), Subnet Mask is
255.255.255.0. For the detailed instructions as to how to do this, please refer to Appendix B.

2) After a moment, a login window will appear, as shown in Figure 3-2. Enter admin for the User

Name and Password, both in lower case letters. Then click the Login button or press the Enter
key.

TP-LINK

User Name: |admin |

Password,  |eesss |

[ Login ] [ Clear ]

Figure 3-2 Login
3.2 Configuration

After a successful login, the main page will appear as Figure 3-3, and you can configure the
function by clicking the setup menu on the left side of the screen.



TP-LINK

TL-5L5428E

vt Z 4 B 8 10 12 14 16 18 20 22 o4 s8[62] 280641  sppe
ystem

* System Info T O L,:,J L."_..l-l
* User Manage T @ mee g 11 13 15 1T 19 21 @ 2% 2@] SFR1

+ System Tools
« Access Security

L i System Info
Switching m— = =
TLAM Systermn Description: 24-Port 1011 00Mbps + 4-FPort Gigabit L2 Managed Switch
T Device Mame: TL-SL5428E
Spanning Tree
P Dewice Location: SHEMIHEM
mMulticast
Qo5 Systemn Contact: v Ip-link.com
]

ACL Hardware Wersion: TL-SL5428E 2.0
R T Firmware Wersion: 2.3.1 Build 20110314 Rel. 53731
Network Security
S IP Address: 182.168.0.1
SHMP

Subnet Mask: 26526525450
Cluster

- Default Gateway:

Maintenance
- MAC Address: 00-12-12-32-52-54
Saving Config

Systarn Time: 2006-01-01 12:13:01

Run Tirme; 0 day-4 hour- 13 min- 14 sec
Logout

[ Refrash ] [ Help l
Copyright @ 2011

TP-LINK Technologies Co.,
Lid. All rights resemved.

Figure 3-3 Main Setup-Menu

ANote:

Clicking Apply can only make the new configurations effective before the switch is rebooted. If
you want to keep the configurations effective even the switch is rebooted, please click Saving
Config. You are suggested to click Saving Config before cutting off the power or rebooting the
switch to avoid losing the new configurations.

Return to CONTENTS
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Chapter 4 System

The System module is mainly for system configuration of the switch, including four submenus:
System Info, User Manage, System Tools and Access Security.

4.1 System Info

The System Info, mainly for basic properties configuration, can be implemented on System
Summary, Device Description, System Time and System IP pages.

4.1.1 System Summary

On this page you can view the port connection status and the system information.

The port status diagram shows the working status of 24 10/100Mbps RJ45 ports, 4
10/100/1000Mbps RJ45 ports and 2 SFP ports of the switch. The ports labeled as numbers are
10/100Mbps ports; the ports labeled as G are 10/100/1000Mbps ports; the ports labeled as SFP
are SFP ports.

Choose the menu System—System Info—System Summary to load the following page.

Figure 4-1 System Summary

» Port Status
Indicates the 100Mbps port is not connected to a device.
Indicates the 100Mbps port is at the speed of 100Mbps.

Indicates the 100Mbps port is at the speed of 10Mbps.

1



Il Indicates the 1000Mbps port is not connected to a device.
Indicates the 1000Mbps port is at the speed of 1000Mbps.
Indicates the 1000Mbps port is at the speed of 10Mbps or 100Mbps.
Indicates the SFP port is not connected to a device.

= Indicates the SFP port is at the speed of 1000Mbps.

Indicates the SFP port is at the speed of 100Mbps.

When the cursor moves on the port, the detailed information of the port will be displayed.

Fort&

Type100M RJ45
Speed: 1008, FullDuplex
Status: Connected, Enahle

Figure 4-2 Port Information

» Port Info

Port: Displays the port number of the switch.

Type: Displays the type of the port.

Rate: Displays the maximum transmission rate of the port.
Status: Displays the connection status of the port.

Click a port to display the bandwidth utilization on this port. The actual rate divided by theoretical
maximum rate is the bandwidth utilization. Figure 4-3 displays the bandwidth utilization monitored
every four seconds. Monitoring the bandwidth utilization on each port facilitates you to monitor the
network traffic and analyze the network abnormities.

12



Figure 4-3 Bandwidth Utilization
> Bandwidth Utilization

Rx: Select Rx to display the bandwidth utilization of receiving packets
on this port.

Tx: Select Tx to display the bandwidth utilization of sending packets
on this port.

4.1.2 Device Description

On this page you can configure the description of the switch, including device name, device location
and system contact.

Choose the menu System—System Info—Device Description to load the following page.

Device Description

Device Mame: TL-5L5428E
Dievice Location: SHEMIHEM Apply
Systemn Contact: i tP-lin k. corm

Mote:

The Device Mame, Location and Contact can consist of 32 Enalish letters or 16 Chinese characters
Maximum.

Figure 4-4 Device Description
The following entries are displayed on this screen:
> Device Description

Device Name: Enter the name of the switch.

13



Device Location:

System Contact:

4.1.3 System Time

Enter the location of the switch.

Enter your contact information.

System Time is the time displayed while the switch is running. On this page you can configure the
system time and the settings here will be used for other time-based functions like ACL.

You can manually set the system time, get GMT automatically if it has connected to a NTP server or
synchronize with PC’s clock as the system time.

Choose the menu System—System Info—System Time to load the following page.

Figure 4-5 System Time

The following entries are displayed on this screen:

» Time Info

Current System Date:

Current Time Source:

> Time Config

Manual:

Displays the current date and time of the switch.

Displays the current time source of the switch.

When this option is selected, you can set the date and time
manually.

14



Get GMT: When this option is selected, you can configure the time zone
and the IP Address for the NTP Server. The switch will get GMT
automatically if it has connected to a NTP Server.

e Time Zone: Select your local time.
e Primary/Secondary NTP Server: Enter the IP Address for the

NTP Server.
Synchronize with When this option is selected, the administrator PC’s clock is
PC’S Clock: utilized.
> DST Config
DST Status: Enable or Disable DST.
Start Time: Select start time.
End Time: Select end time.

Note:

1. The system time will be restored to the default when the switch is restarted and you need
reconfigure the system time of the switch.

2. When Get GMT is selected and no time server is configured, the switch will get time from the
time server of the Internet if it has connected to the Internet.

4.1.4 System IP

Each device in the network possesses a unique IP Address. You can log on to the Web
management page to operate the switch using this IP Address. The switch supports three modes
to obtain an IP address: Static IP, DHCP and BOOTP. The IP address obtained using a new mode
will replace the original IP address. On this page you can configure the system IP of the switch.

Choose the menu System—System Info—System IP to load the following page.

IF Config
MAC Address: 00-12-12-32-53-54
IP Address Mode: (*) Static IP O DHCP O BOATR

Management ¥LAMN: 1 PYLAR |D; 1-4084)
Apply
IP Address: 192.168.0.1
-E P

Subnet Mask; 2552652550

Default Gateway:

Hote:

Changing IP address to a different IP segment will interrupt the network communication, so please keep
the new [P address in the same IP segment with the local neteork.

Figure 4-6 System IP
The following entries are displayed on this screen:
> IP Config

MAC Address: Displays MAC Address of the switch.

15






Figure 4-7 User Table
4.2.2 User Config

On this page you can configure the access level of the user to log on to the Web management
page. The switch provides two access levels: Guest and Admin. The guest only can view the
settings without the right to configure the switch; the admin can configure all the functions of the
switch. The Web management pages contained in this guide are subject to the admin’s login without any
explanation.

Choose the menu System—User Manage—User Config to load the following page.

Figure 4-8 User Config
The following entries are displayed on this screen:

» User Info

User Name: Create a name for users’ login.

Access Level: Select the access level to login.

e Admin: Admin can edit, modify and view all the settings of
different functions.

e Guest: Guest only can view the settings without the right to edit
and modify.

User Status: Select Enable/Disable the user configuration.

17






Note:
It will take a few minutes to restore the configuration. Please wait without any operation.
To avoid any damage, please don’t power down the switch while being restored.

After being restored, the current settings of the switch will be lost. Wrong uploaded
configuration file may cause the switch unmanaged.

4.3.2 Config Backup

On this page you can download the current configuration and save it as a file to your computer for
your future configuration restore.

Choose the menu System—System Tools—Config Backup to load the following page.

Caonfin Backup

Backup System Config

Click the button Backup Config, you can save the config to you computer,

Backup Config ] [ Help ]

Hote:
[t will take & long time to backup the config file. Please wait without any operation.

Figure 4-10 Config Backup
The following entries are displayed on this screen:
» Config Backup

Backup Config: Click the Backup Config button to save the current configuration
as a file to your computer. You are suggested to take this measure
before upgrading.

Note:
It will take a few minutes to backup the configuration. Please wait without any operation.

4.3.3 Firmware Upgrade

The switch system can be upgraded via the Web management page. To upgrade the system is to
get more functions and better performance. Go to http://www.tp-link.com to download the updated
firmware.

Choose the menu System—System Tools—Firmware Upgrade to load the following page.

19


http://www.tp-link.com/�

Firmware Llpgrade

ou will getthe new function after upgrading the firmware.

Firmmware File: Lparade
Firrware Wersion: 0.7.1 Build 20100205 Rel 59868

Hardware Version: TL-SL5428E 1.0

Hote:

1. Please select the proper softbware wersion matching with your hardware to upgrade.
2 To avoid damage, please don'tturn off the device while upgrading.

3. Ater upgrading, the device will reboot automatically.

4. %ou are suggested to backup the configuration before upgrading.

Figure 4-11 Firmware Upgrade

Note:
Don't interrupt the upgrade.
Please select the proper software version matching with your hardware to upgrade.

To avoid damage, please don't turn off the device while upgrading.

Ea I

After upgrading, the device will reboot automatically.

5. You are suggested to backup the configuration before upgrading.

4.3.4 System Reboot

On this page you can reboot the switch and return to the login page. Please save the current
configuration before rebooting to avoid loosing the configuration unsaved

Choose the menu System—System Tools—System Reboot to load the following page.

Systern Reboot

Save Config:

Fehoot;

Hote:
To avoid damage, please dontturn offthe device while reboating.

Figure 4-12 System Reboot

Note:

To avoid damage, please don't turn off the device while rebooting.

4.3.5 System Reset

On this page you can reset the switch to the default. All the settings will be cleared after the switch
is reset.

Choose the menu System—System Tools—System Reset to load the following page.

20



Systermn Reset

Reset:

Mote:
The Systerm Reset aption will restore the configuration to default and your current settings will be lost.

Figure 4-13 System Reset

Note:

After the system is reset, the switch will be reset to the default and all the settings will be cleared.
4.4 Access Security

Access Security provides different security measures for the remote login so as to enhance the
configuration management security. It can be implemented on Access Control, SSL Config and
SSH Config pages.

4.4.1 Access Control

On this page you can control the users logging on to the Web management page to enhance the
configuration management security. The definitions of Admin and Guest refer to 1.2 User Manage

Choose the menu System—Access Security—Access Control to load the following page.

21



Access Control Config

Contral Mode: Disable w

P Address: Mask:

MAC Address:

Fuort:
1 2 3 4 4] b 7 a
] 10 11 12 13 14 14 16
17 18 19 20 21 22 23 24
25 26 27 28

Session Config

Session Timeaout: 10 min (5-30)

Access Lser Mumber

Murmber Contral: ) Enable & Dizable
Admin Mumbar: 1-16)
Guest Mumhber: i0-14)
[ Apply ] [ Help ]

Figure 4-14 Access Control
The following entries are displayed on this screen:

» Access Control Config

Control Mode: Select the control mode for users to log on to the Web
management page.
e |P-based: Select this option to limit the IP-range of the users for
login.
e MAC-based: Select this option to limit the MAC Address of the
users for login.
e Port-based: Select this option to limit the ports for login.

IP Address&Mask These fields can be available for configuration only when IP-based
mode is selected. Only the users within the IP-range you set here
are allowed for login.

MAC Address: The field can be available for configuration only when MAC-based
mode is selected. Only the user with this MAC Address you set
here is allowed for login.

Port: The field can be available for configuration only when Port-based
mode is selected. Only the users connected to these ports you set
here are allowed for login.

» Session Config

22



Session Timeout: If you do nothing with the Web management page within the
timeout time, the system will log out automatically. If you want to
reconfigure, please login again.

» Access User Number

Number Control; Select Enable/Disable the Number Control function.

Admin Number: Enter the maximum number of the users logging on to the Web
management page as Admin.

Guest Number: Enter the maximum number of the users logging on to the Web
management page as Guest.

4.4.2 SSL Config

SSL (Secure Sockets Layer), a security protocol, is to provide a secure connection for the
application layer protocol (e.g. HTTP) communication based on TCP. SSL is widely used to secure
the data transmission between the Web browser and servers. It is mainly applied through
ecommerce and online banking.

SSL mainly provides the following services:

1. Authenticate the users and the servers based on the certificates to ensure the data are
transmitted to the correct users and servers;

2. Encrypt the data transmission to prevent the data being intercepted;
3. Maintain the integrality of the data to prevent the data being altered in the transmission.

Adopting asymmetrical encryption technology, SSL uses key pair to encrypt/decrypt information. A
key pair refers to a public key (contained in the certificate) and its corresponding private key. By
default the switch has a certificate (self-signed certificate) and a corresponding private key. The
Certificate/Key Download function enables the user to replace the default key pair.

After SSL is effective, you can log on to the Web management page via https://192.168.0.1. For
the first time you use HTTPS connection to log into the switch with the default certificate, you will
be prompted that “The security certificate presented by this website was not issued by a trusted
certificate authority” or “Certificate Errors”. Please add this certificate to trusted certificates or
continue to this website.

On this page you can configure the SSL function.

Choose the menu System—Access Security—>SSL Config to load the following page.
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https://192.168.0.1/�

Glokal Config

SEL: @ Enable O Disable

Certificate Dowrload

Certificate File:

ey Dowvenload

ke File: Browse. ..

Hote:

1.The S5L cedificate and key downloaded will not take effect until the switch is rebooted.

2. The 5L cedificate and key downloaded must match each other; othenwise the HTTPS connection will
not work.

Figure 4-15 SSL Config

The following entries are displayed on this screen:

>

Global Config
SSL: Select Enable/Disable the SSL function on the switch.
Certificate Download

Certificate File: Select the desired certificate to download to the switch. The
certificate must be BASE64 encoded.

Key Download

Key File: Select the desired SSL Key to download to the switch. The key
must be BASE64 encoded.

Note:

The SSL certificate and key downloaded must match each other; otherwise the HTTPS
connection will not work.

The SSL certificate and key downloaded will not take effect until the switch is rebooted.

To establish a secured connection using https, please enter https:// into the URL field of the
browser.

It may take more time for https connection than that for http connection, because https
connection involves authentication, encryption and decryption etc.

4.4.3 SSH Config

As stipulated by IFTF (Internet Engineering Task Force), SSH (Secure Shell) is a security protocol
established on application and transport layers. SSH-encrypted-connection is similar to a telnet
connection, but essentially the old telnet remote management method is not safe, because the
password and data transmitted with plain-text can be easily intercepted. SSH can provide
information security and powerful authentication when you log on to the switch remotely through
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an insecure network environment. It can encrypt all the transmission data and prevent the
information in a remote management being leaked.

Comprising server and client, SSH has two versions, V1 and V2 which are not compatible with
each other. In the communication, SSH server and client can auto-negotiate the SSH version and
the encryption algorithm. After getting a successful negotiation, the client sends authentication
request to the server for login, and then the two can communicate with each other after successful
authentication. This switch supports SSH server and you can log on to the switch via SSH
connection using SSH client software.

SSH key can be downloaded into the switch. If the key is successfully downloaded, the certificate
authentication will be preferred for SSH access to the switch.

Choose the menu System—Access Seurity—SSH Config to load the following page.

Glokbal Config
SSH: ) Enahle & Disahle
Protocal %1: & Enable O Disable

Protocol W2 * Enable O Disable Apply
[dle Timeout: 500 sec (1-994)

Max Connect: 5 i1-4)

ey Dovenload

Choose the SSH puhblic key file to download into switch.

Key Type: S5H-2 READEA v

Hote:
Itweill take & long time to download the key file. Please wait withoot any operation.
Figure 4-16 SSH Config
The following entries are displayed on this screen:

> Global Config

SSH: Select Enable/Disable SSH function.

Protocol V1: Select Enable/Disable SSH V1 to be the supported protocol.
Protocol V2: Select Enable/Disable SSH V2 to be the supported protocol.

Idle Timeout: Specify the idle timeout time. The system will automatically

release the connection when the time is up. The default time is
500 seconds.

Max Connect: Specify the maximum number of the connections to the SSH
server. No new connection will be established when the number of
the connections reaches the maximum number you set. The
default value is 5.
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> Key Download

Key Type: Select the type of SSH Key to download. The switch supports
three types: SSH-1 RSA, SSH-2 RSA and SSH-2 DSA.

Key File: Select the desired key file to download.

Download: Click the Download button to down the desired key file to the
switch.

ANote:

1. Please ensure the key length of the downloaded file is in the range of 256 to 3072 bits.

2. Atfter the Key File is downloaded, the user’s original key of the same type will be replaced.
The wrong uploaded file will result in the SSH access to the switch via Password
authentication.

Application Example 1 for SSH:

» Network Requirements

1. Log on to the switch via password authentication using SSH and the SSH function is enabled
on the switch.

2. PUTTY client software is recommended.
» Configuration Procedure

1. Open the software to log on to the interface of PUTTY. Enter the IP address of the switch into
Host Name field; keep the default value 22 in the Port field; select SSH as the Connection

type.

_[3?\ PuITY Configuration

Category:
= Sezgioh ~ B azic options for your PUTTY gezsion
I L_u:uglgmg Specify the destination you want to connect bo
Frmina Hozt Mame [or IP address] Part
Keyboard
EBel 192.168.0.1 22
Featuresz Connection type:
= Wirde (O Baw (O Telnet O Rlogin & 5SH O Serial
&
ppea.rance Load, zave or delete a stored seszion
Behaviour
Tramslation Saved Sezziong
Selection
Calaurs :
Default S ettings
= Connection
Data S
nate
Rlogin
=- 55H
- Cloze window arn exit:
'?#E:' O Always (O Never () Only on clean exit
=11 w
(o 1 o

2. Click the Open button in the above figure to log on to the switch. Enter the login user name and
password, and then you can continue to configure the switch.
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o

25 192.168.0.1 — PulIY

login as: admi
Further

admini 192
TP-LINE:|]

Application Example 2 for SSH:

» Network Requirements

1. Log on to the switch via password authentication using SSH and the SSH function is enabled
on the switch.

2. PUTTY client software is recommended.
> Configuration Procedure

1. Select the key type and key length, and generate SSH key.

& PullY Eey Generator E]@

File EKey Conver=zionz Help

Fen
Mo ke

Actions

Generate a public/private key pair Generate a key [ Gererate il

Load an exizting private key file

Save the generated key

Farameters

Type of key to generate: ) Key type )

) S5H-1 [RSA] (%) 55H-2 BSA ) S5H-2 DSA
Murnber of bits in a generated key: Key length |1024

Note:
The key length is in the range of 256 to 3072 bits.

2. During the key generation, randomly moving the mouse quickly can accelerate the key
generation.

2. After the key is successfully generated, please save the public key and private key to the
computer.
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& PuITY Eey Generator

File EKey Conversions Help

(=11
Public: key for pasting into Open5S5H authonzed_keys file:

szh-rza

AAAMRSDNzaC o2 E AL BIDANAIB 0250 siF+wW sl 35 st h+rwBmall A m7cd T2 215
34/R dpeviBF iR 4G zxak it M1 35w Cl hDwDbOBE A 3xim, 27 IF L+wtw nal OH 49N okrp
Bz SRDSHMWET Crl n3lnEx 7 dpuZePehS5UE BeuE aT e W ilwwmeR 25T CTDwwW e
MHEl== rza-key-20100120

K.ey fingerprint; |$$h-l$a 1023 38 cd: 91 4:dacbl:Ba; Je: 2b:ff: 4 3: 63 eb: 47:F4: 60

F.ep camment: |rsa-key-2|:|1 oot 20

|
|
K.ey paszphraze; | |
|

Caonfirm pazsphrase:; |

Actiohs

Generate a public/private key pair
Load an existing private key file
Sawve the generated key I Save public key I l Save private key I
Parameters

Type of key to generate:
) 55H-1 [RS4) (3 55H-2 BSA I55H-2 D54

Murmber of bitz in a generated key: 1024

3. On the Web management page of the switch, download the public key file saved in the
computer to the switch.

Fey Dovnload

Choose the SSH puhlic key file to download into switch.

kv Type: |SSH-2 RESADSA v|
Key File: | | [ Browse. .

25 Note:

1. The key type should accord with the type of the key file.
2. The SSH key downloading can not be interrupted.

4. Download the private key file to SSH client software.
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2|

Pageant: Enter Bass. .. @

Enter passphraze for key
rsa-key-20100120

[ LCancel ]

l Add Key |

Cloze

5. After the public key and private key are downloaded, please log on to the interface of PUTTY

and enter the IP address for login.

Lﬂ FuTIY Configuration

Categony:
=I- Session
Laagaing
=I- Terminal
Kepboard
Bell
Features
=1 window
Appearance
Behaviour
Tranzlation
Selection
Colours
=I- Connection
Data
Prosy
Telnet
Rlogin
= 55H
Kex
Auth
TV
=1

W

Basic options for your PuT T session

Specify the destination pau watt to connect to

Host Mame [or IP address) Port
152.168.01 22
Connection type:

() Baw () Telmet ) Rlogin (53 55H ) Serial

Load, zave or delete a stored session
Saved Sessions

Default Settings Load

Save

Lelete

Cloge window on exit;

O dlways O Mever (&) Only on clean exit

I Open l [ Cancel ]

After successful authentication, please enter the login user name. If you log on to the switch
without entering password, it indicates that the key has been successfully downloaded.

Return to CONTENTS
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Chapter 5 Switching

Switching module is used to configure the basic functions of the switch, including four submenus:
Port, LAG, Traffic Monitor and MAC Address.

5.1 Port

The Port function, allowing you to configure the basic features for the port, is implemented on the
Port Config, Port Mirror, Port Security and Port Isolation pages.

5.1.1 Port Config

On this page, you can configure the basic parameters for the ports. When the port is disabled, the
packets on the port will be discarded. Disabling the port which is vacant for a long time can reduce
the power consumption effectively. And you can enable the port when it is in need.

The parameters will affect the working mode of the port, please set the parameters appropriate to
your needs.

Choose the menu Switching—Port—Port Config to load the following page.

Fart Caonfig
Part
Select Port Description Status Speed and Cuplex  Flow Cantrol LAG
[F] Disable s 1OMHD w Disable s
F 1 Enahle Aurta Disahle "
F 2 Enahle Aurto Disahle
F 3 Enahle Aurto Disahle
F 4 Enahle Aurto Disahle
F 5 Enahle Aurto Disahle
] ] Enable Auto Disable
] 7 Enable Auto Disable
] a Enable Auto Disable
] g Enable Auto Disable
O 10 Enable Auta Disable
F 1 Enahle Aurta Disahle
F 12 Enahle Aurta Disahle
F 13 Enahle Aurta Disahle
F 14 Enahle Aurta Disahle
F 15 Enahle Aurto Disahle 3z
Loy | [_Hen ]
Note:

The Port Description should he not mare than 16 characters.

Figure 5-1 Port Config
Here you can view and configure the port parameters.

Port Select: Click the Select button to quick-select the corresponding port
based on the port number you entered.

Select: Select the desired port for configuration. It is multi-optional.

Port: Displays the port number.
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Description:

Status:

Speed and Duplex:

Flow Control:

LAG:

Note:

Give a description to the port for identification.

Allows you to Enable/Disable the port. When Enable is
selected, the port can forward the packets normally.

Select the Speed and Duplex mode for the port. The device
connected to the switch should be in the same Speed and
Duplex mode with the switch. When “Auto” is selected, the
Speed and Duplex mode will be determined by
auto-negotiation.

Allows you to Enable/Disable the Flow Control feature. When
Flow Control is enabled, the switch can synchronize the speed
with its peer to avoid the packet loss caused by congestion.

Displays the LAG number which the port belongs to.

1.  The switch can not be managed through the disabled port. Please enable the port which is

used to manage the switch.

2. The parameters of the port members in a LAG should be set as the same.

5.1.2 Port Mirror

Port Mirror, the packets obtaining technology, functions to forward copies of packets from
one/multiple ports (mirrored port) to a specific port (mirroring port). Usually, the mirroring port is
connected to a data diagnose device, which is used to analyze the mirrored packets for monitoring

and troubleshooting the network.

Choose the menu Switching—Port—Port Mirror to load the following page.
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Mdirraring Fort
Mirraring FPort:

hdirrored Port

Select Fort
[
F 1
] 2
] 3
] 4
] 5
F B
] 7
] 8
] g
] 10
] 11
] 12

Disable

Part
Ingress Edress LAG
Dizahle Dizahle
Disable Disable P
Disable Disable
Disable Disable
Disable Disable
Disahkle Disahle
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disahle Disable
Disable Disable
Disable Disable .

[ Apply ] [ Help ]

Figure 5-2 Mirroring Port

The following entries are displayed on this screen.

>

Mirroring Port

Mirroring Port:

Mirrored Port

Port Select:

Select:
Port:

Ingress:

Egress:

LAG:

Select a port from the pull-down list as the mirroring port. When
disable is selected, the Port Mirror feature will be disabled.

Click the Select button to quick-select the corresponding port
based on the port number you entered.

Select the desired port as a mirrored port. It is multi-optional.
Displays the port number.

Select Enable/Disable the Ingress feature. When the Ingress is
enabled, the incoming packets received by the mirrored port will be
copied to the mirroring port.

Select Enable/Disable the Egress feature. When the Egress is
enabled, the outgoing packets sent by the mirrored port will be
copied to the mirroring port.

Displays the LAG number which the port belongs to. The LAG
member can not be selected as the mirrored port or mirroring port.
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Note:

1. The LAG member can not be selected as the mirrored port or mirroring port.
2. Aport can not be set as the mirrored port and the mirroring port simultaneously.

3. The Port Mirror function can take effect span the multiple VLANSs.

5.1.3 Port Security

MAC Address Table maintains the mapping relationship between the port and the MAC address of
the connected device, which is the base of the packet forwarding. The capacity of MAC Address
Table is fixed. MAC Address Attack is the attack method that the attacker takes to obtain the
network information illegally. The attacker uses tools to generate the cheating MAC address and
quickly occupy the MAC Address Table. When the MAC Address Table is full, the switch will
broadcast the packets to all the ports. At this moment, the attacker can obtain the network
information via various sniffers and attacks. When the MAC Address Table is full, the packets
traffic will flood to all the ports, which results in overload, lower speed, packets drop and even
breakdown of the system.

Port Security is to protect the switch from the malicious MAC Address Attack by limiting the
maximum number of MAC addresses that can be learned on the port. The port with Port Security
feature enabled will learn the MAC address dynamically. When the learned MAC address number
reaches the maximum, the port will stop learning. Thereafter, the other devices with the MAC
address unlearned can not access to the network via this port.

Choose the menu Switching—Port—Port Security to load the following page.

Fort Security
Select Fort bax Learned MAC  Learned Mum Learn Mode Status
[Fi Dynamic Disable
Fi 1 G4 0 Cynarmic Disable L
] 2 G4 a0 Cynamic Disahle
O 3 G4 0 Cyharmic Disable
Fi 4 G4 0 Cynarmic Disable
] 5 54 0 Dynarnic Disable
Fi ] G4 0 Cynarmic Disable
] T G4 0 Dynamic Disahle
O 8 G4 0 Cyharmic Disable
Fi g G4 0 Cynarmic Disable
] 10 54 0 Dynarnic Disable
Fi 11 G4 0 Cynarmic Disable
] 12 B4 0 Dynarmic Disable Z
[ ARRlY ] [ Help ]
Note:

The maximum number of MAC addresses learned from individual port can be setto 64,

Figure 5-3 Port Security
The following entries are displayed on this screen:

» Port Security
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Select: Select the desired port for Port Security configuration. It is

multi-optional.
Port: Displays the port number.
Max Learned MAC: Specify the maximum number of MAC addresses that can be

learned on the port.

Learned Num: Displays the number of MAC addresses that have been learned
on the port.
Learn Mode: Select the Learn Mode for the port.

e Dynamic: When Dynamic mode is selected, the learned
MAC address will be deleted automatically after the aging
time.

e Static: When Static mode is selected, the learned MAC
address will be out of the influence of the aging time and
can only be deleted manually. The learned entries will be
cleared after the switch is rebooted.

e Permanent: When Permanent mode is selected, the
learned MAC address will be out of the influence of the
aging time and can only be deleted manually. The learned
entries will be saved even the switch is rebooted.

Status: Select Enable/Disable the Port Security feature for the port.

Note:

1. The Port Security function is disabled for the LAG port member. Only the port is removed from
the LAG, will the Port Security function be available for the port.

2. The Port Security function is disabled when the 802.1X function is enabled.
5.1.4 Port Isolation

Port Isolation provides a method of restricting traffic flow to improve the network security by
forbidding the port to forward packets to the ports that are not on its forward portlist.

Choose the menu “Switching—Port—Port Isolation” to load the following page.
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Faort Isolation Config

Puort:

Foreeard Partlist:

O 4
O 7
Cl13
(19
Clas

Faort Isolation List

Fort
14
14
16
17
18
14
20
21
22
23
24
24
26
27
28

O 2
-
Cl14
2o
28

Fort

O = O 4 F s
] g 1o 11
(15 (118 Cl17
21 22 23
[Jz7 (28

[ & | [ appy | | Hep |

Farward Faortlist

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

-28
-28
-28
-28
-28
-28
-28
-28
-28
-28
-28
-28
-28
-28
-28

-
1z
RE:
24

Figure 5-4 Port Isolation Config

The following entries are displayed on this screen:

>

Port Isolation Config

Port:

Forward Portlist:

Port Isolation List

Port:

Forward Portlist:

Select the port number to set its forwardlist.

Select the port that to be forwarded to.

Display the port number.

Display the forwardlist.
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5.2 LAG

LAG (Link Aggregation Group) is to combine a number of ports together to make a single
high-bandwidth data path, so as to implement the traffic load sharing among the member ports in

the group and to enhance the connection reliability.

For the member ports in an aggregation group, their basic configuration must be the same. The
basic configuration includes STP, QoS, GVRP, VLAN, port attributes, MAC Address Learning

mode and other associated settings. The further explains are following:

e If the ports, which are enabled for the GVRP, 802.1Q VLAN, Voice VLAN, STP, QoS, Port
Isolation, DHCP Snooping and Port Configuration (Speed and Duplex, Flow Control),

are in a LAG, their configurations should be the same.

e The ports, which are enabled for the Port Security, Port Mirror, MAC Address Filtering,
Static MAC Address Binding, 802.1X Authentication and IP Source Guard, can not be
added to the LAG.

e It's not suggested to add the ports with ARP Inspection and DoS Defend enabled to the
LAG.

If the LAG is needed, you are suggested to configure the LAG function here before configuring the

other functions for the member ports.

Tips:
1. Calculate the bandwidth for a LAG: If a LAG consists of the four ports in the speed of
1000Mbps Full Duplex, the whole bandwidth of the LAG is up to 8000Mbps (2000Mbps * 4)

because the bandwidth of each member port is 2000Mbps counting the up-linked speed of
1000Mbps and the down-linked speed of 1000Mbps.

2. The traffic load of the LAG will be balanced among the ports according to the Aggregate
Arithmetic. If the connections of one or several ports are broken, the traffic of these ports will
be transmitted on the normal ports, so as to guarantee the connection reliability.

Depending on different aggregation modes, aggregation groups fall into two types: Static LAG
and LACP Config. The LAG function is implemented on the LAG Table, Static LAG and LACP
Config configuration pages.

5.2.1 LAG Table

On this page, you can view the information of the current LAG of the switch.

Choose the menu Switching—LAG—LAG Table to load the following page.
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Global Caonfig

Hash Algorithim: SRC MAC+DST MAC Apply

LAG Tahle
Group _— .
Select Mumber Description Memhber Dperation
1 Lasi 14,15,16,17 Edit | Detail
Al | | pelete | | Help |

Figure 5-5 LAG Table

The following entries are displayed on this screen:

> Global Config

Aggregate Arithmetic:

» LAG Table
Select:
Group Number:
Description:
Member:

Operation:

Select the applied scope of Aggregate Arithmetic, which
results in choosing a port to transfer the packets.

¢ SRC MAC + DST MAC: When this option is selected,
the Aggregate Arithmetic will apply to the source and
destination MAC addresses of the packets.

e SRC IP + DST IP: When this option is selected, the
Aggregate Arithmetic will apply to the source and
destination IP addresses of the packets.

Select the desired LAG. It is multi-optional.
Displays the LAG number here.

Displays the description of LAG.

Displays the LAG member.

Allows you to view or modify the information for each LAG.

e Edit: Click to modify the settings of the LAG.
e Detail: Click to get the information of the LAG.

Click the Detail button for the detailed information of your selected LAG.
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Dietail Infa

Group Mumber: LAG1
LAG Type: Static
Fort Status: Enable
Rate: Auto
Fort mirrar: Disable

Ingress Bandwidth (hps): --
Egress Bandwidth {hps): --
Broadcast Control (hps): --
Multicast Control (hps): --
LIL Contral {bps): --
CloS Priority: o510
Join WLAM: 1

Figure 5-6 Detail Information

5.2.2 Static LAG

On this page, you can manually configure the LAG. The LACP feature is disabled for the member
ports of the manually added Static LAG.

Choose the menu Switching—LAG—Static LAG to load the following page.

LAG Config

Group Mumber: LAG1 W

Drescription: LIk (16 letters maximum)
fember Port
F 4 ] 2 (! T 4 [ s I
O 7 I ] g Clio HEE HE