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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7, 8, 10 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.

Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation
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I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2765 series is a VDSL2 35b router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 2 VPN tunnels.

Supplier

A

¥

Home Office

T T

_ @
ili m
Outbound Sales

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy easily. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, Vigor2765
Series supports USB interface for connecting USB printer to share printer, USB storage device
for sharing files, or for 3G/4G WAN.

GlobalView WCF

8 E = Categories:
Z Q= Z Shopping, Gambling, Job search...
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and

connectors first.

..\\\

LED Status Explanation
Blinking The router is powered on and running normally.
(Activity) Off The router is powered off.
On The DSL port is connected.
Blinking The router is ready.
(DSL) (Slowly)
Blinking The router is trying to connect to Internet.
(Quickly)
On (Green) | The wireless access point is ready.
" Blinking The data is transmitting via wireless connection based
(Wireless LAN (Green) on the rate of 2.4GHz.
On/Off/WPS) Blinking Blinks with one second cycle for two minutes. The WPS
(Orange) function is active.
Off The wireless access point is turned off.
On (Green) | The wireless access point is ready.
; Blinking The data is transmitting via wireless connection based
(Wireless LAN (Green) on the rate of 5GHz.
On/0ff/WPS) Blinking Blinks with one second cycle for two minutes. The WPS
(Orange) function is active.
On The LAN port is connected.
Blinking The data is transmitting.
~ Off The LAN port is disconnected.
(LAN1/2/3/4)
On A USB device is connected and active.
(USB) Blinking The data is transmitting.
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Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

WLAN WLAN On - Press the button and release it within 2 seconds. When the
ON/OFF/WPS wireless function is ready, the green LED will be on.

WLAN Off - Press the button and release it within 2 seconds to turn off
the WLAN function. When the wireless function is not ready, the LED will
be off.

WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer).
P1~P4 Connectors for local networked devices.

DSL Connector for accessing the Internet.

1/0 Power Switch.

PWR Connector for a power adapter.
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|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly.
1. Connect the DSL interface to the land line jack with a DSL line cable.

2.  Connect one port of 4-port switch to your computer with a RJ-45 cable. This device
allows you to connect 4 PCs directly.

Connect detachable antennas to the router.

4. Connect one end of the power cord to the power port of this device. Connect the other
end to the wall outlet of electricity.

5. Power on the router.
6. Check the ACT and DSL, LAN LEDs to assure network connection.

Land Line Jack (POTS)

Power Switch

6

— — ——f——
—

‘m]|
J

|

U

i
o

Power Adapter

(For the detailed information of LED status, please refer to section I-1-1 Indicators and
Connectors.)
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I-2-2 Wall-Mounted Installation

Vigor2765 has keyhole type mounting slots on the underside.

1. Atemplate is provided on the Vigor2765 packaging box to enable you to space the screws
correctly on the wall.

2. Place the template on the wall and drill the holes according to the recommended
instruction.

3. Fit screws into the wall using the appropriate type of wall plug.

Wall

v

Note The recommended drill diameter shall be 6.5mm (1/4”).

4. When you finished about procedure, the router has been mounted on the wall firmly.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router (192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

] L
Snart WPN Client
— = Sma Ien

—

J[ Getting Started »

Cornputer

Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] ! Default Pragrarms
)

st Calculator Help and Support

Windowes Security

Log off | »
k &ll Pragrarms L|

3.  Click Add a printer.

Devices and Printers

&

KN j IP;_:& * Control Panel = Hardware and Sound = Devices and Printel

Sdd a device | Add a printer

a Devices (3
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4.

A dialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

= Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

In this dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

o |~ [ . \ﬁl
Brother | H (= Erother DCP-116C |
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

Vigor2765 Series User’s Guide
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | emove device

: e far this printl
[server. |

& Devices (3

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

Bl DI’DDEITIES PEMOVE deviCe
| Print Server Properties x|

Forms Ports |Drivers| Securit_l.JI .&dvancedl

Port Settings |

Port Marme: |192.168.1.1

| Printer Mame or [P Address: |192.168.1.1

Protocol
[ 7 Raw &~ LPR

5 Raww Settings

Port Murrber IEIlUIJ

LPR Settings
Queue Mame: Ip]_l

[~ LPR Byte Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

o SMEAP Dewice Index |1

QK I Cancel
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Username |

Password

Login

Security Warning: ¥ou are logging in without encryption which is not
recommended. To login securely click here.

Copyright @ 2000-20180rayTek Corp. All Rights Reserved.

3.  Please type “admin/admin” as the Username/Password and click Login.

1)

Info If you fail to access to the web configuration, please go to “Trouble Shooting” for
detecting and solving your problem.
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4. Now, the Main Screen will appear.

DrayTek sy iz AE M E D
Dashboard

L d ] b
Bra—a L B | §
Lot momon OB Peead et

s -

System Information
WIgor2 FE5Var ystem Up Time | 0:05:17
DrayTek wrent Time Sat Jan 01 2004 00:04:56

Cuick Access

4.0.3 RCIb_STD Bulld Date/Time | May 29 2019 13:54:45
08 -011-00-0F -00-07 LAN HAC Address | 00+10-AA-15-B0-CH

IPv4 LAN Information

USEH Application
Syriom Maistensnce

Disgmostics

AR
Fatormal Devices:

Piodwct Reglstration

Service Staius. =
ted i O, JWANL WANZ JWANI
od : 0, @Portl  gPortd  gPort)  bond
AN Rights teservod. ok
ted 1 8, SUSB1
0, SUSB2

or_ | Ativate : O
Attack Dwtoctad - 1

(1)

Info The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.
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I-4 Changing Password

16

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user

interface with admin mode.

Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

0Old Password Mazx: 83 characters
New Password Max. 83 characters

Confirm Password Max. 83 characters

Mobile one-Time Passwords({mOTP)
PIN Code [=***

2-Step Authentication

Send Auth code via

Enable 'admin' account login to Web UI from the Internet

Use only advanced authentication method for Admin "WAN" login

Sacrat [Freeessesses

SMS Profile 1-772 v Recipient Number
Mail Profile 1-722 »
Note:
Password can contain only a-z A-Z 0-9 , ;. "= >F+=[2@ # "~ ! )
Administrator Local User
Enable Local User
Use only advanced authentication method far Admin "WAN" lagin

Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

(1)

Info The maximum length of the password you can set is 23 characters.

Now, the password has been changed. Next time, use the new password to access the

Web user interface for this router.
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Dr GYTE k lgor2765 Series

Username || |

Password | |

Login

Security Warning: You are logging in without encryption which is not
recommended. To login securely click here.

Copyright @ 2Z000-20180rayTek Corp. All Rights Reserved,

Info

Even the password is changed, the Username for logging onto the web user interface
is still “admin”.

Vigor2765 Series User’s Guide
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|-5 Dashboard

18

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Wiz ards
Online Status

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard

1
2480 Factory
- Reset
2
D @ e
WPS
use P4 P3 P2 Pl DSL

Phene2 Pheonel

[ Guick Access
Model Name Vigor2765Vac System Up Time |0:08:52 System Status
Router Name DrayTek Current Time Sat Jan 01 2000 00:09:32 Dynamic DNS
Firmware Version |4.0.2_RC3b_STD Build Date/Time |May 29 2019 13:54:45 TR-069
DSL Version 08-0B-00-0F-00-07 LAM MAC Address | 00-1D-AA-15-B0-C8 IM/P2P Block
Schedule
IPv4 LAN Information SyslLog / Mail Alert
IP Address DHCP IP Address DHCP RADIUS
LAN1 192.168.1.1/24 _|v LANZ 102.168.2.1/24 |V | Firewall Object Setting |
IP Routed Subnet | 152.168.0.1/24 | v | Data Flow Monitor |
IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time

WAN1 WDSL2 / PPPoE Disconnected 00-10-AA-15-B0O-C9 00:00:00

WAN2 |Ethernet / --—- Disconnected 00-1D-AA-15-B0-CA 00:00:00

WAN3 |use/--—- Disconnected 00-1D-AA-15-B0-CB 00:00:00
Interface |

DSL Connected : Down Stream : 0Kbps / Up Stream : OKbps

WAN Connected : 0, WAN1 WANZ WAN3
_J LAan Connected : 0, @Portl  @Port2 Port3 Port4
_J WLAN Connected : 0
_J WLANSG | Connected : 0

Connected : 0O, USB 1

ey a, USE 2

Cd VPN Connected : 0 Remote Dial-in User / LAN to LAN

|73 mMyvigor [Activate : 0

I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, LAN, or WAN, related web
setting page will be open for you to configure if required.
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Dashboard

2480 Facto

: ;:“?E '“’7’7 - .
o]

>

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~4 and etc.) below means you can
click it to open the configuration page for modification.

System Information
Model Mame Vigor2765vac wstem Up ime [0:T07 System Status
Tek Current Time Sat Jgn 01 2000 00:11:46 Dynamic DNS
Firmware Version |4.0.3_RC3b_STD Build Date/Time May P9 2019 13:54:45 TR-069
| DSL version | 08-0B-00-0F-00-07 LAN MAC Address | 00-1D-AA-15-B0-C8 IM/P2P Block
Schedule
IP Address DHCP IP Address DHCP RADIUS
LAN1 102.168.1.1/24 102.168.2.1/24 | Firewall Object Sefting |
IP Routed Subnet | 192.168.0.1/24 Data Flow Monitor
Lihe / Mode IP Address MAC Address Up Time
WAN1 |wpsLz / PPPoOE Disconnected 00-1D-AA-15-B0-C3 00:00:00
WAN2 | e hemet,f --- Disconnected 00-1D-AA-15-B0-CA 00:00:00
WAN3 UEB / --- Disconnected 00-1D-AA-15-B0-CB 00:00:00

DSL Connected : Down Stream : 0Kbps / Up Stream : OKbps
WAN Connected : 0O, WANL WAN2Z2 WAN3

CJ LA Connected : 0, QPor‘tl QPOH:Z Port3 Port4

L3 WLAN Connected : 0

0

0

0

] WLANSG | Connected :
Connected :

., _USB1

use A USB 2

L3 VPN Connected : 0 Remote Dial-in User / LAN to LAN
_J MyVigor | Activate : 0

3 Dos Attack Detected :

.3 RootCA

System Resource

cpu usage: | 1%

memory ussge: N

Current Status
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I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

§Istem Status

Dynamic DNS
TR-069

IM/P2P Block
Schedule

Sysl og | Mail Alert
RADIUS

Firewall Dhiect Settinﬂ

Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

DSL Connected : Down Stream : OKbps / Up Stream : OKbps
VAN Connected : 0, WANL WANZ2 WANZ
I LAN Connected : 0, @Portl @Port2 Port2 Port4

0]
0
=N L AN Connected : 0
_J WLANSG | Connected : O
0]
0

Connected : 0, USBE 1

o USE 2

USB

"3 VPN Connected @ 0O Remote Dial-in User / LAN to LAN
~d MyVigor |[Activate: 0O

1 DaS Attack Detected :

_d RootCA

Note that there is a plus ( | ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page MNo.
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.
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DSL Connected : Down Stream : OKbps / Up Stream : OKbps
WAN Connected : 0O, WAN1 WANZ WANZ
] LAN Connected : 0, 'Portl 'Portz Port3 Port4
Host ID | 1P Address |MAC | Port
_J WLAN Connected : 0
_J WLANSG | Connected @ 0
Connected : 0 USB 1
Use D: USE 2

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

1-5-4 GUI Map

AENHME Do

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashboard
Wizards

Online Status

WAN

LAN

Hotspot Web Portal

Routing

Vigor2765 Series User’s Guide

Quick Start Wizard
Service Activation Wizard

VPN Client Wizard
VPN Server Wizard
Wireless Wizard

Physical Connection
Virtual WAN

General Setup
Internet Access
Multi-PVCNLAN
WAN Budget

General Setup

VLAN

Bind IP to MAC
LAN Port Mirror
Wired 802.1X

Profile Setup
Quota Management

Certificate Management

Wireless LAN (2.4 GHz)

Wireless LAN (5 GHz)

Local Certificate
Trusted CA Certificate
Certificate Backup
Self-Signed Certificate

General Setup
Security

Access Control
WPS

Advanced Setting
Station Control
Bandwidth Management
AP Discovery
Airtime Fairness
Band Steering
Roaming

Station List

General Setup
Security
Access Control
WPS

wDs
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I-5-5 Web Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

@ 192.1681.1/doc/consele him - Google Chrome [=[3] 32
@ F2== | 192.168.1.1/doc/console.htm

Type ? for command help
> 2

% Valid commands are:

adsl wdsl c3m ddns dos exit
internet ip ip6 ipf log mngt
msubnet cbject port portmaptime pro qos

quit show smb sSrv switch 3y3
testmail fs upnp usb vigbrg fullbrg
vlan vpn wan hspertal wl wl dual
wol appgos nand apm ethoam fw backum
cert zervice

>
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I-6-6 Config Backup

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen to store the setting.
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I-5-7 Manual Download

AR NHE Do

Click this icon to open online user’s guide of Vigor router. This document offers detailed
information for the settings on web user interface.

I-5-8 Logout
A HBE oo

Loogout

Click this icon to exit the web user interface.
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I-5-9 Online Status

I-5-9-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection System Uptime: 1day 5:29:14
1Pvd IPvG
LAN Status
IP Address TX Packets RX Packets Router Primary  Router Secondary
192.168.1.1 5,620 15,414 8.8.8.8 8.8.4.4
WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
es WDSLZ FPFOE oo, 0o: o0
P GW IP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
- --- 0By u] (=Y 1]
WAN 2 Status
Enable Line Name Mode Up Time
Mo Ethernet - 00:00:00
IP GWIP TX Bytes TX Rateibps) RX Bytes RX Rate(bps)
--- - 0By u] 0 (B} u]
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yes LUSE - oo, 0o: a0 -
P GW IP TX Bytes TX Rateibps) RX Bytes RX Rate(bps)
- - 08} o 0 (B} ]
Line 1 Information {¥DSL2 Firmware Version: 779517_A/B/C )
Profile State UP Speed Down Speed SNR Upstream SNR Downstream
TRAINING 0 (Khps) 0 (Kbps) 0 (dB) 0 (de)
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: 2days 20:16:48

1Pvd IPv6

LAN Status

IP Address

FEEBO:: 210 AAFFFEOD:O/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1,065 0o 83,078 0
WAHN1 IPvb Status

Enable Mode Up Time

8 [x] Offline -

IP Gateway IP
WAN2 IPvG Status

Enable Mode Up Time

R [=] Offline -

IP Gateway IP
WAN3 IPv6 Status

Enable Mode Up Time

Mo Offline ==

IP Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
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Item

Description

interface.

Detailed explanation (for IPv6) is shown below:

Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN IPv6 Status

Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

[-5-9-2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list the purpose of such WAN connection.
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-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Click
Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

0Old Password
Mew Password

Confirm Password

Hint: If you want to keep the password unchanged, leave the password blank and press
"Mext" button to skip this process.

[ws)

ack Next = Finish Cancel

On the next page as shown below, please select the WAN interface (WAN 1 to WAN3) that you
use. If DSL interface is used, please choose WAN1; if Ethernet interface is used, please choose
WAN2; if 3G/4G USB modem is used, please choose WAN3. For WAN2, choose Auto
negotiation as the physical type for your router.

Quick Start Wizard

WAN Interface

WaN Interface: WWANT ¥
Dizplay Mame:
Physical Mode: 4DSL / VDSL2
Physical Type: Auto negotiation ¥
YLAN Tag insertion (ADSL): Digable v
WLAN Tag insertion (VDSL2):
Tag value 0 {0~40395)
Priority 0 (0~7)

< Back Mext = Finish Cancel

WAN1~ WAN3 will bring up different configuration page. Refer to the following sections for
detailed information.
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1-6-1 For WAN1 (ADSL)

WANL1 is specified for ADSL or VDSL2 connection.

Quick Start Wizard

WAN Interface

Wak Interface:

Display Name:

Physical Mode:

Physical Type:

YLAN Tag insertion (ADSL):

Tag walue

Priarity

YWLAMN Tag insertion (¥DSL2):

WWANT ¥

ADSL / VDSL2

Auto negotiation ¥
Disable ¥

0 (O~ 4095}
0 {0~77

< Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Display Name

Type a name to identify such WAN.

VLAN Tag insertion
(VDSL2)/(ADSL)

The settings configured in this field are available for WAN1
and WAN2.

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The range
is from 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Please select the appropriate Internet access type according to the information from your

ISP. Click Next.

PPPOE/PPPOA

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoOE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WANL1 as WAN Interface and click the Next button; you will get the following
page. Choose PPPOE XXXX or PPPOA XXXXX as the protocol.
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Quick Start Wizard

Connect to Internet

WAN 1
Protocol

PPPOE / FPPoA v

For ADSL Only:
Encapsulation

PPFoE LLC/SNAR ¥

Subnet Mask
Default Gateway
Primary DMS
Second DNS

WPI 0 Auto detect
W 33

Fixed IP ¥es @ MolDynamic IPY
IP Address

0.8.8.8
0.8.4.4

< Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Protocol /
Encapsulation

Choose PPPoE/PPPoA for WAN1 interface.

VPI

Enter the value provided by ISP.

Auto detect - Click this button to have the VPI and VCI to be
detected by the system automatically

VCI Type in the value provided by ISP.
Fixed IP Click Yes to enable Fixed IP feature.
IP Address Enter the IP address if Fixed IP is enabled.

Subnet Mask

Enter the subnet mask for the IP address.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

After finished the above settings, simply click Next.
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Quick Start Wizard

Set PPPoE / PPPoA

WAN 1
Service Name (Optional) B34005755@ hinet. net
Username 34005755
Password 0 |amemeenan
Confirm Password  [sessesees
< Back MNext > Finish Cancel

Available settings are explained as follows:

Item Description

Service Name Enter the description of the specific network service.

(Optional)

User Name Enter the valid user name (maximum 63 characters) provided
by the ISP in this field.

Password Enter a valid password provided by the ISP.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3.  Please manually enter the Username/Password provided by your ISP. Then click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAl Interface:
Physical Mode:

WANT
&DSL /S wDSL2

WPI: a

WCI 33

Protocal / Encapsulation: PPPoE / LLC
Fized IF: Mo

Primary DNS: 2.8.8.8
Secondary DNS: 8.8.4.4

< Back

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.
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5.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.

MPoA
Choose WAN1 as WAN Interface and click the Next button; you will get the following

1.

page.

Quick Start Wizard

Connect to Internet

WAN 1
Protocol

MPoA / Static or Dynamic [P ¥

Subnet Mask
Default Gateway
Primary DNS
Second DMS

For ADSL Only:

Encapsulation 14583 Bridged IP LLC v
WRI i} Auto detect
YCI 33

Fixed IP ¥es  '® NolDynamic IP)
IP address

5.5.8.8
g.8.4.4

« Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Protocol

There are two modes offered for you to choose for WAN1
interface. Choose MPoA as the protocol.

For ADSL Only

Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged P LLC b

1483 Routed IP LLC
1483 Bridged P WC-Mux

1483 Routed 1P WC-Mux (IPad)
1483 Bridged IP (IPoE)

T i%es  RofDynamic TP

Fixed IP

Click Yes to enable Fixed IP feature.

IP Address

Enter the IP address if Fixed IP is enabled.

Subnet Mask

Enter the subnet mask.

Default Gateway

Enter the IP address as the default gateway.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter the secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Vigor2765 Series User’s Guide



Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

2. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaAN Interface:
Physical Mode:

W AN
aDSL / WDSL2

WP ]

YWCI 33

Protocol / Encapsulation: 1483 Bridge LLC
Fized IP: No

Primary DMS: 8.8.8.8
Secondary DMS: B8.8.4.4

= Back

Mext =

Finish

Cancel

3.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

4.  Now, you can enjoy surfing on the Internet.

1-6-2 For WAN2 (Ethernet)

WAN?2 is dedicated to physical mode in Ethernet. Please select the appropriate Internet

access type according to the information from your ISP. For example, you should select PPPoE
mode if the ISP provides you PPPOE interface.

Quick Start Wizard

WAN Interface

WAl Interface: WWANZ v
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negatiation ¥
YLAN Tag insertion Enable *
Tag walue 0 {0~4095)
Prigrity 0 {0~7)
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Available settings are explained as follows:

Item

Description

Display Name

Type a name for the router.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN2.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The range
is form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

PPPoE

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoOE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 2

Select one of the following Internet Access types provided by your ISP,

® PPPOE
FRTR
LEZTP
Static IP
DHZP

< Back Mext = Finizh Cancel
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2. Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 2

Enter the user name and password provided by your ISP,
Service Name {Optional) CHT
Username 84005657 @hinet.net
FPassword |e=eesas

Confirm Password  [e=eeees

< Back Mext =» Finish Cancel
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.

Confirm Password Retype the password.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.
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3.

4.

5.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WalN Interface: WWANZ

Physical Mode: Etherneat
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Wigor router.

< Back Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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PPTP/L2TP

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will

be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP,

PPPoE

® PPTP
L2TP
Static IP
DHCP

< Back Mext = Finish Cancel

2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPTP Client Mode

WAN 2

Enter the username, password, WaN IP configuration and PPTP server IP provided by
your ISP,

Username a7 dd4aec

Passwaord  |esesss

Confirm Password

WanN IP Configuration
Cbtain an [P address automatically
* Specify an IP address

IP Address 192.168.3.100
Subnet Mask 2552652550
Gateway 192.168.3.1
Primary DMS 5588
Second DNS 5.8.4.4

FPTP Server

< Back MNext =» Finish Cancel
Available settings are explained as follows:
Item Description
Username Assign a specific valid user name provided by the ISP.
The maximum length of the user name you can set is 63
characters.
Password Assign a valid password provided by the ISP.
The maximum length of the password you can set is 62
characters.
Confirm Password Retype the password.
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WAN IP Configuration | Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.

Specify an IP address - you have to type relational settings
manually.

@® [P Address - Type the IP address.

® Subnet Mask -Type the subnet mask.

® Gateway - Type the IP address of the gateway.
]

Primary DNS -Type in the primary IP address for the
router.

® Second DNS -Type in secondary IP address for necessity
in the future.

PPTP Server / L2TP Enter the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wal Interface: W ARZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PRTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Mext = Firnish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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Static IP

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,

PPROE
PPTP
L2TR

® Static IP
DHCP

< Back Mext = Firnish Cancel

2. Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 2

Enter the Static IP configuration provided by your ISP,

WA IP 192.168.3.102
Subnet Mask 2552652550
Gateway 192.168.3.1
Primary DMS 5.5.88
Secondary DMS 5.5.4.4 (optional)
< Back Mext » Finish Cancel

Available settings are explained as follows:

Item

Description

WAN IP

Enter the IP address.

Subnet Mask

Enter the subnet mask.

Gateway

Enter the IP address of gateway.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter the secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.
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5.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

Please type in the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W ANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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DHCP

1. Choose WAN2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,
PPPCE
PPTP
L2TP
Static IP

® DHCP

< Back Mesxt = Finish Cancel

2.  Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame {optional)

MAC 00 | -1D | -AA |00 | <00 | -02 [(optional)

< Back Mext = Finigh Cancel

Available settings are explained as follows:

Item Description

Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.

4.

5.

After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wwal Interface:
Physical Mode:
Physical Type:

Internet Access:

W ANZ
Ethernet

Auto negotiation

DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

% Back

Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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-6-3 For WAN3 (USB)

WAN3/WAN4 is dedicated to physical mode in USB.
1. Choose WAN3 as WAN Interface.

Quick Start Wizard

WAN Interface

WaMN Interface:
Display Mame:
Physical Mode:

WANT ¥

UsE

< Back Mext = Finish Cancel

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3
Internet Access :

SIM PIM code
Modem Initial String

APMN Mame

3G/4G USB Modem{PPP mode)

3GAG USE Madem(PPP mode)

fadem(PPP maode)

ATE&FEDW1X18028C150=0
(Default: ATERFEOY 1X18D28C150=0)

Apply

< Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Internet Access

Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem
(PPP mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet. The maximum length of the pin code you
can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
guestion, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

Vigor2765 Series User’s Guide

43



APN Name - APN means Access Point Name which is provided
and required by some ISPs. Type the name and click Apply.

3G/4G USB Modem SIM Pin code -Type PIN code of the SIM card that will be used
(DHCP mode) to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaM Interface: WANI
Physical Mode: USB
Internet Access: PPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router.

< Back Mext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For
using Web Content Filter Profile, please refer to later section Web Content Filter Profile for

detailed information.
Now, follow the steps listed below to activate WCF feature for your router.

(1)

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

B Service Activation Wizard

2. In the following page, you can activate the web content filter services, APP
Enforcement service and Dynamic DNS Service at the same time or individually. When
you finish the selection, check the box of “I have read...” and click Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2019-02-01
Web Content Filter(WCF) Service :

« BPiM License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantee and will expire
one year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period you
may purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

APP Enforcement{(APPE) Service :

« DT-APPE License Agreement

Upgrade APPE Signature automatically.

Dynamic DNS(DDNS) Service :

« DT-DDNS License Agreement

This Dynamic Domain Name service is provided by DrayTek Corperation. To active the DrayDDNS (Global) service, please select
this option to active the license. This is a 1-year free license key. For re-activation after expiry, you have to obtain a new license
from MyVigor website (https://myvigor.draytek.com).

# I agree to let the MyViger server record the WAN or Internet IP address of this router in order to activate the

DrayDDNS service.
You can stop this service and clear your IP address at any time.

Domain Name : | 2019020111592701 .drayddns.com

[ ¥l 1 have read and accept the above Agreement. (Please check this box). ]

[ | Next> | |]Cance\ |
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Info

BPjM is web content filter (WCF) for German Speaking users. It is ideal for your
family to provide more Internet security for youngsters.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade APPE
signature automatically.

DT-DDNS, developed by DrayTek, offers one year free charge service of
dynamic DNS service for internal use.

3. Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type @ Trial version

Sevice Activated : web Content Filter ( BPjM )
APP Enforcement ( DT-APPE )
Dynamic DNS ( 2019020111592701.drayddns.com )

Please click Back to re-select service type you to activate.

1)

| <Back | | Activate | | Cancel |

Info

The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

4.  Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

DrayTek Service Activation

Service Name Start Date Expire Date Status

Web Content filter 2019-02-01 2019-03-03 Cyren

APP Enforcement --- --- Mot Activated
DDMS 2019-02-01 2020-02-01 DT-DDNS

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin’ as
User Name / Password.

DrayTek

Username ||

gJor 765 Series

Password

Login

Security Warning: You are logging in without encryption which is not
recommended. To login securely click here.

2 Click Support Area>>Production Registration from the home page.

H:pnrt Area

3 AlLogin page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Dray Tek MyVigor English -

Connect everything

IP PBX XDS5L WIRELESS FIREWALL FIBER VPN SM MULTI-PLAY CENTRAL MANAGEMENT

9
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Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.

The following page will be displayed after you logging in MyVigor. Type a nickname for
the router, then click Add.

Dray Tek 5 Login User : carrieni  (Logout) My Vigor
| A ——

D about us
& My Information e
Registration Device : Last login time : 20190512
“Mickname:  Carie_Vigor2765 13:53:29
> My Password E 5
’ Registr Date: Last login from : 111.251.222.175
> My Settings
> High Avallability Settings Serial number :  2017011710270702
> Account Disabled [ Deleted
= Vigor Series
*. Product Registration
SO Rows:[10 = Page:[1 v
Serial Number / Host ID Device Name Model Note
1 7 2130 Wigor2130
2013030811172502 vigor2760 Vigor2760
1 1 1 Yigor2132ac Vigor2132

Copyrights @ DrayTek Corp
< >

When the following page appears, your router information has been added to the
database.

Your device has been successfully added to the datahase.

After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DrayTe’( b Login User : carrieni {Logout) e MyVigor

My Information - My Products

D about us
W My Informati
ly Information Last login time : 20190512
13:53:29
> My Password Last login from : 111.251.222.175
> My Settings
> High Availsbiity Settings.
> Account Disabled / Deleted Foms: L0 e
peonr Seros Serial Number / Host ID Device Name Model Note

» Customer Survey

11900725027 2130 Vigur2130
1 117 vigor2760 Vigor2760

e o1 ac YPIER

| =N Vigor2765 Vigor2765 |

¢ J

Copyrights @ DrayTek Corp.
< >
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WAN

®

LAN

NAT

©

Applications

Routing

It means wide area network. Public IP will be used in
WAN.

It means local area network. Private IP will be used in
LAN.

Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
structure is related to what type of public IP addresses
coming from your ISP.

When the data flow passing through, the Network




l1-1 WAN
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It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more, Vigor2765
adds the function of 3G/4G network connection for such purpose. By connecting 3G/4G USB
Modem to the USB port of Vigor2765, it can support LTE/HSDPA/UMTS/EDGE/GPRS/GSM and
the future 3G/4G standard (HSUPA, etc). Vigor2765n with 3G/4G USB Modem allows you to
receive 3G/4G signals at any place such as your car or certain location holding outdoor
activity and share the bandwidth for using by more people. Users can use LAN ports on the
router to access Internet. Also, they can access Internet via 802.11(a/b/g/n/ac) wireless
standard, and enjoy the powerful firewall, bandwidth management, and VPN features of
Vigor2765ac series.
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After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4 port.
However, the original WAN1 and WAN?2 still can be used and Load-Balance can be done in the
router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup device.
Therefore, when WAN1 and WAN2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G/4G USB Modem will be listed on DrayTek web site. Please
visit www.draytek.com for more detailed information.
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Web User Interface

lI-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1, WAN2 and WANS in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 and
WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, and WAN3 respectively. In
default, WAN2 is disabled. If you want to enable it, simply click the WAN2 link and select Yes
in the field of Enable.

WAN == General Setup

Index Enable Mzz:f’i'l":\?;e Active Mode
WAN1 e VDSL2/- Always On
WAN2
WAN3 o UsSE/- Failover
Note:
When WANZ2 is enabled, LAN P4 port will be used as WAN2.
OK Cancel
Available settings are explained as follows:
Item Description
Index Click the WAN interface link under Index to access into the
WAN configuration page.
Enable V means such WAN interface is enabled and ready to be used.
Physical Mode / Type Display the physical mode and physical type of such WAN
interface.
Active Mode Display whether such WAN interface is Active device or

backup device.

After finished the above settings, click OK to save the settings.
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[1-1-1-1 WAN1 (ADSL/VDSL)

Vigor router will detect the physical line is connected by ADSL automatically. Therefore, this
page allows you to configure settings for ADSL at one time. That is, it is not necessary for you
to configure different profile settings for ADSL respectively.

WAN == General Setup

WAN 1
Enable: Yes ¥
Display Name:
Physical Mode: VDSL2
DSL Mode: ADSLonly v
DSL Modem Code: AnnexA_B8B2607_8BOB0O1 v
Active Mode: Always On ¥
VLAMN Tag insertion Customer (TPID 0x8100) Service (TPID 0x8100)
ADSL Disable ¥
Tag value  Priority
0 0
(0~4095)  (0~7)
VDsL2 Disable ¥ Disable ¥
Tag value  Priority Tag value  Priority
o 0 0 0
(0~4095) (0~7) (0~4095)  (0~7)
Note:

Customer and service tag are used for different network environments. Customer tag is required for most
ISPs while Service tag is required when ISP needs QinQ packets.

0K Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such interface.

Physical Mode Display the physical mode of such interface.

DSL Mode Specify the physical mode (VDSL2 or ADSL) for such router
manually.

DSL Modem Code Choose the correct DSL modem code for ensuring the

network connection.

Default W

AnnexA_TTEIOT_TT2801

AnnexA_TT4307_771801
If you have no idea about the selection, simply choose
Default or contact the dealer for assistance.

VLAN Tag insertion Such feature is offered to the user with the environment
(ADSL/VDSL) supporting IEEE_802.1ad. In which, service is used for outer
tag; customer is used for inner tag.

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Tag value - Type the value as the VLAN ID number. The
range is form O to 4095.
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Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Disable - Disable the function of VLAN with tag.

1-1-1-2 WAN2 (Ethernet)
Ethernet is the Physical Mode for WAN2.

WAN == General Setup

WAN 2
Enable: Yes ¥
Display Name:
Physical Mode: Ethernst
Physical Type: Auto negotiation ¥
Active Mode: Failover ¥
® wWaAN Failure
VLAM Tag insertion Enable ~
Tag value Priority
D 0
(0~4005) (0~7)
Note:

Customer and service tag are used for different network environments. Customer tag is required for most
ISPs while Service tag is required when ISP needs QinQ packets.

QK Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Physical Type You can change the physical type for WAN1/WAN2/WAN3 or

choose Auto negotiation for determined by the system.

Active Mode Always On - Choose it to make the WAN connection being
activated always.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

VLAN Tag insertion Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Tag value - Type the value as the VLAN ID number. The
range is form O to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Disable - Disable the function of VLAN with tag.

After finished the above settings, click OK to save the settings.
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1I-1-1-3 WAN3 (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3
interface.

WAN == General Setup

WAN 3
Enable: Yes ¥
Display Name:
Physical Mode: UsBe
Active Mode: Fallover v
®WAN Failure

QK Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Active Mode Always On - Choose it to make the WAN connection being

activated always.
Failover - Choose it to make the WAN connection as a backup
connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

After finished the above settings, click OK to save the settings.
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11-1-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WAN3) for Internet Access. Due to different Physical Mode for WAN interface,
the Access Mode for these connections also varies. Refer to the following figures.

WAHN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WA ADSL [/ WDSLE FPPOE f PPPOA w| [Details Page ] [IPvG |
Mone
WIAME Ethernet IPv6
sme FPPPOE i PPFOA
YAN3 USB MP oA Static or Cynaric 1P

[DHCP Client Option |

And,
VAN == Internet Access

Internet Access

Index Display Mame Physical Mode Access Mode
WAM 1 ADEL /WDSLE PPPOE [ PPF oA v | [Details Page | [IPv6 |
WANZ Ethernet Mone w
WIAM3 Use PPPoE
Static or Dynamic IP
[DHCF Client ption | PPTRILZTP
And,

WAHN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
YUAN 1 ADSL fVDSL2 PPFPOE / PPPOA v | [ Details Page | [IPvE
WANZ Ethernat Mone v
YUAN3 USE Maone v
: . 3G/4G USE Modem(PPP mode)
3G/4G USH Modem{DHGP made)
Available settings are explained as follows:

Item Description

Index Display the WAN interface.

Display Name It shows the name of the WAN1/WAN2/WAN3 that entered in
general setup.

Physical Mode It shows the physical connection for WAN1~2 (Ethernet)
/WAN3 (3G/4G USB Modem) according to the real network
connection.

Access Mode Use the drop down list to choose a proper access mode. The

details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.
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Note that Details Page will be changed slightly based on
physical mode.

IPv6

This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN interface.

If IPV6 service is active on this WAN interface, the color of
“IPv6” will become green.

DHCP Client Option

This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status

Options List
Enable Interface Option Type Data

Enable:
Al WANL WANZ  WAN3  WAN4 WANS  WANG
] O O ] O O

Interface

Option Number:

DataType: @ ASCH Character (EX: Option: 18, Data: /path)
O Hexadecimal Digit (Ex: Option: 18, Data: 2f70617468)
O address List (EX: Option: 44, Data:172.16.2,10,172,16.2.20,..)

Data:

[ add ] [ Update | [ Delete ] [ Reset |

Note:

1.0ption 12 is reserved. You cannot configure it here, but you can configure it in "Router Hame" field of "WaN >>
Internet Access »= Details Page",

2, Option 55 is reserved and configured with value 1, 3, 6, 15 and 212, also 33 and 121 for some models.

3. Configuring option 61 here will override the setting in "WaAN »»> Internet Access" page's DHCP Client Identifier field.

Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100

Data: abcd
When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WAN7 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a number for such function.

DataType - Choose the type (ASCII or Hex) for the data to be
stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

Info If you choose to configure option 61 here, the detailed settings in WAN>>Internet
Access will be overwritten.
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[I-1-2-1 Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

WAN »=» Internet Access

WAN 1
PPPoE / PPPoA MPoA / Static or Dynamic IP IPvG
® Enable O Disable PPP/MP Setup
PPP Authentication PAP Or CHAP %

ADSL Modem Settings
Multi-PYC channel

WPI

WCT

Encapsulating Type
Protocol

Modulation

IP assignment (IPCPY O Static @ Dynamic

Charinel 1 . Fized IP Address

WAN IP Alias

ISP Access Setup
Username
Password

More Options =4

Max: 62 characters

LLC/SMNaP v Dial-Out Schedule

PPPOE w Index{1-15) in Schedule Setup:

Multimode w Mone ¥ == |Mone b
== Mone ¥ == |Mone -

Man: 52 characters PPPoE Pass-through

I For wired LaN2
O For wireless LAM

WAN Connection Detection
Mode

FFPP Detect v

MAC Address
@ Dpefault MAC Address
C Use the following MaC Address

mMTU
1492 | (Max: 15007

Note:

[ Path MTL Discovery ]

If PPPoE Pass-through for \Wired LaN is checked while protcol is PPPo4, the router will behave like a
maodern which only serves the PPPoE client on the LAN.

[ OK ] [ Cancel

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of WAN >> Multi-PVC/VLAN. Select
M-PVCs Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.
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ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

Password - Type in the password provided by ISP in this field.
More Options - It shows optional settings for configuration.

® Service Name - Enter the description of the specific
network service.

® Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask
you to type another group of account and password
additionally.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

i) 192.168.1.1/oc/pathmty hitmn

Path MTU to: | IPwd Host »

MTU size start fraom 1500 1000~ 15007
MTU reduce size by = r1~1007%

Mote: Path MTU discovery will reduce the MTU size for 3 times.

[ Accept ] [ Cancel ]

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
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value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

IP Assignment (IPCP)- Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

(o WANLIP Alins- WmIEEE ~ |—|&©| X |

] 1921681 1 octyipalias him ¥

WAN1T IP Alias ( Multi-NAT)
Index Enable Aux. WAN IP

0000

0000

0.0.00

0.0.00

0.0.00

0.0.00

Oo0ooooaoad

0.0.00

[ ok ] [(clearal ] [ Close

Dial-Out Schedule

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

PPPOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
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this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

To have PPPoA Pass-through, please choose PPPoA protocol
and check the box(es) here. The router will behave like a
modem which only serves the PPPOE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

MAC Address

Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
address for your necessity.

Use the following MAC Address - Type in the MAC address
for the router manually.

[1-1-2-2 Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:

ADSL)

MPoA is a specification that enables ATM services to be integrated with existing LANs, which
use either Ethernet, token-ring or TCP/IP protocols. The goal of MPOA is to allow different
LANs to send packets to each other via an ATM backbone.

To use MPoA / Static or Dynamic IP as the accessing protocol of the Internet, select MPoA /
Static or Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web page

will appear.

WAN >> Internet Access

WAN 1
PPPoE / PPPoA

O Enable & Disable

ADSL Modem Settings
Multi-P%C channel

Encapsulation
W
WCI

Modulation

Charnel 2

1453 Bridged IP LLC
]

[=iE]

Multirnocde

IP Network Settings

More Options 4
@ Specify an IP address
IP Address

Subnet Mask

Gateway IP Address

WaAN TP Alias

MPoA / Static or Dynamic IP |Pv6
WAN Connection Detection
Maode ARF Detect
MTU
RIP Routing
[ Enakle RIP
Bridge Mode

) Obtain an IP address automatically

DNS Server IP Address

Primary Server

Secondary Server

Mote:

8.8.8.8
8.8.4.4

Enable Bridge Mode
Enable Full Bridge Mode
Bridge Subnet LAN 1 v

MAC Address
® Default MAC Address
O Use the following MAC address

1. Full Bridge Mode supports forwarding packets with WLAN tags.

2, Full Bridge Mode doesn't support wireless LAN,

Available settings are explained as follows:
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Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
Select M-PVCs Channel means no selection will be chosen.

Encapsulation - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.

IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

More Options - It shows optional settings for configuration.

® Router Name - Type in the router name provided by
ISP.

® Domain Name - Type in the domain name that you have
assigned.

DHCP Client Identifier for some ISP - Check the box to

specify username and password as the DHCP client identifier
for some ISP.

® Username: Type a name as username. The maximum
length of the user name you can set is 63 characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.

Specify an IP address - Click this radio button to specify
some data.

® |P Address - Type in the private IP address.
®  Subnet Mask - Type in the subnet mask.

® Gateway IP Address - Type in gateway IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WAN1 only. Type the additional WAN IP address
and check the Enable box. Then click OK to exit the dialog.
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o WANIIP Alins - HEHHNEE == =

[ 192.168.1 1 octvipalias him +
WAN1 IP Alias { Multi-NAT)
Index Enahle Aux. WAN IP
1.
2, O nonn
. ¥ 0.000
4, O 0ooo
5 O nonn
B. O 0.000
7. O nonn
8. O nono
[ ok ] [ clearal | [ Close |
DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

@ Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.
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i) 192.168.1 .1/ 00/ pathimtn bt

Path MTU tao: | [Pwd Host »

MTU size start from 1500 (1000~ 1500)
MTU reduce size by = r1~1007

Note: Path MTU discovery will reduce the MTU size for 3 times.

[ Arcept ] [ Cancel ]

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value
®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

RIP Routing Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode Enable Bridge Mode - If the function is enabled, the router

will work as a bridge modem.

Enable Full Bridge Mode - If the function is enabled, the

router will work as a bridge modem which is able to forward

incoming packets with VLAN tags.

® Bridge Subnet - Make a bridge between the selected
LAN subnet and such WAN interface.

MAC Address Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
address for your necessity.

Use the following MAC Address - Type in the MAC address
for the router manually.

After finishing all the settings here, please click OK to activate them.
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[1-1-2-3 Details Page for PPPoE in Etherenet WAN

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WAN == Internet Access

VWAN 2

PPPoE Static or Dynamic IP

PPTP/L2TP IPv6

O Enable ® Disable

ISP Access Setup

Username

Password
More Options

Service Mame

WAHN Connection Detection

MTU

Mode PRF Detect

1500 (Max: 15007 Path MTU Discovery

PPP/MP Setup

PPP authentication PAP or CHAP »

Idle Timeout 180 second(s)
IP Assignment (IPCPY O sStatic @ Dynamic

Fized IP Address

VAN IP Alias

Dial-Out Schedule
Index(1-15) in Schedule Setup:

Mone # |== |Mone hd

== | Mone W == | Mone bt

TTL
Change the TTL value

@ Default MaC Address
O Use the following MaC Address
00 1D fAA KOS RFS 22

[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.

The maximum length of the password you can set is 62
characters.

More Options - It shows optional settings for configuration.

® Service Name (Optional) - Enter the description of the
specific network service.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
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following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

i) 192.168.1 .1/ 00/ pathimtn bt

Path MTU tao: | [Pwd Host »

MTU size start from 1500 (1000~ 1500)
MTU reduce size by = r1~1007

Note: Path MTU discovery will reduce the MTU size for 3 times.

[ Arcept ] [ Cancel ]

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Assignment (IPCP) - Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP - Click Yes to use this function and type in a fixed IP
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address in the box of Fixed IP Address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Type the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.

‘o WANLIP Alias - HHENT S

[ 1921681 tidoctvipslias htm +
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP

i,

2, O 0000
3 ¥ 0000
4, O 0.0.0.0
5 P 0.0.0.0
B. O 0.0.0.0
7 L 0.0.0.0
B. O 0000

[ ok | [clearanl | [ Close
Dial-Out Schedule Index (1-15) in Schedule Setup - You can type in four sets of

time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

TTL Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

® Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

® Disable - TTL value will not be reduced. Then, when a
packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.
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[1-1-2-4 Details Page for Static or Dynamic IP in Etherenet WAN

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTP/LZTP IPvt
O Erable @ Disakle Keep WAN Connection
[0 Enable PING to keep alive
IP Network Settings PING to the IP
() Obtain an IP address automatically :
) X PING Interval 0 minute(s)
More Options &4
Specify an IP address
@ Specify L

IP Address
Subnet Mask

Gateway [P Address

WA IP Aliss

Change the TTL walue

RIP Routing
[ Enahkle RIP

DNS Server IP Address
Primary Server 8.8.8.8

Secondary Server 2.8.4.4

MAC Address
(=) Default MAC Address
() Use the following MaC Address

WAN Connection Detection
Mode

ARP Detact v

MTU

1500

Path MTU Discovery l

[ Ok ] [ Cancel

Available settings are explained as follows:

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

More Options - It shows optional settings for configuration.

® Router Name: Type in the router name provided by ISP.

® Domain Name: Type in the domain name that you have
assigned.

DHCP Client Identifier for some ISP

® Enable: Check the box to specify username and
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password as the DHCP client identifier for some ISP.

® Username: Type a name as username. The maximum
length of the user name you can set is 63 characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.

Specify an IP address - Click this radio button to specify
some data if you want to use Static IP mode.

® |P Address: Type the IP address.
@® Subnet Mask: Type the subnet mask.

® Gateway IP Address: Type the gateway IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

v WANLIP Alias - EEHTE E=EEEE

|1 192.168.1 . Vidocvipalias him +
WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP

i,

2, O 0.0.0.0

3. O 0.0.0.0

4, O 0.0.0.0

5 O 0.0.0.0

E. O 0.0.0.0

7. ] 0.0.0.0

8. O 0.0.0.0

[ ok ] [clearAl | [ Close

DNS Server IP Address

Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP address
for necessity in the future.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On for

the system to execute for WAN detection. If you choose Ping

Detect as the detection mode, you have to type required

settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.
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@ Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

i) 192.168.1.1/oc/pathmt hitm

Path MTU to: |IPv4 Host v

MTU size start from 1500 (1000~ 15007
MTU reduce size by 2 [1~1007

Mote: Path MTU discovery will reduce the MTU size for 3 times,

[ Arcept ] [ Cancel ]

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ ) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

TTL Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.
® Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.
® Disable - TTL value will not be reduced. Then, when a
packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.
RIP Routing Routing Information Protocol is abbreviated as RIP (RFC1058 )

Vigor2765 Series User’s Guide



specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

MAC Address:

After finishing all the settings here, please click OK to activate them.

[1-1-2-5 Details Page for PPTP/L2TP in Etherenet WAN

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN >> Internet Access

VAN 2

PPPoE Static or Dynamic IP PPTR/LZTP IPv6

OEgnable pPPTP CEnable L2TP @ Disable
Server Address  |Max: 63 characters
Specify Gateway [P Address

Max: 63 characters

PPP Setup
PPP Authentication PAFP or CHAP w
Idle Timeout 180

IP Address Assignment Method (IPCP)

second(s)

ISP Access Setup

WAk IF Alias
Fived 1P: O ves @ Mo (Dynamic 1P

Username Max: 63 characters Fixed IP Address
Password WAN IP Network Settings
Schedule Profile: O obtain an IP address automatically
Mone % == |Mone v @ Specify an IP address
== |Mone # |== Mone A IP Address
Subnet Mask
MTU 1460 | (Max: 1460)

Path MTU Discovery

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable PPTP- Click this radio button to enable a PPTP client
to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

PPTP/L2TP

Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62

ISP Access Setup
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characters.

Schedule Profile- You can type in four sets of time schedule
for your request. All the schedules can be set previously in
Application >> Schedule web page and you can use the
number that you have set in that web page.

MTU It means Max Transmit Unit for packet.
Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.
Click Detect to open the following dialog.
i) 102.168.1 1/doc/pathimtn him
Path MTU tao: | [Pwd Host »
MTU size start from 1500 (1000~ 1500)
MTU reduce size by = r1~1007
Note: Path MTU discovery will reduce the MTU size for 3 times.
[ Arcept ] [ Cancel ]
® Path MTU to - Type the IP address as the specific
transmit path.
® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.
® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.
® Detect - Click it to detect a suitable MTU value
®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.
PPP Setup PPP Authentication - Select PAP only or PAP or CHAP for

PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method(IPCP)

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.
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@® [P Address - Type the IP address.
® Subnet Mask - Type the subnet mask.

After finishing all the settings here, please click OK to activate them.

[1-1-2-6 Details Page for 3G/4G USB Modem (PPP mode) in USB WAN

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS5. The following web page will be shown.

WAN == Internet Access

WAN 3
3GMG USB Modem(PPP mode)

3G/4G USB Modem(DHCP mode) IPvE
| Modem Support List |

3G/4G USB Modem{PPP mode)
SIM PIMN code

Modern Initial String

APM Mame
Modem Initial String2
Modern Dial String

Service Mame
PPP Username
PPP Password

PPP authentication
Schedule Profile:

#¥enable O nDisable

ATBFEOV1XIERDZ8C1S0=0
(Default: AT&FEDY1X180D28:C150=0)

AT
ATOT*OO#

(Default: ATDT*99#, COMA:ATDT#777,
TO-SCOMA ATDT*98* 1#)

{Optional)

{Optionaly

{Optional}
P&P or CHAP v

Mone == | Mone ¥ == None ¥ == Mone hd
WAN Connection Detection
Mode PPP Detect +
[0 ] [ Cancel ] [ Default

Available settings are explained as follows:

Item

Description

Modem Support List

It lists all of the modems supported by such router.

@ 192.168.1.1/doc/pppsuptlsthtm - Google Chrome l=[B] 3
® F#£=2 | 192.168.1.1/doc/pppsuptist.htm 3]

3G/MG Modem Support List{PPP mode)

The following compatibility test lists 3.5G/LTE medems supported by Vigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

Brand Model LTE Status
4G system XSPlug P3 Y
Aika Aika 76E Y
Aiko Aiko 83D Y
Alcatel Alcatel L10OV = Y
Alcatel Alcatel w100 Y
Alcatel Alcatel X0805 Y
Alcatel Alcatel X230 Y

3G /4G USB Modem (PPP
mode)

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.
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SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command to
restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Schedule Profile

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-7 Details Page for 3G/4G USB Modem (DHCP mode) in USB WAN

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
WANS3. The following web page will be shown.

WAN == Internet Access

WAN 3

3G/4G USE Modem(PPP mode)

o

3G/4G USE Modem(DHCP mode) IPvG

| Modem Support List |

* Enable Disable

SIM PIN code
MNetwork Mode
APN Name

LTE hardware version ---

WAN Connection Detection
Maode

Schedule Profile:

4G3G12G v | (Default:4G/3G/2G)

ARP Detect v

MNone T == | None v

== | None ¥ |== | MNone v
MTU 1500 (Default:1500)
Path MTU Discovery Choose IP

Authentication PAP or CHAP v
Username (Optional)
Password (Optional)

Note:

1. Please note that in some case USE port connection will be terminated temporarily to activate the naw

configuration.

2. VPN feature may be affected when the value of MTU is changed, please also check your value of VPN mss
by using "VPN mss set" command.
We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from 1500 -
= 1400, then it will need to reduct 100 from mss value.

OK Cancel

Available settings are explained as follows:

Item

Description

Modem Support List

It lists all of the modems supported by such router.

@ 1921681 1/doc/dhepsuptlst htm - Google Chrome |l=[E=] 3%
® F=£ | 192.168.1.1/doc/dhcpsuptisthtm 5]

3GI4G Modem Support List{DHCP mode}

The following compatibility test lists 3.5G/LTE medems supported by Vigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

Brand Model LTE Status
Alcatel Alcatel L100V @ Y
Alcatel Alcatel L80OO @ Y
Alcatel Alcatel W100 @ Y
Alcatel Alcatel Wg00 @ M
Alcatel Alcatel Y855 @ Y
D-Link D_LINK DWM156 A
Huawei Huawei E303 A
Huawei \Huawei E3131 Y
Huawei Huawei E3272 @ Y
Huawei \Huawei E3276s @ Y N

3G/4G USB Modem (DHCP

Click Enable for activating this function. If you click Disable,

mode) this function will be closed and all the settings that you
adjusted in this page will be invalid.
SIM PIN code Type PIN code of the SIM card that will be used to access
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Internet.

The maximum length of the PIN code you can set is 19
characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47
characters.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

Schedule Profile

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

i) 192.168.1.1/doc/pathmtu hitm

Path MTU to: | [Pwd Host

MTU size start from 1500 1000~ 15007
MTU reduce size by 3 (1~100%

Mote: Path MTU discovery will reduce the MTU size for 3 times,

[ Accept ] [ Cancel ]

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
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value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

Authentication

Select PAP only or PAP or CHAP for PPP authentication.

Username - Type the username for authentication
(optional).

Password - Type the password for authentication (optional).

After finishing all the settings here, please click OK to activate them.

[I-1-2-8 Details Page for IPv6 — Offline in WAN1/WAN2/WAN3

When Offline is selected, the IPv6 connection will be disabled.
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[1-1-2-9 Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of
the generated prefix.

No need to type any other information for PPP mode.

WAN == Internet Access d

WAN 1
PPPoE ! PPPoA MPoA [ Static or Dynamic IP IPv6

Internet Access Mode
Connection Type PFPP v

WAN Connection Detection
Mode Ping Detect ¥

Ping IP/Hostname

TTL(1-255,0:Auto) 0

RIPng Protocol

Enable

Note:
IPv4 WaAN setting should be PPPoE [ PPPoA client.

oK Cancel

Available settings are explained as follows:

Item Description
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

78 Vigor2765 Series User’s Guide



Online Status

Physical Connection System Uptime: 0:2:32

1Pv4 IPvG

LAN Status
IP Address

2001:B010:7300:201: 210 AAFF FEAG: 2568/64 (Global)
FEBD::21D:AAFFIFEAG:2568/64 (Link)

X Packets RX Packets TX Bytes RX Bytes
L 4 690 328
WAN2 IPvi Status == Drop PPP
Enable Mode Up Time
Yes PPP 0:02:08
P Gateway IP

2001:B010:7300:201: 210 A8FF FEAG: 2564 128 (Globaly FEED::90:1400:242:4D52
FEBO:: 10:AMFF FEAG: 2564/128 (Link)

DNS IP

2001:B0O00:168::1
2001:B0O00:168::2

TX Packets BX Packets TX Bytes FX Bytes
7 =] 544 1126

1)

Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is

available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK
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[1-1-2-10 Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6

network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.

WAN == Internet Access

WAN 1
PPPoE / PPPoA

o

MPoA I Static or Dynamic IP IPvE

Internet Access Mode
Connectien Type

TSPC Configuration

Tunnel Broker

WAN Connection Detection
Mode

Ping IP/Hostname

TTL(1-255,0:Auto)

Username Max:

Password Max:

TSPC ¥

63 characters

63 characters

Ping Detect ¥

OK Cancel

Available settings are explained as follows:

Item

Description

Username

Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Type the password assigned with the user name.

The maximum length of the name you can set is 19
characters.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as

80
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detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

[I-1-2-11 Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3

WAN == Internet Access

WAN 1
PPPOE / PPPoA

MPoA [ Static or Dynamic IP IPvE

Internet Access Mode
Connection Type

AICCU Configuration
Always On

Tunnel Broker tic.sixxs.net
Tunnel ID
Subnet Prefix

WAN Connection Detection
Mode

Ping IP/Hostname

TTL(1-255,0:Auto)

Note:

AlCCU v

Username Max: 63 characters

Password Max: 63 characters

Ping Detect ¥

If "always On" is not enabled, AICCU connection would only retry three times.

oK Cancel

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.

Tunnel Broker

It means a server of AICCU. The server can provide IPv6
tunnels to sites or end users over IPv4.

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID

One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Type the ID offered by Tunnel Broker.

Subnet Prefix

Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[1-1-2-12 Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access

WAN 1
PPPOE j PPPoA

@

MPoA | Static or Dynamic IP IPvE

Internet Access Mode
Connection Type

DHCPvE Client Configuration

DHCPvG Client

IAID (Identity Association ID) 44147619
DUID (DHCP Unigue ID) 00030001001daal5b0ce
Authentication Protocol None v
WAN Connection Detection
Mode Ping Detect ¥
Ping IP/Hostname
TTL(1-255,0:Auto) 0
RIPng Protocol
Enable
Bridge Mode
#| Enable Bridge Mode
Enable Firewall
Bridge Subnet LAN 1 ¥
OK Cancel

Available settings are explained as follows:

Item Description

IAID Type a number as IAID.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for the
system to execute for WAN detection. With NS Detect mode,
the system will check if network connection is established or
not, like IPv4 ARP Detect. Always On means no detection

will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

@ TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
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| subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-13 Details Page for IPv6 — Static IPv6 in in WAN1/WAN2

This type allows you to setup static IPv6 address for WAN interface.

WAN == Internet Access

WAN 1
PPPoE | PPPoA MPoA | Static or Dynamic IP IPv6
Internet Access Mode
Connection Type Static IPvE v

1Pv6 Address

Current IPv6 Address Table

1Pv6 Gateway Address

WAN Connection Detection
Mode

Ping IP/Hostname

TTL(1-255,0:Auto)

RIPng Protocol
Enable

Static IPv6 Address Configuration

Index IPvé Rddress/Prefix

Static IPv6 Gateway configuration

/ Prefix Length

/ Add Update Delete

Length Scope

Ping Detect v

Bridge Mode

#| Enable Bridge Mode
Enable Firewall
Bridge Subnet

LAN1 ¥

oK Cancel

Available settings are explained as follows:

Item

Description

Static IPv6 Address
Configuration

IPv6 Address - Type the IPv6 Static IP Address.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Update - Click it to modify an existed entry.

Delete - Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway
Configuration

IPv6 Gateway Address - Type your IPv6 gateway address
here.
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WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect or NS Detect for
the system to execute for WAN detection. Always On means
no detection will be executed. The network connection will
be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.
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[1-1-2-14 Details Page for IPv6 — 6in4 Static Tunnel in WAN1 / WAN2
This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAN == Internet Access J

WAN 1
PPPoE | PPPoA MPoA | Static or Dynamic IP IPvE

Internet Access Mode
Connection Type Gind Static Tunnel ¥

Gind Static Tunnel
Remote Endpoint IPv4 Address

6in4 IPv6 Address /|64 (default:64)
LAN Routed Prefix /|64 (default:64)
Tunnel TTL 255 (default:255)

WAN Connection Detection
Mode Ping Detect ¥
Ping IP/Hostname

TTL{1-255,0:Auto) 0

oK Cancel

Available settings are explained as follows:

Item Description

Remote Endpoint IPv4 Type the static IPv4 address for the remote server.

Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.
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Online Status

Physical Connection
IPv4 IPvé

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6in4 Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =
FEB0::COA8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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[I-1-2-15 Details Page for IPv6 — 6rd in WAN1 / WAN2

This type allows you to setup 6rd for WAN interface.

WAN => Internet Access

WAN 1
PPPoE | PPPoA MPoA | Static or Dynamic IP IPv6
Internet Access Mode
Connection Type Grd v

6rd Settings
6rd Mode

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length:
6rd Prefix:
6rd Prefix Length:

WAN Connection Detection
Mode

Ping IP/Hostname

TTL{1-255,0:Auto)

Auto 6rd ®) Static 6rd

Ping Detect ¥

Ok Cancel

Available settings are explained as follows:

Item

Description

6rd Mode

Auto 6rd - Retrieve 6rd prefix automatically from 6rd service
provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across all
CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.

6rd Prefix

Type the 6rd IPv6 address.

6rd Prefix Length

Type the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Vigor2765 Series User’s Guide



Online Status

Physical Connection

System Uptime: Oday 0:9:15

IPv4d IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 sz2
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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II-1-3 Multi-PVC/VLAN

Multi-PVC/VLAN lets you configure multiple permanent virtual circuits (PVCs) and ATM QoS
for channels using ADSL.

Channel 1 to 4 have the following fixed assignments and cannot be altered.
® Channel 1: ADSL on WANL1.

® Channel 2: Ethernet on WAN2.

®  Channel 3: USB1 (WAN3).

Channels 4 through 10 can be bridged to one or more of the 3 LAN ports P2 through P4. In
addition, Channels 4 through 6 can be configured as virtual WANs (WAN4 through WANG).

General

WAN => Multi-PYCVLAN

Multi-PYCALAN

General Advanced
Channel Enable WAN Type VPIVCl  VLAN Tag Port-based Bridge
1 Yes ADSL 0/33 MHone
2 Yes Ethernet{\wahz) Mane
4. WanN4 Mo aDSL 1/44 Mane Enahle p1l lpz p3 P4
5. WANS Mo ADSL 1/45 Maone Enable 1l P2 P33 P4
6. WANG Mo ADSL 1/46 Mane Enable 1l Pz pal P4
i Mo ADSL 1/47 Mone Enable = 'P1 P2 P3 P4
8. Mo ADSL 1/48 Mone Enahle | 'P1l |pz| P3| P4
9. Mo ADSL 1/49 Mone Enable | 'P1 P2 [P3 P4
10. Na ADSL 1/50 Maone Enable | P1l /P2 P3| P4
Note:

Channel 3 are reserved for USE WARN,

[ Dk ] [ Cancel

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.
Channels 4 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).
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To configure a PVC channel, click its channel number.

WAN links for Channel 4, 5 and 6 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 or 7 to configure your router.

WAN >> Multi-PYCVLAN >> Channel 3

Enable Channel 5:

add vLAN Header
YLAM Tag
Priority

WAN Type ADSL R
General Settings ATM QoS
WPI 1 Qos Type UBR v
YT 45 PCR u]
Protocol FRPOA % SCR 0
Encapsulation WC MUK v MBS 0

Physical Members

P [ pz [lpz [ lp4

|:|0pen Port-based Bridge Connection for this Channel

[Jopen WAN Interface for this Channel

WAl Application: Management WoIP IPTY

Wak Connection Detection

Mode
PPPoE/PPPoA Client MPoA (RFC1483/2684)
ISP Access Setup Obtain an IP address automatically
ISP MName Router Mame *
Username Domain Mame *
Password *: Required for some ISPs
PPP authentication Specify an IP address

Always On IP Address

Idle Timeout second(s) Subnet Mask
IP Address From ISP Gateway IP Address
Fixed IP Yes No (Dynamic IP) DNS Server IP Address
Fixed IP Address Primary IP Address

Secondary IP Address

K ] [ Cancel

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 4/5/6

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the Multi-PVC
application, only the Ethernet WAN type is available. The
user will be able to select the physical WAN interface the
channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
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you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

ATM OoS

Such function is available only when ADSL is selected as WAN
Type.

QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN ports
selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for
this Channel

Check the box to enable relating function.

WAN Application -

® Management - It can be specified for general
management (Web configuration/telnet/TR069). If you
choose Management, the configuration for this VLAN
will be effective for Web configuration/telnet/TR069.

® |PTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

®  VolIP- The VolIP configuration will allow the WAN
interface created here to send SIP registration packets
and other VolP management packets.

WAN Connection
Detection

Such function is available only when ADSL is selected as WAN
Type.

It allows you to verify whether network connection is alive or
not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.
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PPPOE/PPPOA Client ISP
Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

ISP Name - PPP Service Name. Enter if your ISP requires this
setting; otherwise leave blank.

Username - Name provided by the ISP for PPPOE/PPP0A
authentication. Maximum length is 62 characters.

Password - Password provided by the ISP for PPPOE/PPP0OA
authentication. Maximum length is 62 characters.

PPP Authentication -The protocol used for PPP
authentication.

®  PAP only- Only PAP (Password Authentication Protocol)
is used.

®  PAP or CHAP- Both PAP and CHAP
(Challenge-Handshake Authentication Protocol) can be
used for PPP authentication. Router negotiates with the
PPTP or L2TP server to determine which protocol to
use.

Always On - If selected, the router will maintain the
PPPOE/PPPOA connection.

Idle Timeout - Maximum length of time, in seconds, of idling
allowed (no traffic) before the connection is dropped.

ISP Address from ISP - Specifies how the WAN IP address of
the channel configured.

® FixedIP

Yes - IP address entered in the Fixed IP Address field
will be used as the IP address of the virtual WAN.

No - Virtual WAN IP address will be assigned by the ISP’s
PPPOE/PPPOA server.

MPoA

Obtain an IP address automatically - Select this option if the
router is to receive IP configuration information from a DHCP
server.

® Router Name - Sets the value of DHCP Option 12, which
is used by some ISPs.

@® Domain Name - Sets the value of DHCP Option 15,
which is used by some ISPs.

Specify an IP address - Select this option to manually enter
the IP address.

® |P Address - Type in the IP address.
@® Subnet Mask - Type in the subnet mask.

® Gateway IP Address - Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary,
type in secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.

Vigor2765 Series User’s Guide

93



Click any index (7~10) to get the following web page:

WAN >> Multi-PYCALAN >> Channel 8

Enable Channel 8:

WAN Type ADSL v

General Settings ATM QoS
YPI 1 QoS Type UBR v
YT 43 PCR ]
Protocal PPPoA, % SCR 0
Encapsulation WO MUK v MBS 0
Ol add wLaN Header
WhaM Tag
Priority

Bridge mode

[JEnahkle
Physical Members

P1 [ lpz [ lpz [ pa

[ Ok, l [ Cancel

Available settings are explained as follows:

Item

Description

Enable Channel 7~10

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.

VCI - Type in the value provided by your ISP.

Protocol - Select a proper protocol for this channel.
Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

Bridge mode

Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.
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Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

WAN >> Multi-PVYCVLAN

Multi PYCVLAN
General Advanced
ATM QoS
Channel QoS Type PCR SCR MBS PVYC to PYC Binding

1. LBR v 0 il
= 0 il
4, 0 0
5, 0 0
g, 0 0
7. 0 0
g, 0 0
a, 0 0
10, 0 0

Note:

1.1f the parameters in the ATM QoS settings are set to zero, then their default settings will be used.
Also, PCR{max)=ADSL Up Speed /53/8.

2. Multiple channels may use the same ADSL channel link through the PYC Binding configuration, The
P4 C Binding configuration is only supported for channels using ADSL, please make sure the channel
that you are binding to is using ADSL as its WAN type, The binding will work only under PPPoE and

MPoA 1483 Bridge mode.

3. Channel 3 are reserved for USE WAN.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must be
smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is

10 to 50.

PVC to PVC Binding

It allows the enabled PVC channel to use the same ADSL
connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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lI-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

[I-1-4-1 General Setup

WAN >> WAN Budget

General Setup Status
Index Enable Quota When quota exceeded Time cycle Duration
WAN1 il OB OME 0/00/00 00:00~0/00/00 00:00
WANZ? F QMB,OMB 0/00,/00 00:00~0,/00,00 00:00
WAN3 il aMBOMB 0/00/00 00:00~0/00/00 00:00

Note:

1. The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2. when hardware acceleration function is used, the monitored Wal traffic of Ethermet Wal interfaces may be
slightly inaccurate.

[ 0K ] [ Cancel ]

Click WAN1/WAN2/WANS3 link to open the following web page.

WAH == WAHN Budget
YWAN 1
[] Enable
Criterion and Action
Quota Limit: ] MB v
When quota exceeded O shutdown WaN interface
IUsing Notification Object | --—---- w

Set Mail Alert or SMS messare.
Monthhy Custom

O Use Cycle in hours

® Use Cycle in days
Usage counter resets at the beginning of each cycle,

Cycle duration @ |1« | days.
Today is day |1+ | in the cycle and data quota resets at | 00:00 |+

Mote:
1. Please make sure the Time and Date of the router is configured.
2.5M5 message and mail will be sent when the usage reaches 95% and 100% of quota,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
Enable Check the box to enable such function.
Quota Limit Type the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
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such WAN interface will be terminated.

® Using Notification Object - The system will send out a
notification based on the content of the notification
object.

®  Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running

out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthhy Custom
Select the day of a month when your (cellular) data resets.
Data quota resets on day |1 » | at | 00:00 »
Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle

according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is
required, use Custom. The period of cycle duration is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthhy Custom

@ Use Cycle in hours

) Use Cycle in davs
Usage counter resets at the beginning of each cycle.

Cycle duration @ |1 | days and |0 | hours

Today is day |1 | in the cycle,

@ Cycle duration: Specify the days and hours to reset the
traffic record. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the traffic record
automatically.

® Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

Use Cycle in days -

Monthhy Custom

O Use Cycle in hours

& Use Cycle in days

lUsage counter resets at the beginning of each cycle.
Cycle duration @ |1 | days.

Today is day |1 | in the cycle and data quota resets at | 0000

@ Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
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20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

® Today is day - Specify the day and time for data quota
rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means the
third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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[I-1-4-2 Status
The status page displays the status WAN budget, including the duration and the usage.

WAN >> WAN Budget

General Setup

Status

Interface: Wan2

Refresh Minis) |1

Duration: [2014/07i19 11:00~2014/08/07 11:00 |

| Refresh |

1000MB

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Send Mail Alert to
Administrator is selected. Or, the system will send out SMS message to the administrator if

Send SMS messages to Administrator is selected.

WAN >>WAN Budget

General Setup

Status

Interface: Wan2

Refresh Minis) |1

Duration: [2014/07618 11:00~201408/07 11:00 |

2500MB
SMB
250%
[
0
1000MB

| Refresh |
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Application Notes

A-1 How to assign an IPv6 address to LAN clients?

This document introduces how to set up Vigor Router for the LAN clients to obtain an IPv6

address from it.

1. Make sure there is a WAN interface that has IPv6 access available. (See How to configure

IPv6 on WAN interface?)

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
WARN1 Fiber [ --- Disconnected 00-1D-AA-B3-85-B% 00:00:00
WAN2 Ethernet / PPPoE 118, 0020 0220220 | 00-1D-AA-B3-85-BA 2:56:04
WAN3 USB / --- Disconnected 00-1D-AA-B3-85-BB 00:00:00
IPv6 Internet Access
Mode Address Scope Up Time
2401 SesEwSEnn . 2128 Global ey
WAN2 | AICCU FES0::EB00:100:70:2/128 Link ;20108

2. Go to LAN >> General Setup, and click on "IPv6" for the LAN subnet to enter IPv6 setting

page.

LAN »> General Setup

General Setup

Index Status DHCP IP A
L&M 1 Y Y 192,
LA 2 192,
IP Routed Subnet O 192,

ddress
168.1.1 Details Page
168.2.1

168.0.1 Details Page

IPy5

¥ou can configure DHCP server aptions here.

CFarce router to use "DNS server IP address" settings specified in l:l

Inter-LAN Routing

Subnet LAN 1 LAN 2
Lan 1
LaM 2

Note:

LaMZ isavailable when WLAM is enabled.

100

Vigor2765 Series User’s Guide




3. InIPv6 Setup page, set WAN Primary Interface to the WAN interface that has IPv6

service available, enable DHCPv6 Server, and click OK to apply.

LAN => General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvb Setup

[“lEnable IPv6
AR PTITETY It face || WANZ v

Static IPvG Address
IPva Address § Prefix Length
! [ Add | [ Delete |
Unigue Local Address{ULA) configuration
Off w | |- /64
Current IPvG Address Tahle
DNS Server IPvG Address Deploy when WAN is up »
Primary DNS Sarvar 2001:4860:4360::8388
Secondary DNS Server 2001:4860:4860::8844
Management SLAACstateless)
[Jother option{o-hit)
DHCPvii Server
() Enable Server O Disable Server

Auto IPvE range
Start IPve Address
End IPv6 Address

Advance setting Edit

advance setting

4. With the above configuration, LAN clients will be able to obtain an IPv6 address and an

IPv6 Gateway from Vigor Router. For Windows PC, we may check this by command
"ipconfig"”.

Documents and Settin

Windows IP Configuration

Ethernet adapter Ethernet:

Connecti ecific
IF Addr

net H

Address .

e e s

' Address T 24T ¢ B R S
IF fddress. . . . . . . . .. FedB:
Default Gateway

:1E6da:e3ff: febl:ca

PC will be able to ping and get response from an IPv6 host, e.g. "ipv6.google.com".
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C:ZWWINDOMW ng ipuv6.google.com
Pinging ipu6.l.google.com [2404%:6800:4008:c81::71] with 32 bytes of data:

Reply
Reply
Reply
Reply

Ping statistics for 240Y4:68500:4088:c81::71:
Packets: Sent = 4, Received = 4, Lost

Approximate round trip times in milli
Minimum = 172ms, Maximum = 326ms,
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A-2 How to configure IPv6 on WAN interface?

This document is going to demonstrate how to implement an IPv6 address on Vigor Router's

WAN.
1. Before configuring IPv6 on WAN, please make sure the router is connected to the IPv4
Internet.
Online Status
Physical Connection Systern Uptime: Oday 0:3:25
IPyd IPvi

|LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.86.1 643 793

WAN 1 Status == Dial PPPos&
Enable Line Name Mode Up Time
Yes ADSL PPPoA Q0:00:00
[ GW IP TX Packets TX Rate(Bps) RXPackets RX Rate{Bps)
- == d 0 Q ]

WAN 2 Status == Drop PPPoE
Emable Lime Marme Mode Up Time
Yes Ethermnet FPPoE 0:03:20
P GWIF TX Packets TX Rate(Bps) RXPackets RX Rate|Bps)
118 L0, LU L5 Dk W, b 0 79 3 81 9

MAFA RE T C@mdn e

2. Go to WAN >> Internet Access, click on IPv6 of the WAN interface that you would like to
configure an IPv6 address.

WAN == Internet Access

Internet Access
Index Display HName Physical Mode Access Mode
WAN1 ADSL f VDSL2 PPPoE | FPPoA r Dretadls Fage | | IPvE
WiN2 Ethernet PPPoE v [ Detals Page
WAaNT 1SR Mone T Metaida Pans || IPul

Qq,

3. Select a Connection Type from the drop-down list, enter the required parameters. Then
click OK and reboot the router to apply the settings.

WAN == Internet Access 0
VAN 2
PPPoE Static or Dynamic [P PPTRILZTP IPvE
Internet Access Mode
Connection Typs Offarse i -
FEF
TSPC
AICCU
DHCPE Chent
OK || static IPv6
Gind Static Tunmnel
Brd
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4. After accomplishing the configurations, Network Administrator may check the status from
the IPv6 tab on Online Status >> Physical Connection page.

Online Status
Physical Connection £y Uptime: Oday 0:57:49
1Pwd 1Pvé
LAN Status
1 Address

2406 a7 LG 17123 (Global)
FESQ: : TL O AT MO L= TR0 64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1277 3060 182180 450067
WANT IPv6 Swius

Enable Mode Up Time

NG Offline

P Gateway |P
WANZ IPv6 Swatus

Enable Mode Up Time

Yes Static IPvE 0:57:43

P Gateway [P

2406:1EI 1 1re11/123 (Global) 2406: ATl 15 G-

2406 ME00 T Sl 123 (Global)

FESQ: I Sl TTE 14302064 (Link)

TX Packets RX Packets TX Bytes RX Bytes
120 2612 445044 224316

5. Furthermore, Network Administrator may test the connectivity of IPv6 from the router by
going to Diagnostics >> Ping Diagnosis and selecting "IPv6".

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
piivg through, please select "Unspecifiad”.

Pirg through: | Unspecfied «
Pirng IPvE Address:

Run

Result | Clear |
Pinging ipvé.google.com with 64 bytes of Data:
Receiwe?%?s?'msﬂﬁ:dm:(ﬂd::ﬁﬁ, time==100ms

Receive reply from 2484:6800:4008:004::66, time==dddms

Receive reply from 2404:6800:4008:004: 66, time==400ms

Receive reply from 2404:6800:4008:004;::66, time==J400ms

Receive reply from 2404 :6889:4008:0084::66, time==J38ms
Packets: Sent = 5, Received = 5, Lost = B (X loss)

Below we will provide some examples of configuring IPv6 with different connection types.
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PPP (Point-to-Point Protocol)

This applies if the IPv4 access mode is PPPoE, and the IPv4 ISP also provides an IPv6 address.
To use IPv6 PPP, you just need to choose the Connection Type to "PPP", no other setting is
required.

WAN == Internet Access a

WAN 2
PPPoE Static or Dynamic IP PPTPL2TP IPvG

Internet Access Mode
Connection Type FFPP w

WhaAN Connection Detection
Mode Algeays On W

RIPng Protocol
[JEnable

Hote:
[Py Wak setting should be PPPoE f PPPod client.

[ ok ] [ cancel |

TSPC (Tunnel Setup Protocol Client)

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel set up by Tunnel Setup Protocol (TSP). To use TSPC, you'll need to sign up for a
tunnel broker service and get a username and password first, then, configure the router as
follows:

1. Set Connection Type to TSPC.
2.  Enter the Username and Password registered at the TSP server.

3. Enter the IP or Domain Name of the TSPC server for Tunnel Broker.

WAN =>> Internet Access a

WAN 2
PPPoE Static or Dynamic IP PPTPA2TP 1P

Internet Access Mode
Connection Type TSPC w

TSPC Configuration
Llsername e
Password — [eesesesees

Tunnel Broker hroker aaretnet.au

WAN Connection Detection
Mode Always On [ »

[ ok | [ cancel |
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Static IPv6

If your ISP provides a static IPv6 address for you, you may configure that IPv6 address for WAN
by doing the following steps:

1.
2.

Set Connection Type to Static IPv6.
Enter the IPv6 address and Prefix Length which provided by the ISP, and click Add.

WAN > Internet Access

o
WAN 2
B B B IPvé
Internet Access Mode
Connection Type Static IPvG M

Statie IPvE Address Configuratien

1Pv6 Address / Prefix Length
[240624z201 3ea3 /2 | 4dd || Delete
Current IPvE Address Table

Indaw IPvE Addrass/Prafix Langth Soops

1 FESD: : 6FFB: CE3DSL2E Link

You should see the IPv6 address in Current IPv6 Address Table. Then, specify the IP
address of IPv6 Gateway.

WAN == Internet Access

o

YWAN 2
PPPoE Statle or Dynamic IP PPTRILZTP IPvi
Internet Access Made
Connection Type Stabc IPvG v

Static |PvE Address Configuration

IPvE Addrass [/ Prefix Length
! Audd | Delete
Current IPvE Address Table
Index IPvE Address/Srafiyx '_er.g:iﬂ. Soope
i 206 TN 2T 1 LS 123 Flobal I
2 FEAU: t LD ARFFFRCE 1 JDDZ/ 64 Link
Static IPvE Gateway configuration

1PvG Gateway Address
| 24060000 v

WAN Connection Detection
Maode Alvays On =
" Bridge Mode
Enable Bridge Mode
Bridge Subnet

LAMT"
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6in4 Static Tunnel

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel configured manually. To use 6in4 Static Tunnel, you need sign up for a tunnel broker
service and get an IPv6 address and routed IPv6 prefixes first. Then, configure the router as

follows:

1. Set Connection Type to 6in4 Static Tunnel.

Enter the tunnel server's IPv4 address in Remote Endpoint IPv4 Address.

2
3. Enter the router's IPv6 address in 6in4 IPv6 Address.
4

Enter the routed IPv6 prefix in LAN Routed Prefix.

WAMN >> Internet Access

VAN 2

PPPoE Static or Dynamic IP

PPTPL2TP

Internet Access Mode
Connection Type

6ind Static Tunnel
Remote Endpoint IPv4 &ddress
Gin4 [Pv& Address
LAN Routed Prefix
Tunnel TTL

WaAN Connection Detection
Mode
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Gind Static Tunnel |+

20014 /e 428362
I I 836
(default;255)

Always On

| [ cancel |

/ |64
/ |64

(default:a4)
(default:a4)
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lI-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

=

Public IP Address

Private Subnet
Router |IP Address: 192.168.1.1

=

2 et

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

|

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.

=

Public IP Address:
220.135.240.207 sl

Private Subnet
Router IP Address: 192.168.1.1 Public Subnet

192.168.1.22  192.168.1.11 220.135.240.210 220.135.240.209

108 Vigor2765 Series User’s Guide



What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

192.168.1.11  192.168.1.10 192.168.1.13 192.168.1.12
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Web User Interface

1I-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are several subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LAN2). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2
can be operated under NAT or Route mode. IP Routed Subnet can be operated under Route
mode.

LAN == General Setup

General Setup

Index Enable DHCP IP Address
LAM 1 v v 192.168.1.1 Details Page [ IPvE |
LAN 2 192.168.2.1 Details Page [IPvE |
IP Routed Subnet v 192.168.0.1 Details Page
| DHCP Server Option |

Note:
Please enable LAN 2 on LAN == VLAN page before configure them.

Force router to use "DNS server IP address" settings specified in | LANT 7
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAM 1 v
LAN 2

OK

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Enable- Basically, LAN1 status is enabled in default. LAN2
and IP Routed Subnet can be observed by checking the box of
Status.

DHCP- LANL1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.
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Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

DHCP Server Option

DHCP packets can be processed by adding option number and
data information when such function is enabled.

LAN »> General Setup

DHCP Server Customized Status

Customized List
Ensble Interface option Type Data

Enable:

Al LAM1 LANZ  IP Routed Subnet

Interface:
O O O

MNext Server IP Address/Sladdr @
Option Number:

DataType: @ ASCII Character (EX :Option: 18, Data:/path)
O Hexadecimal Digit (E¥: Option:18, Data:2f70617468)
O address List (EX :Option: 44, Data:172.16.2,10,172,16,2.20...)

Data:

Hote:

1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet".
2. Configuring aption 3 here will overwrite the setting in "LAM »> General Setup" Details Page's "Gateway IP

Address" field,
3. Configuring option 15 here will overwrite the setting in "WAN >35> Internet Access >> Static or Dynamic IP"
Detail Page's "Dormain Name" fisld.

Enable/Disable - Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Choose the interface for such option.

Next Server IP Address/SIAddr - Type the IP address for the
next server. Vigor router’s DHCP server can redirect clients
to a secondary server specified in such field.

Option Number - Type a number for such function.
DataType - Choose the type (ASCII or Hex or address list) for
the data to be stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

Force router to use DNS
server IP address .....

Force Vigor router to use DNS servers configured in
LAN1/LAN2 instead of DNS servers given by the Internet
Access server (PPPoE, PPTP, L2TP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information.

LAN => General Setup

LAN 1 Ethernet TCP/ IP and DHCP Setup LAN 1 IPv6 Setup
Network Configuration DHCP Server Configuration
For NAT Usage Disable ® Enable Server _ Enable Relay
IP Address 19216811 Agent
Subnat Mask 2552552550/24 v Start IP Address 192.168.1.10
IF Pool Counts 200 (max. 253)
RIP Protocol Control Disable ¥ Gateway IP Address 192 168.1.1
Lease Time 86400 (s)

#| Clear DHCP lease for inactive clients
periodically

DNS Server IP Address
Primary IP Address

Secondary IP Address

OK

Available settings are explained as follows:

Item Description

Network Configuration For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent -Specify which subnet that DHCP server
is located the relay agent should redirect the DHCP request
to.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.
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Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - Enter a value of the IP address pool
for the DHCP server to start with when issuing IP
addresses. If the 1st IP address of your router is
192.168.1.1, the starting IP address must be
192.168.1.2 or greater, but smaller than 192.168.1.254.

® |P Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

® Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as
same as the 1st IP address of the router, which means
the router is the default gateway.

® |ease Time - Enter the time to determine how long the
IP address assigned by DHCP server can be used.

® Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from
the LAN DHCP server, the server will give out an IP to
this client for a certain amount of time (e.g., 1 day).
However, even if this client only uses the IP for say 5
minutes, the server still "reserves" 1 day for that client.
Because a DHCP server only has a limited number of IPs
to lease to its DHCP clients, soon enough all the IPs will
be used out and then no one will be able to get any IPs
from this server anymore. Therefore, this feature is
used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for
him).

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPvd IPv6
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
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Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-2 Details Page for LAN2

LAN == General Setup

LAN 2 Ethernet TCP / IP and DHCP Setup LAN 2 IPv6 Setup

Network Configuration
CeEnable  ® Disable

@ Far MaT Uzage OFar Routing Usage Start 1P Address 192.168.2.10
IP Address 192.168. 2.1 IP Pool Counts 100 (rmax. 253)
Subnet Mask 255.255.255.0 Gateway IP Address 192.168.2.1
Lease Time 259200
(=)
Clear DHCP lease for inactive clients
periodically.

DHCP Server Configuration
O pisable ®Enable Server O Enable Relay Agent

DNS Server IP Address
Primary IP Address

Secondary [P Address

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent - If you want to use another DHCP server
in the network other than the Vigor Router’s, you can let
Relay Agent help you to redirect the DHCP request to the
specified location.

DHCP Server IP Address - It is available when Enable Relay
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Agent is checked. Set the IP address of the DHCP server you
are going to use so the Relay Agent can help to forward the
DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same as
the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the LAN
DHCP server, the server will give out an IP to this client for a
certain amount of time (e.g., 1 day). However, even if this
client only uses the IP for say 5 minutes, the server still
"reserves" 1 day for that client. Because a DHCP server only
has a limited number of IPs to lease to its DHCP clients, soon
enough all the IPs will be used out and then no one will be
able to get any IPs from this server anymore. Therefore, this
feature is used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for him.

When you finish the configuration, please click OK to save and exit this page.

[1-2-1-3 Details Page for IP Routed Subnet

LAN => General Setup

TCPIIP and DHCP Setup for IP Routed Subnet

Network Configuration
Enable ® Disable
For Routing Usage
IP Address

Subnet Mask

RIP Protocol Control

192.165.01

255 2552550/24 v

Disable v

DHCP Server Configuration
Start IP Address

IP Pool Counts 0 (max. 32)
Lease Time 259200 (s)
Use LAN Port < p1 W p2

¥ Use MAC Address

Index Matched MAC Address  given IP Address

MAC Address :

Add Delete Edit Cancel
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Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P1. Please check the box of P1.

Use MAC Address - Check such box to specify MAC address.
MAC Address - Enter the MAC Address of the host one by one
and click Add to create a list of hosts which can be assigned,
deleted or edited from above pool. Set a list of MAC Address
for 2" DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those
hosts in 2™ subnet won’t get an IP address belonging to 1%
subnet.

Add - Type the MAC address in the boxes and click this button
to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-4 Details Page for LAN1~ LAN2 — IPv6 Setup

There are two configuration pages for each LAN port, Ethernet TCP/IP and DHCP Setup (based

on IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations
for detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP [ IP and DHCP Setup LAN 1 IPv6 Setup

¥/ Enable IPv6
WAN Primary Interface |WAN1 ¥

Static IPv6 Address

IPvE Address / Prefix Length
/ Add Delete
Unique Local Address(ULA) configuration
Off v | |- /64
Current IPvé Address Table
Index IFvé Lddress/Frefix Length Scope
1 FEEO0::21D:RI

F:FE15:BOCE/ 64 Link

DNS Server IPv6 Address
Primary DNS Server
Secondary DNS Server

Deploy when WAN isup ¥
2001:4560:4560::5585
2001:4560:4560::5644

Management SLAAC(stateless) v

Other Option{Q-bit)
DHCPv6 Server

* Enable Server

Disable Server
IPv6 Address Random Allocation

¥ Auto IPv6 range

Start IPvo Address

End IPvE Address

Advance setting Edit

Advance setting Edit

OK

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 Server (Stateful).

Available settings are explained as follows:

Item

Description
Enable IPv6

Check the box to enable the configuration of LAN 1 IPv6
Setup.

WAN Primary Interface

Use the drop down list to specify a WAN interface for IPv6.
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Static IPv6 Address

IPv6 Address -Type static IPv6 address for LAN.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Unique Local Addresses (ULAs) are private IPv6 addresses
assigned to LAN clients.

Off - ULA is disabled.

Manually ULA Prefix - LAN clients will be assigned ULAs
generated based on the prefix manually entered.

Auto ULA Prefix - LAN clients will be assigned ULAs using an
automatically-determined prefix.

Off w
ot

Auto LILA Prefix
manually LILA Prefix

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - The RA (router advertisement)
packets will be sent to LAN PC with DNS server information
only when network connection by any one of WAN interfaces
is up.

Enable - The RA (router advertisement) packets will be sent
to LAN PC with DNS server information no matter WAN
connection is up or not.

® Primary DNS Sever - Type the IPv6 address for Primary
DNS server.

® Secondary DNS Server -Type another IPv6 address for
DNS server if required.

Disable - DNS server will not be used.

Management

Host under LAN can be assigned IP address from Vigor router
via the following method.

® Off - No IP address is assigned.

@ SLAAC(stateless) - The IP address (with Prefix) of the
host shall be formed according to RA transmitted by Vigor
router.

® DHCPv6(stateful) - The IP address of the host shall be
assigned after communicating with DHCPv6 server for
answering the request of client.

Other Option (O-bit) - Check this box to enable the O-bit for

obtaining additional information (e.g., DNS) from DHCPv6.

DHCPv6 Server
Configuration

Disable Server - Click it to disable DHCPv6 server.

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

IPv6 Address Random Allocation - Check it to assign the
DHCPv6 IP address randomly to prevent the attacks from the
IPv6 reconnaissance techniques.

Auto IPv6 range - IPv6 address(es) will be assigned by
DHCPv6 server automatically.

Start IPv6 Address / End IPv6 Address -Type the start and
end address for IPv6 server.
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LAN >> General Setup

DHCPvE Server

Authentication Protacal Mone &
Prefix Delegation QEnable @ pisable
Prafix 7/

DHCPv6 Prefix Delegation

New Prefiz : ! : HFLT
Suffix

MNew Prefiz Length (0~64)

Client Link Local Address

Client DUID{option)

Add

| Prefiz Prefix Length Link Local DuID

T

Advance setting More options are offered under the Advance setting. Click
Edit to open the pop-up window.
'r 192.168.1_1/doc/enstedit him - 5 HEE [Sl=e)
] 1921681 Vidoc/enetedit htm ¥
Router Advertisement Configuration —
@ Enable O pisable
Hop Limit B4
Min Interval Time(sec) 200
Max Interval Time(sec) B00
Default Lifetime(sec) 1800 (High Availability secondary is 0)
Default Preference hledium (v
MTU [#lauto
o
RIPng Protocol
[“Enable
Extension WAN
Available WAN Selected WAN
VANZ
VWANG

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2765 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.
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RIPng Protocol -RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - In addition to the default WAN used for
IPv6 traffic specified in the WAN Primary Interface in the LAN
IPv6 Setup page, additional WANs can be selected to carry
IPv6 traffic by enabling them in the Extension WAN section.
Available WAN - Additional WANs available but not currently
selected to carry IPv6 traffic.

Selected WAN - Additional WANs selected to carry IPv6
traffic.

After making changes on the Advance setting page, click the OK button to retain the changes
and return to the LAN IPv6 Setup page. Be sure to click OK on the LAN IPv6 Setup page or else
changes made on the Advance setting page will not be saved.

[1-2-1-5 DHCP Server Option
DHCP Server Option can be configured by clicking the DHCP Server Option button on the LAN

>>General Setup screen.

LAN »> General Setup

DHCP Server Customized Status

Customized List
Ensble Interface

Enable:

Interface:

Option Number:

Al LAN1 LANZ 1P Routed Subnet
O O O
Mext Server I[P Address/SIAddr :

Option Type Data

DataType: (& ASCII Character (EX :Option: 18, Data:/path)
C' Hexadecimal Digit {EX: Option:18, Data: 2f70617458)
O address List (EX :Option: 44, Data:172.16.2,10,172,16.2.20...)

Data: (Max: 127 characters

[Add ] [Update ] [Delete ] [Reset ]

Note:
1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet”.

2, configuring option 3 here will overwrite the setting in "LaMN >> General Setup" Details Page's "Gateway IP

Address" field,

3. Configuring option 15 here will overwrite the setting in "WaN >> Internet Access »>> Static or Dynamic IP"

Detail Page's "Domain Name" field.

Available settings are explained as follows:
Item Description
Customized List Shows all the DHCP options that have been configured in the
system.
Enable If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.
Interface LAN interface(s) to which this entry is applicable.
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Next Server IP Overrides the DHCP Next Server IP address (DHCP Option 66)

Address/SIAddr supplied by the DHCP server.
Option Number DHCP option number (e.g., 100).
DataType Type of data in the Data field:

ASCII Character - A text string. Example: /path.

Hexadecimal Digit - A hexadecimal string. Valid characters
are from 0 to 9 and from a to f. Example: 2f70617468.

Address List - One or more IPv4 addresses, delimited by
commas.

Data Data of this DHCP option.

To add a DHCP option entry from scratch, clear the data entry fields (Enable, Interface,
Option Number, DataType and Data) by clicking Reset. After filling in the values, click Add
to create the new entry.

To add a DHCP option entry modeled after an existing entry, click the model entry in
Customized List. The data entry fields will be populated with values from the model entry.
After making all necessary changes for the new entry, click Add to create it.

To modify an existing DHCP option entry, click on it in Customized List. The data entry fields
will be populated with the current values from the entry. After making all necessary changes,
click Update to save the changes.

To delete a DHCP option entry, click on it in Customized List, and then click Delete.
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lI-2-2 VLAN

Vigor router provides extremely high speed connectivity for the highest speed local data
transfer of any server or local PCs. On the Wireless-equipped models (e.g., Vigor2765ac),
each of the wireless SSIDs can also be grouped within one of the VLANSs.

Tagged VLAN

The tagged VLANSs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P4) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2765ac:

LAN == VLAN Configuration d

VLAN Configuration

Enable
LAN Wireless LAN Wireless LAN 5G VLAN Tag
P1 P2 P3 S5ID1 SS5ID2 SSIDI SSID4 5SID1 SSID2 SSID3 SSID4  Subnet Enable viD Priority
VLANO LAN 1 v 0 0
VLAN1 LAN 1 v 0 0
VLAN2 LAN 1 v 0 0
VLAN3 LAN 1 ¥ 0 0
VLAN4 LAN 1 v i} 0
VLANS LAN 1 ¥ 0 0
VLANG LAN 1 v 0 0
VLANT LAN 1 0 0
oK Clear Cancel

1)

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description

Enable Click it to enable VLAN configuration.

LAN P1 - P3 - Check the LAN port(s) to group them under the
selected VLAN.
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Wireless LAN

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Wireless LAN 5G

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

It is available for “ac” model.

Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LAN1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag

Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Info Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

Inter-LAN Routing

The Vigor router supports up to 15 VLANs. Each VLAN can be set up to use one or more of the
Ethernet ports and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs
(horizontal rows) and LAN interfaces (vertical columns),

®  all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to

one another

if

- they belong to the same VLAN, or
- they belong to different VLANSs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).

[IForce router to use "DNS server IP address" settings specified in
Inter-LAN Routing

Subnet LAN 1 LAMN 2
LaM 1
LAMN 2

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is
only available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix,
a selected checkbox means that the 2 intersecting LANs can communicate with each

other.
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Vigor2765 Series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1.  All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LAN1).

2. All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

3. Open LAN>>VLAN Configuration. Check the boxes according to the statement in step 1
and Step 2.

LAN == VLAN Configuration d

VLAN Configuration

¥/ Enable
LAN Wireless LAN Wireless LAN 5G VLAN Tag
P1 P2 P3 SSID1 SSID2 SSID3 SSID4 SSID1 SSID2 SSID3 SSID4 - Subnet Enable VID Priority
VLANO ¢ ¥ [« (¥ v v v v e v v |LANT1 v 0 o
VLAN1 riri LAN 2 v 0 D
VLANZ LAN1 v 0 0~
VLAN3 LAN1 v 0 0~
VLAN4 LAN1 v 0 o~
VLANS LAN1 v 0 0~
VLANGE LAN1 v 0 0~
VLANT LAN1 ¥ 0 o~
OK Clear Cancel
4. Click OK.

Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.

CIForce router to use "DNS server IP address" settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAM 1
LAaM 2 [

Note:
LAMNZ isavailable when WLAMN is enabled.

Vigor router supports up to two private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

wd

Info As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.
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II-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. When this function is enabled, all the assigned IP and MAC address binding together
cannot be changed. If you modified the binding IP or MAC address, it might cause you not
access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC
O Enable @ Disable
Strict Bind
Apply Strict Bind to Subnet
ARP Tahle | Select All | Sort | Refresh | Add/Update to IP Bind List
IF Address Mac Address HOST ID IP Address
19z.185.1.10 00-05-50-E4-DS-EE  A1000351
Mac Address
Comment Max: 12 characters
[bdd | [updats | [ Delet= |
IP Bind List { Limit: 300 entries) | Select All | Sort |
iIndex IP Address Mac Address Host ID Contnent
Backup IP Bind List : Upload From File: SRS o

Note:

1. IP-MAC binding presets DHCP Allocations.

2, If Strict Bind is enabled, unspecified LAN clients in the selected subnets cannot access the Internet,
3. Comment can not contain characters " and ',

Available settings are explained as follows:
Item Description
Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.
Disable Click this radio button to disable this function. All the
settings on this page will be invalid.
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Strict Bind

Click this radio button to block the connection of the IP/MAC
which is not listed in IP Bind List.

Apply Strict Bind to Subnet - Choose the subnet(s) for
applying the rules of Bind IP to MAC.

L] 192168 1 Lioedansrbedt him ¥+

Apply Strict Bind to Subnet:

Subnet IP Address

[0 Lan1 192.168.1.1

[0 Lanz 192,168.2.1

[ IP Routed Subnet 192.168.0.1
[ ok ] [ clse |

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add or Update

IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

Comment - Type a brief description for the entry.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

IP Bind List It displays a list for the IP bind to MAC information.

Backup Store the configuration for Bind IP to MAC as a file.

Restore Restore the previously stored configuration file and apply to

such page.

1)

Info

Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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1-2-4 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data
access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without
other detecting equipments to be set up. Second, it may be able to view traffic on one or
more ports within a VLAN at the same time. Third, it can transfer all data traffics to be
mirrored to one analyzer connecting to the mirroring port. Last, it is more convenient and
easy to configure in user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror
Port Mirror:

Enable '® Disable

Portl Port2 Port3 WAN1 WAN?2
Mirror Port
Mirrored Tx Port
Mirrored Rx Port

Note:
The mirrored WAN1 is a software mirror, it will lead to a substantial decline in performance.

OK

Available settings are explained as follows:

Item Description

Port Mirror Check Enable to activate this function. Or, check Disable to
close this function.

Mirror Port Select a port to view traffic sent from mirrored ports.

Mirrored Tx Port Select which ports are necessary to be mirrored for

transmitting the packets.

Mirrored Rx Port Select which ports are necessary to be mirrored for receiving
the packets.

After finishing all the settings here, please click OK to save the configuration.

11-2-5 Wired 802.1x

IEEE 802.1x is an IEEE Standard for port-based Network Access Control (PNAC). It is part of the
IEEE 802.1 group of networking protocols. It provides an authentication mechanism for the
device that is attached to a LAN or WLAN.

Wired 802.1x provides authentication for one network device on each LAN port. The RADIUS
Server settings must be configured before enabling 802.1x because the EAP (Extensible
Authentication Protocol) Authenticator relies on the RADIUS Server in its authentication
process. Each LAN port with Wired 802.1x configured will only forward 802.1x packets and
block all other packets until the authentication has successfully completed.
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LAN => Wired 802.1X

Wired 802.1X

LAN B02.1X:

Enable
802.1X ports:

P1

P2 P3

Note:

802.1X enabled LAN ports only support a single attached device using EAPOL authentication. To
authenticate multiple devices through a LAN port you need an 802.1X-capable switch. Then configure
802.1X on the attached switch instead.

OK

Available settings are explained as follows:

Item

Description

Enable

Check the box to enable LAN 802.1x function.

802.1x ports

After enabling the function, simply specify the LAN port(s) to
apply such function.

After finishing all the settings here, please click OK to save the configuration.
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[I-3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

® Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

11-3-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping

private IP address/port of the server.

1

Destined to
220.135.240.207
Port 213

P o

22

DMZ

192.168.1.22 192.168.1.11

FTP Server
192.168.1.12
Port 21 Port 80

Web Server
192.168.1.13

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.

130
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NAT »> Port Redirection

Port Redirection | Setto Factory Default |
Index Enable Service Name WAN Protocol  Public Port Source IP Private IP
Interface

1. ol all ARy

2. O All Any

3. O All Ay

4. O All Any

5. O aAll Any

6. O Al Ay

7. ol all ARy

8. O all Any

9. O all ARy

10. O all Any
< 110 | 1120 | 2130 | 3140 == Next ==

oK ] [ Cancel

Note:
The port number values set in this page might be invalid due to the same values configured for Management
Port Setup in System Maintenance>>Mar 1ent, Open VPN and SSL VPN,

NAT == Port Redirection

Port Redirection | Setto Factory Default |
Index Enable Service Name WAN Protocol Public Port Source IP Private IP
Interface
1. all Any
2. all Any
3. All Any
4. all Any
5. All Any
6. All Any
T1. All Any
8. All Any
9 all Any
10. All Any
1. All Any
12. All Any
13. All Any
14 Al
38. all Any
39. all Any
40. all Any
OK | | Cancel

Backup settings: Upload From File: | iB#EEE R BEERBE
Backup Restore

Note:

The port number values set in this page might be invalid due to the same values configured for Management
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Each item is explained as follows:

Item Description
Index Display the number of the profile.
Enable Check the box to enable the port redirection profile.

Service Name

Display the description of the specific network service.

WAN Interface

Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Source IP Display the IP object of the source IP.

Private IP Display the IP address of the internal host providing the

service.

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index No. 1
Enable
Mode Single ¥
Service Name
Protocaol TCP v
WAN Interface ALL v

Public Port
Source IP
Private IP

Private Port

0

None v
Any
IP Group

Note:

In "Range" Mode the End IP will be calculated automatically ence the Public Port and Start IP have

been entered.

QK Clear Cancel

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN Interface

Select the WAN interface used for port redirection. There
are eight WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.
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Public Port Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Type the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP Use the drop down list to specify an IP object/IP group
profile. Or click IP Object link to create a new one for
applying.

Private IP Specify the private IP address of the internal host providing

the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance >> Management d
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name DrayTek
Default: Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access ® User Define Ports Default Ports
Telnet Port 23 (Default: 23)
Internet Access Control HTTE Port 50 (Default: 80)
Allow management from the Internet HTTPS Port 443 (Default: 443)
Demain name allowed
FTP Port 21 (Default: 21)
FTP Server
TRO6&9 Port 5069 (Default: 8069)
HTTP Server Enforce HTTPS Access
SSH Port 22 (Default: 22)
HTTPS Server
Note:

Telnet S
einet server Ports 8001 and 8043 are used for Hotspot Web Portal.
TROGS Server

SSH Server Brute Force Protection
SNMP Server Enable brute force login protection
¥ Disable PING from the Internet FTP Server

HTTP Server
HTTPS Server

Access List from the Internet

Apply Access List to PING Telnet Server

List ﬁ;& 1P / Mask TRO69 Server

1 S5H Server

2 Maximum login failures 0 times

3 Penalty period 0 seconds

Blocked IP List
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1I-3-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

Destined to
220.135.240.207
Protocol: Any
Port: Any

—

pe

S

{

DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT »> DMZ Host Setup

DMZ Host Setup

WaAN1 WAN2 WaAN3
WAN 1
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Available settings are explained as follows:

Item Description
Choose Private IP first.
WAN 1
Mone hd
| None
Private |P
Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
Choose IP Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

A s [2)[0K)

192.168.1.10
192,168,118

When you have selected one private IP from the above dialog,
the IP address will be shown on the screen. Click OK to save
the setting.

DMZ Host for WAN2, or WAN3 is slightly different with WAN1. See the following figure.

NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 2
Enable Private IP
i 0.0.00

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.
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NAT =>> DMZ Host Setup

DMZ Host Setup

WAN1 WANZ WAN3
WAN 1
Index Enable Aux. WAN IP Private IP
1. O === 0.0.0.0
2. O 192,168,1.56 0.0.0.0
[ ok | [ Clear |

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose

PC to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

Buess EIDE

192,168,110
192.168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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11-3-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Enable Comment Source IP Local IP Address
1. Any
2. Any
3. Any
4. Any
5. Any
6. Any
1. Any
3. Any
39. Any
40. Any
OK Cancel
Backup settings: Upload From File: | {2 E FEETRERE
Backup Restore
Note:

The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance>>Management, Open VPN and_SSL VPN.

Available settings are explained as follows:

Item Description

Index Click the index number to edit or clear the corresponding
entry.

Enable Check to enable this entry.

Comment Specify the name for the defined network service.

Source IP Display the name of IP object used by such entry.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Local IP Address Disp_lay the private IP address of the local host offering the
service.

To add or edit port settings, click one index humber on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports == Edit Open Ports

Index No. 1

¥/ Enable Open Ports

Comment

Source IP IP Object ¥ MNone ¥

Private IP Choose IP

Protocol Start Port End Port Protocol Start Port End Port
1. TCP/UDP ¥ o 0 2. TCP/UDP ¥ o 0
3. TCP/UDP v o 0 4. TCP/UDP ¥ o 0
5. TCP/UDP v 0 0 6. TCP/UDP ~ o 0
7. TCP/UDP + 0 0 8. TCP/UDP ~ ] 0
9. TCP/UDP + 0 0 10. TCP/UDP ~ 0 0
OK Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Open Ports

Check to enable this entry.

Comment

Make a name for the defined network application/service.

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

WAN IP

Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP

Enter the private IP address of the local host or click Choose
PC to select one.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol

Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port

Specify the starting port number of the service offered by
the local host.

End Port

Specify the ending port number of the service offered by the
local host.

After finishing all the settings here, please click OK to save the configuration.

NAT == Open Ports

Open Ports Setup

| Setto Factory Default |

Index Enable
L

[ e

138

Comment Source IP Local IP Address

PR2 Any 192.168.1.5
Any
Any
Any
Any
Any
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11-3-4 Port Triggering

Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering" is:

®  Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

® Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

NAT == Port Triggering

Port Triggering Set to Factory Default

Triggering Source Triggering Incoming Incoming

Index Enable Comment Protocol IP Port Protocol Port

Any
Any
Any
Any
Any
Any
Any
Any

[ [0 (N0 | (e s =

Any

=2
=

Any

I
"
-
L
=
-
=
no
=
W
W
=
T
=
W

OK Cancel

Available settings are explained as follows:

Item Description

Index Click the index number to edit or clear the corresponding
entry.

Enable Check to enable this entry.

Comment Display the text which memorizes the application of this
rule.

Triggering Protocol Display the protocol of the triggering packets.

Source IP Display the name of the IP object.

Triggering Port Display the port of the triggering packets.

Incoming Protocol Dis;])c!ialy the protocol for the incoming data of such triggering
profile.
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Incoming Port Display the port for the incoming data of such triggering
profile.

Click the index number link to open the configuration page.

NAT == Port Triggering

No. 1
Enable
Service User Defined v
Comment
Source IP IP Object ¥ Mone *
Triggering Protocol v

Triggering Port
Incoming Protocol v
Incoming Port

Note:
The Triggering Port and Incoming Port should be input like this :
123-456,777-789 (legal),123-456,789 (legal), but 122-456-789 (illegal).

OK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable this entry.

Service Choose the predefined service to apply for such trigger
profile.

User Defined ¥
User Defined
Real Player
CluickTime
WMP

IRC

Al Talk

Ica

PalTalk
BitTorrent

Comment Type the text to memorize the application of this rule.

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port Type the port or port range for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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1I-3-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT == ALG
ALG (Application Layer Gateway) Set to Factory Default
¥/ Enable ALG
Enable Protocol Listen Port TCP uppP
SIp 5050 (1~65535) td +
RTSP 554 (1~65535) i v
oK

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet

from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet
from UDP transmit and receive via NAT.
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lI-4 Applications
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Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2765 Series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.
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Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up

a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Applications

11-4-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account
1.

Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

Open Applications>>Dynamic DNS.

Check Enable Dynamic DNS Setup.

Applications > Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

Il Enable Dynamic DNS Setup View Log | | Force Update
Auto-Update interval 14400 Min(s) (180~14400)
Accounts:
Index Enable Domain Name

1. (]

2. (]

3. (W]

4. O

5. (]

6. (]

| OK || Clearal

Available settings are explained as follows:

Item Description

Enable Dynamic DNS | Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.

Force Update Force the router updates its information to DDNS server.
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Auto-Update Set the time for the router to perform auto update for DDNS

interval service.

Index Click the number below Index to access into the setting page
of DDNS setup to set account(s).

Enable Check the box to enable such account.

Domain Name Display the domain name that you set on the setting page of
DDNS setup.

4. Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:
test.

Applications == Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1
¥/ Enable Dynamic DNS Account
WAN Interface WWANT First v
Service Provider dyn.com (www.dyn.com) v
Service Type Dynamic ¥
Domain Mame chronic6653 . dvrdns.arg dvrdns.org v
Login Name chronic6653
Password Max: 64 characters
Wildcards
Backup MX
Mail Extender
Determine WAN IP  |WANIP ¥

OK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Dynamic DNS | Check this box to enable the current account. If you did

Account check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface WAN1/WAN2/WAN3 First - While connecting, the router will

use WAN1/WAN2/WAN3 as the first channel for such
account. If WAN1/WAN2/WANS3 fails, the router will use
another WAN interface instead.

WAN1/WAN2/WAN3 Only - While connecting, the router will
use WAN1/WAN2/WAN3 as the only channel for such

account.
Service Provider Select the service provider for the DDNS account.
Service Type Select a service type (Dynamic, Custom or Static). If you

choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Note that such option is not available when Customized is
selected as Service Provider.

Domain Name Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Note that such option is not available when Customized is
selected as Service Provider.
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Login Name Type in the login name that you set for applying domain.
Password Type in the password that you set for applying domain.
Wildcard and The Wildcard and Backup MX (Mail Exchange) features are
Backup MX not supported for all Dynamic DNS providers. You could get

more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Determine Real
WAN IP

If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:

® WANIP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

5. Click OK button to activate the settings. You will see your setting has been saved.

DrayDDNS Settings

DrayDDNS, a new DDNS service developed by DrayTek, can record multiple WAN IP (IPv4) on
single domain name. It is convenient for users to use and easily to set up. Each Vigor Router is
available to register one domain name.

Choose DrayTek Global as the service provider, the web page will be displayed as follows:

Applications => Dynamic DNS Setup >> Dynamic DN5S Account Setup

Index : 1

Service Provider
Status

Domain Mame
Determine WAM IP

WAN Interfaces

Status
Auto Update

¥ Enable Dynamic DNS Account

Let's Encrypt certificate

DrayDDNS {Global) v
Activated [Start Date:2019-02-01 Expire Date:2020-02-01]

.|drayddns.com Sync domain
Domain not exists! Re-astablish on MyVigor website.

WANIP v | ¥ Ipv4 IPvE
WAN 1 WAN 2 WAM 3

Empty | Create

QK Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did check the
box, you will see a check mark appeared on the Active column of
the previous web page in step 2).

Service Provider

Choose DrayTek Global as the service provider.
Wizard - This button is available when DrayTek Global is selected as
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Service Provider. To activate the DrayTek’s DDNS service, click it to
enable license issued by DrayTek through Wizards>>Service
Activation Wizard.

Refer to secion A-1 How to use DrayDDNS? for detailed
information.

Status

Display if the license is actvtaed or not.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can enable
such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function
can detect the public IP used by the NAT router and use the
detected IP address for DDNS update.

There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router is
private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor router is
private, it will be converted to public IP before DDNS update
takes place.

WAN Interfaces

WAN1/WAN2/WAN3 - While connecting, the router will use
WAN1/WAN2/WAN3 as the channel for such account.

Let’s Encrypt
certificate

Create - Click it to generate a certificate issued by Let’s Encrypt for
applying to such DDNS account.

Auto Update - Check the box to make the system update the
certificate automatically.

Disable the Function and Clear all Dynamic DNS Accounts

Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.

Delete a Dynamic DNS Account

Click the Index number you want to delete and then click Clear All button to delete the

account.
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11-4-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2765 Series will
respond the specified private IP address.

Applications => LAN ONS

Profile Index : 1
| Enable

Profie: seres
Comain Mame: server yourdoman com

1P Address L

A private IP address mapped to the
Domain Name.

192.168.1.x 140.186.223.x

W

Pub-iic DNS Server

eEssaTuas

1
|
I
L]
I
|
!
[
v

server.yourdomain.com
- 210.139.175.223
Private IP = PublicIP
192.168.1.100 ___| 210.139.175.223

server.yourdomain.com

Simply click Application>>LAN DNS / DNS Forwarding to open the following page.

Applications == LAN DNS / DNS Forwarding 0
LAN DNS Resolution / Conditional DN S Forwarding Set to Factory Default
Index Enable Profile Domain Name Forwarding DNS Server

1

2.

3.

4.

5.

6.

1

8.

9.

10.

| oKk |
Each item is explained as follows:
Item Description
Set to Factory Default Clear all profiles and recover to factory settings.
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Index Click the number below Index to access into the setting
page.

Enable Check the box to enable the selected profile.

Profile Display the name of the LAN DNS profile.

Domain Name Display the domain name of the LAN DNS profile.

Forwarding Display that such profile is conditional DNS forwarding or
not.

DNS Server Display the IP addres of the DNS Server.

To create a LAN DNS profile:
1. Click any index, say Index No. 1.
2. The detailed settings with index 1 are shown below.

Applications >> LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding

Profile Index : 1

Enable
Profile:
Domain Name:

Note:

1. Suppeort wildcard subdomain, ex: *.example.com or www.example.™

2. 0ne domain Name has only one IPv4 address and IPv6 address in the same subnet.
CNAME(Alias Domain Name): | Add

IP Address List (Max. 40 entries)

Index IF hddress Same Subnet Reply

Add Delete

OK Clear

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Enter a name for such profile.

Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name Enter the domain name for such profile.

CNAME (Alias Domain | CNAME is abbreviation of Canonical name record.

Name) Such option is used to record the domain name or the host
alias.

Add - Click it to add a new host with specified reference.

IP Address List The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain name
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maps with one IP address. If required, you can configure two
IP addresses mapping with the same domain name.

Add - Click it to open a dialog to type the host’s IP address.

Host's IP Address

Conly use this record for responding to DNS queries if the sender's TP
Address (client making the request) is in the same subnet as the host's IP

Address,

®  Only responds to the DNS.... - Different LAN PCs can
share the same domain name. However, you have to
check this box to make the router identify & respond
the IP address for the DNS query coming from different
LAN PC.

Delete - Click it to remove an existed IP address on the list.

Click OK button to save the settings.

4. If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications => LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding

Profile Index : 1
¥ Enable
Profile:|LAN_D2
Domain Mame: www.draysupport.com

Note:
Support wildcard subdomain, ex: *.example.com

DNS Server IP Address:

Ok Clear

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Type the domain name for such profile.

DNS Server IP Address | Type the IP address of the DNS server you want to use for DNS
forwarding.

5. Click OK button to save the settings.

6. A new LAN DNS profile has been created.
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11-4-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

11-4-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application >> DNS Security J

DNS Security

General Setup Domain Diagnosis Refresh
Interface Enable Primary DNS Secondary DNS Bogus DNS Reply
WAN1 - - Pass ¥
WAN2Z --- --- Pass v
WAN3 == === Pass ¥

Note:
W The DNS server supports DNSSEC

% The DNS server does not support DNSSEC, function may not work as expected even if it is enabled

OK
Available settings are explained as follows:
Item Description
Interface There are four WAN interfaces allowed to be set with DNS
security enabled.
Enable Check the box to enable the DNS security management.
Primary DNS Display the IP address of primary DNS obtained from DHCP

server or specified by Static WAN.

Secondary DNS Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.
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11-4-3-2 Domain Diagnose
This page is used to configure settings for manually detecting if the domain is secure not.

Application > DNS Security d

DNS Security

General Setup Domain Diagnosis DNS Cache
Domain: * IPv4 IPvE
Interface: WAN1T ¥
DNS Server:

Diagnose

Note:
If the domain has not been queried before, it will take a few seconds to process.

Result | Clear

Domain Name IP Rddress Interface Verify Result

Available settings are explained as follows:

Item Description

Domain Type the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.

DNS Server Type the IP address of the DNS Server which will diagnose the
domain specified above.

Diagnose Click it to perform the diagnosis for the domain.

Result The diagnosed information will be displayed on such field.
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l1-4-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications => Schedule

Schedule : Current System Time 2000 Jan 3 Mon1:54: 14 System time set | Setto Factory Default |

Index Enable Comment

Time Frequency

un

un.

|

[0y

E

un

[3]

E

un

[53]

E

un

un

E

un

mn

E

un

un

E

un

mn

E

un

un

E

un

mn

E

un

un

E

un

mn

E

un

[y

un.

|

[53]

E

un

un

un.

|

Bm Force on Force down

oK

Available settings are explained as follows:

Item

Description

Current System Time

Display the time Vigor router used.

System time set

Click it to acess into the time setup page (System
Maintenance>>Time and Date).

Set to Factory Default

Clear all profiles and recover to factory settings.
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Index

Click the index number link to access into the setting page of
schedule.

Enable Check the box to enable such schedule profile.

Comment Display the name of the time schedule.

Time Display the valid time period by time bar.

Frequency Display which day(s) will be always on and which day(s) will

be always off of the schedule profile by color boxes.
- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN-to-LAN settings.

To add a schedule:

1. Click any index, say Index No. 1.

2. The detailed settings of the call schedule with index 1 are shown below.

Applications »> Schedule

Index No. 1 Current System Time 2000 Jan 3 Mon 1:56: 11 System time set
¥/ Enable Schedule Setup
Comment Ready for RD|
Start Date (yyyy-mm-dd) 2000 41 w41 ¥
Start Time (hh:mm) D v|:(0
Duration Time (hh:mm) 0 w0 ¥
End Time (hh:mm) 00 ;|00
Action ForceOn v
How Often
Once
* Weekdays
Sun  # Mon M Tue W wed ¥ Thu ¥ Fri Sat
Monthly, on date |1 -
Cycle duration: |1 ¥ | days (Cycle will start on the Start Date.)
Note:
Comment can only contain A-Za-z0-9,.{F-_()"~s5!~"|
OK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.

Action

Specify which action Call Schedule should apply during the
period of the schedule.
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Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

How Often Specify how often the schedule will be applied.
® Once -The schedule will be applied just once

® Weekdays -Specify which days in one week should
perform the schedule.

® Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
month.

® Cycle duration - Type a number as cycle duration.
Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPoOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office 12 012
Hour: o 2 pY 2
-9 I -9 3
5

(Force On) - 4 R

Mon - Sun 9:00 am to 6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.

Configure the Force Down from 18:00 to next day 9:00 for whole week.

A W DN

Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

11-4-5 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.
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Applications >> RADIUS

RADIUS Setup

¥ Enable
Comments:

Primary Server

Primary Server

Secrat

Authentication Port 1812

Retry 2 times({1~3)

Secondary Server

Secondary Server

Secret

Authentication Port 1812

Retry 2 times(1~3)
oK Clear Cancel

Available settings are explained as follows:

Item Description
Enable Check to enable RADIUS client feature.
Comments Enter a brief description for the RADIUS server.

Primary Server / Secondary

Server --- When the Primary server is down, Vigor system will

try to connect the secondary server.

Primary Server

Enter the IP address of RADIUS server

Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port

The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Retry

Set the number of times for Vigor system to connecting to
the primary/secondary server. When there is no response
from the connecting RADIUS server, the Vigor system will
switch into another RADIUS server for authenticating the
user.

After finished the above settings, click OK button to save the settings.
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lI-4-6 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

1)

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications == UPnP

UPnP
[ Enable UPnP Service Default WWARN |+
. . Default WWAN
Enable Connection Control Service AN
Enable Connection Status Service Y2
WWANT
Note:
To allow MAT pass-through to a UPAP enabled client the connection contral service must also be
enabled.
[ Ok ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Enable UPnP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.
Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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II-4-7 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

[1-4-7-1 General Setting

Applications == IGMP

General setting Working status

IGMP Proxy

IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface WAN1 v
IGMP version Aute v
General Query Interval 125 (seconds)

Add PPP header
{Encapsulate IGMP in PPPoE)
Enable IGMP syslog

IGMP Snooping
Enable: Forwards multicast traffic only to ports that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic.

IGMP Fast Leave

The router stops forwarding multicast traffic to a LAN port as soon as it receives a leave message from
that port.

Each LAN port should have no more than one IGMP host connected.

OK Cancel

Available settings are explained as follows:

Item Description

IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

Enable IGMP syslog - Check the box to send the record of
IGMP server to Syslog.

IGMP Snooping Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.
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IGMP Fast Leave

Check this box to make the router stop forwarding
multicast traffic to a LAN port as soon as it receives a leave
message from that port. Each LAN port should have one
IGMP host connected.

After finishing all the settings here, please click OK to save the configuration.

[1-4-7-2 Working Group

Applications == IGMP

General setting

Multicast Group Table

Working status

Refresh

Index P1 P2 P3 P4
IGMP Device Table
I Index | MAC Address IP Address Interface IGMP Version

Available settings are explained as follows:

Item Description

Refresh Click this link to renew the working multicast group status.

Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1 to P3 It indicates the LAN port used for the multicast group.

11-4-8 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.

Applications == Wake on LAN

Wake on LAN

Result

Wake by:
IP Address:
MAC Address:

MAC Address v

Wake Upl!

Note:

Wake on LAN integrates with Bind IP to MAC function; only bound PCs can wake up through IP.

Available settings are explained as follows:
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Item Description

Wake by If you choose to be woken by MAC Address, you have to
type the correct MAC address of the host in MAC Address
boxes.

IP Address The IP addresses that have been configured in

Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

11-4-9 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

[1-4-9-1 SMS Alert

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Applications == SMS [ Mail Alert Service

SMS Alert Mail Alert Set to Factory Default

Index Enable SMS Provider Recipient Number Notify Profile Schedule{1-15)

1-7272 - 1-277
1 ’ ’

2
3
4
5
6
7
8
9

10 1-272 v 1-7277 v

Note:
All the SMS Alert profiles share the same "Sending Interval" setting if they use the same SMS Provider.

QK Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
Enable Click the box to enable such profile.
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SMS Provider Use the drop down list to choose SMS service provider.
You can click SMS Provider link to define the SMS server.

Recipient Number Type the phone number of the one who will receive the
SMS.
Notify Profile Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content

of the SMS.

Schedule (1-15) Type the schedule number that the SMS will be sent out.
You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.

[1-4-9-2 Mail Alert

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application => SMS [ Mail Alert Service

SMS Alert Mail Alert Set to Factory Default

Index Enable Mail Service Mail Address Notify Profile Schedule(1-15)

1 1-7227 v 1-277 7

2 -7 v 1-2%7 v

3 1-297 v 1-277 v

4 277 v 777 ¥

5 2 77

6 Y 77

T Y CE 7

8 277 v 777 v

9 777 v 777 v

10 7?77 v 277w
Note:

All the Mail alert profiles share the same "Sending Interval” setting if they use the same Mail Server.

OK Cancel

Available settings are explained as follows:

Item Description

Index Check the box to enable such profile.

Enable Click the box to enable such profile.

Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Option. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Mail Address Type the e-mail address of the one who will receive the
notification message.
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Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Type the schedule number that the notification will be sent
out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-4-10 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Application>>Bonjour to open the following page. Check
the box(es) of the server service(s) that you want to share to the LAN clients.

Applications => Bonjour 0

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server
S5SH Server
LPR. Printer Server

ok || Cancel

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

) Browser - Mozilla Firefox
File Edit ¥View History Bookmarks Tools Help
| @ Meozilla Firefox Start Page | L Browser * | L Browser * | Browser

€ B3 | @ chrome:/fdnsedicontent/browser htm]
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:#dnssd/content/browser html ¢ || 8- Google

DNSSD for Firefox

Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

3. Open System Maintenance>>Management. Enter a name as the Router Name and click

System Maintenance >> Manag nt a
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name DrayTek
Default:Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LAN Access ® User Define Ports Default Ports
Telnet Port 23 (Default: 23)
Internet Access Control HTTP Port a0 (Default: €0)
allow management from the Internet HTTPS Port 443 (Default: 443)
Demain name allowed
FTP Port 21 (Default: 21)
FTP Server
TROG9 Port 6069 (Default: 8069)
HTTD Sarver Enforce HTTPS Arrass

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.

Applications >> Bonjour .o

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server

SSH Server

LPR Printer Server

EEEOE

[ Ok ] [ Cancel ]

5. Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox

Birowser Configuration Options

Diagnostic Infarmation

Interface Name Type Domain Service Info
2 DS1010P lus _http._tep local. Select a service on the left to view
further details
2 DE1010P lus(WWebDAY) _http_tep local
2 HP Laserlet 1300 _ipp._tcp. local
2 igor Router _ftp_tep local
2 igor Router _http._tep local.
2 igor Router _printer._top. local.
2 igor Router _ssh._tcp. local.
2 igor Router _telnet._tcp local
0
2 tetseng-virtual-machine hW) _udisks-zsh._tcp local
2 tetsengvirtualmaching [00:0c:29:78: be:24] _wiorkstation._top. local.
2 tormkac-desktop [00:0c:29:26:09:54d] _workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Prinker
Mame Microsoft KPS Document YWriker Properties...
Stakus Auka HP Laserlet 1200 Series PCL on RD-KC
Auko Microsoft KPS Document Writer on RD-KC
Type Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Lacation Wigar Router
Carnrnert
[ ] Prink ko file
Print range Copies
(&) &ll pages Mumber of copies -
(O Pages 1 =, =,
) | | [ 2 3 [ 2 3 Collate
Selection 1 1
Qpkions, ., [ (0] 4 l [ Zancel ] [ Help
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Application Notes

A-1 How to Configure Customized DDNS?

This article describes how to configure customized DDNS on Vigor routers to update your IP to
the DDNS server. We will take “Changeip.org” and “3322.net” as example. Before setting,
please make sure that the WAN connection is up.

Part A : Changeip.org

Online Status

Physical Connection

System Uptime: Oday 2:25:59

IPv4 IPvé
LAN Status Primary DNS: 168.95.192.1 Secondary DNS: 168.95.1.1
IP Address RX Packets
i iser e 1036
WAN 1 Status => Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet 1wiz PPPOE 2:25:53
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
1.169.185.242 168.,95,98.254 14851 9506 11281 Q12

Note that,

166

Username: jo***

Password: jo*****xxx

Host name: j*****_changeip.org
WAN IP address: 1.169.185.242

- =

£Y R Hotmad | J SRINEIEES Home Page

wew.changep. comidynz

Following is the screenshot of editing the HTML script on the browser to update your IP to the
DDNS server.

SMEREE ) REEN o

200 Succesaful Update [(Address U=ed: 1.169.185.242)

Updated carger: . changeip.org

Fpdated 1 ho=st records
Updated 0 zon= serial nusbers
Fewviewed 1 poazible records
Toral updaces: 75

Lockour councer: 1 our of &0
Lockour feaec: 60 mina
Elmpaed cime: 0.01 seconda
NIC wvermlon: £.68

For X¥AL output add fxmi=1
Use 550 for better security.
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Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for Customized DDNS

client.

Applications >> Dynamic DNS Setup »> Dynamic DNS Account Setup

Index =1

¥ Enable Dynamic DNS
WAkl Interface

Service Provider

Provider Host

Account
WWAMT First 7

Custarnized v

changeip.org

2. Set the Service Provi

3. Set the Service API a

Service API Jdynamic/dns/update ., asp?
u=30 M =0 MNP s 1105 niane =) ML changeip. orgaip=##HIP##Hc
md=updatefoffline=0
auth Type basic ¥
Connection Type | Http ¥
Server Response
Login Marne chronicB653 {max. 64 characters)
Password ~ |seessessess {max. 23 characters)
Wildcards
Backup Mx
mail Extender
Determine Real _
WaN 1P Internet IP ¥
0K Clear Cancel

der as Customized.

S:

/dynamic/dns/update.asp?u=jo***&p=jo******+**&hostname=j****.changeip.org&ip=###IP
### &cmd=update&offline=0

In which, ###|P### is a value which will be replaced with the current interface IP
address automatically when DDNS service is running. In this case the IP will be
1.169.185.242.

4.  After setting, the Customized DDNS service will be up, and our IP will be updated to the
DDNS server.

Part B : 3322.net

WAN 1
Link Status : Connected
MAC Address : 00-50-7F-C8-C6-A1
Connection : PPPoE
IP Address 1 111.243.178.53
Default Gateway : 168.95.98.254
Primary DNS : 168.95.192.1
Secondary DNS : 168.95.1.1

Username: bjx******
Password: 88xxx*xkk*

Host name: bi******* 3322 org
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168

WAN IP address: 111.243.178.53

To update the IP to the DDNS server via editing the HTML script, we can type the following
script on the browser:

‘aae members.3322.net/dyndns fupdate
a4 k- = ﬂ. :"' 5] mrmbﬂ‘..i!?l.nﬂ,l’d'(ndnc,lupdlllﬂhn‘ma.ml'-w.l!)!.nn}&m‘uip-llllﬂ'l!wilﬂ'(lrd-OFMmu-mnl.l'uhlllqrr.l'm!harkmse-NOM!“-I"-NCI HTTR{1.1

And the result will be

&5 a memibers. 332 2.net/dyndns fupdateThostname = . 332 2, crglmyip= G2 12 1IPK2 352 32 38wildeard = OFF Ama=mail e xchanger. e xtAback mo = HO&oHline =02 0HTTP/ 1.1
4 b & (] | B ) members 3322 net W—
ted 0 HE  Bomjew ™ Coccalev  Cocoalab  Yahoo!BM  oirs  swm  Mews ™

Oighal.. | MscOS. | Bomur,, | waDC. | Misey | Blesaen. | RO, | pleshe.. | 200202, | locked. | S@apl, | OwTe. | m
good 111,241.178.51

“good 111.243.178.53” means our IP has been updated to the server successfully.
Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for Customized DDNS
client.

Applications => Dynamic DNS Setup »>> Dynamic DNS Account Setup

Index : 1

#| Enable Dynamic DNS Account
WiaM Interface WANT First

Service Provider | Customized v
Provider Host members.3322.net
Service AP /dyndns/update?

hostname=h gt . 3322 . orgenmyip=HE#IP### vl ldecard=0OFF émx=mail
.exchanger .ext thackmx=NOgoffline=NO

Auth Type basic ¥
Connection Type | Hitp ¥

Server Response

Login Marme chronicB653 {max. 64 characters)
Password {max. 23 characters)
wildcards
Backup Mx

Mail Extender

Determine Real
WAN IP Internet IP

8134 Clear Cancel

2.  Set the Service Provider as Customized.
3. Set the Provider Host as member.3322.net.

4. Set the Service API as:

/dyndns/update?hostname=yourhost.3322.org&myip=###P###&wildcard=OFF&mx=mail
.exchanger.ext&backmx=NO&offline=NO

5.  Enter your account and password.

6. After the setting, the Customized DDNS service will be up, and our IP will be updated to

the DDNS server automatically.
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Part C : Extend Note

The customized Service Provider is also eligible with the ClouDNS.net.

ece 14 coudns et/ a0 yraicURL =M TUZMTELOJEONTALMZAGDAYODE MO ZGQ32Z Mz

Applications »> Dynamic DNS Setup »> Dynamic DNS Account Setup

Index : 1

¥ Enable Dynamic DNS Account

WAl Interface WWANT First v

Service Provider |Cust0mized v |

Provider Host [members.ﬁﬂ.mt
Service API

Jdyndnz/update?
hostname=h gyt . 3322 . orgenyip=HEEIPEEE cvl ldecard=0FF Smx=mail
.exchanger .ext ébackmx=NO&offline=NO

Au\h Type
Confpiection Type | Hitp v

[Server Response |OK | ]
Login Mame |chr0ni0655_3 | {max. 64 characters)
Password | {max. 23 characters)
) wildcards
[ Backup M

Mail Extender | |

Deﬂtermi @ Real _
WAN IP Internet P

| [0]24 | | Clear | | Cancel
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[I-5 Routing

170

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Load Balance
You may manually create policies to balance the traffic across network interface.
Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing

Specify routing policy to determine the direction of the data transmission.

1)

Info For more detailed information about using policy route, refer to SUPPORT
>> TECH SUPPORT >> KNOWLEDGE BASE on www.draytek.com.
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Web User Interface

11-5-1 Static Route

Go to Routing to open setting page and choose Static Route. The router offers IPv4 and IPv6
for you to configure the static route. Both protocols bring different web pages.

11-56-1-1 Static Route for IPv4

Routing == Static Route Setup

IPvd IPv6 | Setto Factory Default | View Routing Table

Index Enable Destination Address Mask Gateway Interface

i e R O A e

-
=

M = = | = = [ | =
E o - e R Rl o i

OK Cancel

Backup settings: Upload From File: | S4B = | #BEFREE

Backup Restore

Available settings are explained as follows:

Item Description

Index The number (1 to 2_0) under Index allows you to open next
page to set up static route.

Enable Check the box to enable such profile.

Destination Address Displays the destination address of the static route.
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Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing Routing Table Displays the routing table for your reference.
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Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Router C
192.168.1.1

Router A N
192.168.1.2 Router B
(Gateway:192.168.1.1) 192.168.1.3

Private Subnet
192.168.10.0/24

Private Subnet

—_ 1

’ ‘ 211.10.88.0/24
== User B

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

(1)

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with
different subnets.
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2. Click the Routing>> Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

Routing >> Static Route Setup

Index No. 1
Enable
Destination IP Address 192.165.10.0
Subnet Mask 255,255 255255/ 32
Gateway IP Address 192.168.1.2
Metwork Interface LANT ¥
Note:

WAN4, WANS, WANGS are PVCs or VLANs that can be configured on the Multi-PVCIVLAN page.
OK Cancel Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Type the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such
static route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be

forwarded to 192.168.1.3. Click OK.

Routing >> Static Route Setup

Index No. 2
¥/ Enable
Destination IP Address 211.100.88.0
Subnet Mask 255.285.255.0/24 v
Gateway IP Address 192.168.1.3
Network Interface LANT v
Note:

WAN4, WANS, WANG are PVCs or VLANSs that can be configured on the Multi- PWCIVLAN page.
oK Cancel Delete
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4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics > View Routing Table

IPwd
| BRefresh |

Eevy Destination Gateway Interface -
2~ 192.168.10.0/ 255.255.255.0 wia 192.165.1.2 LiN1
Cr 192.1658.1.0/ 255.255.255.0 directly connected LAMN1
B~ 211.100.88.0/ 2585.255.2Z55.0 wvia 192.165.1.3 LAN1

w

)
key
C: Connected S Static R: RIP *: default ~ 1 private

11-5-1-2 Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

Routing == Static Route Setup

IPv4d IPvG Set to Factory Default View IPv6 Routing Table |
Index Enable Destination Address Gateway Interface
1.
2.
3.
4.
5
6.
1.
8.
9.
10.

Available settings are explained as follows:

Item Description

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Enable Click the box to enable such profile.

Destination Address Displays the destination address of the static route.

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing IPv6 Routing Displays the routing table for your reference.

Table

Click any underline of index number to get the following page.
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Routing => Static Route Setup

Index No. 1

Enable

Destination IPve Address / Prefix - /
Len 0

Gateway IPve Address
Metwork Interface LANT »

OK Cancel Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address / | Type the IP address with the prefix length for this entry.
Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static

route.

When you finish the configuration, please click OK to save and exit this page.

11-5-2 Route Policy

[1-6-2-1 General Setup

Routing => Route Policy d
Route Policy 10 v | rules per page | Set to Factory Default | Diagnose
Index Enable Comment Protocol Interface Priority Sgég_f S;Ide D;tsatép Diitdlp EF)'sftt EF)'sftt MS;e glgxi
Start End
1 Any WAN1 200 Any Any Any Any Any  Any Down
2 Any WAN1 200 Any Any Any Any Any  Any UP Down
3 Any WAN1 200 Any Any Any Any Any Any UP Down
4 Any WAN1 200 Any Any Any Any Any  Any UP Down
5 Any WAN1 200 Any Any Any Any Any Any UP Down
[ Any WAN1 200 Any Any Any Any Any  Any UP Down
1 Any WAN1 200 Any Any Any Any Any Any UP Down
8 Any WAN1 200 Any Any Any Any Any  Any UP Down
9 Any WAN1 200 Any Any Any Any Any Any UP Down
10 Any WAN1 200 Any Any Any Any Any  Any UP Down
<= 110 | 11-20 | 21-30 == Next ==

Wizard Mode: most frequently used settings in three pages

* Advance Mode: all settings in one page

OK
Available settings are explained as follows:
Item Description
Index Click the number of index to access into the configuration
web page.
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Enable

Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is
matched.

Priority Display the priority value for such route policy profile.

Src IP Start Displays the IP address for the start of the source IP.

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.

Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start

Displays the IP address for the start of the destination port.

Dest Port End

Displays the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.

Wizard Mode

Allows to configure frequently used settings of route policy
via three setting pages

Advance Mode

Allows to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Routing >> Route Policy

Index: 1 Criteria

Load-Balance/Route Policy applies to packets that meet the following criteria
Source IP & Any
Src IP Start Src IP End
Destination IP ® Any
Dest IP Start Dest IP End
Country Object
Back MNext = Finish Cancel

Available settings are explained as follows:

Iltem Description

Source IP Any - Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified WAN
interface.

Src IP End - Type the source IP end for the specified WAN
interface. If this field is blank, it means that all the source

IPs inside the LAN will be passed through the WAN
interface.
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Destination IP Any - Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the specified
WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Country Object - Specify a country object. All the IPs
coming from the country (countries) specified in the object
will be passed through the WAN interface.

3. Click Next to get the following page.

Routing »> Route Policy

Index: 1 Interface

Load-Balance/Route Policy directs the packets to the interface below

Interface WAN1 v

< Back Next = Finish Cancel

Available settings are explained as follows:

Item Description

Interface Use the drop down list to choose an interface or VPN profile.
Packets match with the above criteria will be transferred to
the interface chosen here.

4. After specifying the interface, click Next to get the following page.

Routing »> Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force MAT

The current setting is:

® Force WAT
@] Force Routing
< Back ] [ Mext =
Available settings are explained as follows:
Iltem Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.
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Routing == Route Policy

Index: 1 Configuration Summary

Criteria

Source IP
Destination IF

Interface

Any
Any

WAM1

More options

Force MAT

< Back | |

Next =

Finish

| | Cancel

6. If there is no error, click Finish to complete wizard setting.

Routing > Route Policy

9

Route Policy 10 v | rules per page | Setto Factory Default | Diagnose
Index Enable Comment Protocol Interface Priority Ssrt;l_f SécnéP Dsefatrip DEE:dIP Esf‘tt I:F')srg‘tt Move Sg:{i
Start End

1 v Any WANL 200 Any Any Any Any  Any  Any Down
2 Any WAML 200 Any Any Any Any Any Any UP Down
3 Any WAN1 200 Any Any Any Any Any Any UP Down
4 Any WANL 200 Any Any Any Any Any  Any UP  Down
5 Any WAN1 200 Any Any Any Any Any Any UP Down
6 Any WAN1 200 Any Any Any Any Any  Any UP Down
T Any WANL 200 Any Any Any Any Any  Any UP Down
8 Any WANL 200 Any Any Any Any Any Any UP Down
9 Any WAN1 200 Any Any Any Any Any Any UP Down
10 Any WANL 200 Any Any Any Any Any  Any  UP  Down

<« 110 | 11-20 | 21-30 == Next ==

® Wizard Mode: most frequently used settings in three pages

Advance Mode: all settings in one page
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click Index 2 to access into the following page.

Routing == Route Policy

Index: 2
Enable
Comment Delete
Criteria
Protocol Any v
Source IPRange v
Start: End:
Destination Any v
Destination Port Dest Port Range ¥
Start: End:
Send via if Criteria Matched
Interface ® WAN/LAN WAN1 M
VEN VPN 1.777 ¥
Gateway ® Default Gateway
Specific Gateway
Packet Forwarding to #® Force NAT
i i .
WAN/LAN via Force Routing
Failover to ® WAN/SLAN Default WAN v
VPN WPN 1777 ¥
Route Policy |Index1 ¥
Gateway ® Default Gateway
Specific Gateway |0.0.0.0
;Priority

OK Clear Cancel Diagnose

Available settings are explained as follows:

Iltem Description

Enable Check this box to enable this policy.

Comment Enter a brief explanation for such profile.

Protocol Use the drop-down menu to choose a proper protocol for the
WAN interface.

Source Any - Any IP can be treated as the source IP.
IP Range - Define a range of IP address as source IP
addresses.

@ Start - Type an address as the starting IP for such profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

@ Mask - Use the drop down list to choose a suitable mask
for the network.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.
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Destination

Any - Any IP can be treated as the destination IP.

IP Range - Define a range of IP address as destination IP
addresses.

@ Start - Type an address as the starting IP for such profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

@ Mask - Use the drop down list to choose a suitable mask
for the network.

Domain Name - Specify a domain name as the destination.

@® Select - Click it to choose an existing domain name
defined in Objects Setting>>String Object.

® Delete - Remove current used domain name.

® Add - Create a new domain name as the destination.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.

Country Object - Use the drop dwon list to choose a
preconfigured object. Then all IPs within that country will be
treated as the destination IP.

Destination Port

Any - Any port number can be treated as the destination
port.

Dest Port Range -

@ Start - Type the destination port start for the destination
IP.

® End - Type the destination port end for the destination IP.
If this field is blank, it means that all the destination
ports will be passed through the WAN interface.

Send to if criteria
matched

Interface - Use the drop down list to choose a WAN or LAN
interface or VPN profile. Packets match with the above
criteria will be transferred to the interface chosen here.

Gateway - Specific gateway is used only when you want to
forward the packets to the desired gateway. Usually, Default
Gateway is selected in default.

Packet Forwarding to WAN/LAN via - When you choose WAN
(e.g., WAN1) as the Interface for packet transmission, you
have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Failover to - Check this button to lead the data passing
through specific interface (WAN/LAN/VPN/Route Policy)
automatically when the selected interface (defined in Send
via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.

® Route Policy - Use the drop down list to choose an
existed route policy profile.

® Gateway - Specific gateway is used only when you want
to forward the packets to the desired gateway. Usually,
Default Gateway is selected in default.
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Priority Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the priority
of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default
value for route policy is “200” which means it has higher
priority than the default route.

3. When you finish the configuration, please click OK to save and exit this page.

[1-6-2-2 Diagnose

With the analysis done by such page, possible path (static route, routing table or policy route)
of the packets sent out of the router can be traced.

Diagnostics >> Route Policy Diagnosis \d
Test how the packets will be routed

Mode ® analyze a single packet
Analyze multiple packets by uploading an input file

Packet Information

Protocol |Any

v
Src IP Specify an IP v | [192.168.1.2
Dst IP Specify an IP v |[8888
Dst Port | Any Port v
Analyze
Analysis
\ | / The packet was dropped because the send-to interface of the
_ matched policy "policy 1" was inactive and there was no failover
the packet LAN \ _@ setting
Vigor2765
Matched Route Matched Policy

tched Priority

olicy.

Al
Route Policy 2 200 No

close

or

Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode O analyze a single packet
@&  analyze multiple packets by uploading an input file

Input File
BIEEZR | REEES { download an example input file)

Available settings are explained as follows:

Item Description

Mode Analyze a single packet - Choose such mode to make Vigor
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router analyze how a single packet will be sent by a route
policy.

Analyze how multiple packets... - Choose such mode to
make Vigor router analyze how multiple packets in a
specified file will be sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol - Specify a protocol (ICMP/UDP/TCP/ANY) for
diagnosis.

Src IP - Type an IP address as the source IP.

Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Input File Select - Click the download link to get a blank example
file. Then, click such button to select that blank “.csv” file
for saving the result of analysis.

Mode
O analyze how a packet will be sent

@ prmn
Input Fil?g}gﬁ; lgﬂ diagnos_example_input_file cov
4 4B
Analyze
BEE TH#H -
THEERE T HLiH

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Lot Balamocr Rtz Polinzy == Disanrnsa: *.)

Mode

analyze
= analyze

acket will be sent
gl packeds o

Ingust Fil
WTEE { clommiuasd o estarngile nput fe)
Anale

Analysis &xport analysis

Note that the analysis was based on the current

"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.
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Application Notes

A-1 How to set up Address Mapping with Route Policy?

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

This document introduces how to set up address mapping with Route Policy. When a WAN
interface has multiple public IP addresses, Administrator may specify the outgoing IP for
certain internal IP address by a Route Policy.

1. Set up WAN IP Alias. Go to WAN >> Internet Access >> Details Page, and click on WAN
IP Alias button.

[ 192.168.1 1dachwipalias htm ¥
VAN IP Alias { Multi-NAT )
Index Enable AU, WAN IP
1.
2, 1721711
3. 17217.2.7|
4, O 0.0.0.0
5. O 0.0.0.0
&. O 0.0.0.0
7. O 0.0.0.0
8. O 0.0.0.0
<< 18916 | 17-24 | 2532 = Next >
[ ok [ Glearal ] [ close |

(1) Check Enable.
(2) Enter the WAN IP address.
(3) Click OK to save.

After setting up the WAN IP Alias, the IP addresses will be shown in the drop-down list of
Interface in Route Policy setting.
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2. Go to Routing>>Route policy. Create a Route Policy for specific IP address to send from
specific WAN IP Address.

Routing == Route Policy

Index: 1
¥ Enable
Comment Floor_1 Delete
Criteria
Protocol Any v
Source IP Range v
Start:|192.168.1.20 End:|192.168.1.30|
Destination Any v
Destination Port Any v
Send via if Criteria Matched
Interface ) WAN/LAN WAN1 M
VEN VPN 1.297 v
Gateway ® Default Gateway
Specific Gateway
Packet Forwarding to ® Force NAT
i i .
WAN/LAN via Force Routing
Failover to ® WANSLAN Default WAN v
VEN WPN 1777 v
Route Policy |[Index1 ¥
Gateway * Default Gateway
Specific Gateway (0.0.0.0
JPriority

oK Clear Cancel Diagnose

Enable this policy.
Enter Source IP as the range of private IP address.

Leave the Destination IP and Port as Any.

Select Interface as WAN, and then select Interface address from the drop-down list.
(The List can be edited in WAN IP Alias setting.)

® Enable Failover to other WAN so the traffic will be sent via other Interface when
the path fails. But do not enable this option if you want the traffic only to use a
designated IP address.

® Click OK to save.

3.  After the above configuration, packet source from the range between 192.168.1.20 and
192.168.1.30 sent to the Internet will use the public IP 172.17.1.1.
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A-2 How to use destination domain name in a route policy?

Route Policy supports using a domain name as destination criteria. It provides a more direct
way to set up route polices if the network administrator is trying to specify the gateway for
the traffic that destined for a certain website.

To use a destination domain name as criteria, just select Domain Name as Destination in
Criteria, and enter the domain name in the empty field.

Criteria
Protocal Ary v
Source IF Range »
Start:192.168.1.20 End:[182.168.1.30
Destination Dormain Mame s
-|zerver! draytekcom
Add
Destination Port iy

Or you may click Select, and use a string that is pre-defined in Objects Settings >> String
Object as the domain name.

- | ] 192.168.1 . 1idoc/stoobislt hin
2series
! Ohjects Setting => String Object

-04ad-Bdlance/Holute Folicy

Index String

ndex: 1 O 1 Floor_1
Enahle O 32 Floor_2
(4] 33 sdapot
Comment Floor_1' (O] 34 portal.draytek.com
| (4] 65 Floor_3
Criteria O 66 Draytek Hotspot
[ 5] 67 portal.draytek.com
Protocol Any O 102 Floor_1
Source IP Rant
? [ ok | [ cancel |
Startif o
Destination Domaik
-iserver!.draytek.com Delete
Add
Destination Paort Any w
Send via if Criteria Matched

Click Add too add more domain names, we can set up to 5 domain names in one route policy.

Destination Domain Mame |+
34 -|portal.draytek.com
-|server2. draytek.com
-|serverd.draytek.com
-|serverd.draytek.com
Add{up to 5)
Destination Port Any w
Send via if Criteria Matched
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Auto-create String Objects

If you manually enter the domain name in a route policy, after clicking OK to apply the route
policy, those domain names will be given a number.

Destinatian Diomain Mame
34 - |portal draytek. com
103 -|server2 draytek.com
104 - |serverd. draytek. com
105 -|serverd. draytek.com
Add{up to 5)

Destination Port Any v

Send via if Criteria Matched

That means the router has automatically created string objects for those domain names, so
that they can be used in other route policies or other functions.

Ohjects Setting == String Object

10 * | strings per page | Setto Factory Default |

Index  String
101 O
102 Floor_1 O
103 server2.draytek.com i
104 server3.draytek.com O
105 serverd.draytek.com i

Add
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Part lll Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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I11-1 Wireless LAN

190

This function is used for “n / ac” models only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2765 wireless series router (with “n” in model
name) is designed for maximum flexibility and efficiency of a small office/home. Any
authorized staff can bring a built-in WLAN client PDA or notebook into a meeting room for
conference without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN
enables high mobility so WLAN users can simultaneously access all LAN facilities just like on a
wired LAN as well as Internet access.

Vigor2765 wireless router is a highly integrated wireless local area network (WLAN) for 2.4
GHz 802.11n WLAN applications. Vigor2765 “n / ac” series router supports 802.11n up to 300
Mbps for 40 MHz channel operations.

Info The actual data throughput will vary according to the network conditions

and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

&

« =

SSID: draytek
Channel: 6
Mode: WEP only

Multiple SSIDs
Vigor router supports four SSID settings for wireless connections. Each SSID can be defined

with different name and download/upload rate for selecting by stations connected to the
router wirelessly.
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Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

1)

Info The password (PSK) of default security mode is provided and stated on the
label pasted on the bottom of the router. For the wireless client who wants
to access into Internet through such router, please input the default PSK
value for connection.

:8
FCC ID:RRK-WMPNDO2AN

~ WPA+WPA2 Password:
. SSEe TW43YM

LR

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more

flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.

Manage Wireless Stations - Station List

It will display all the stations in your wireless network and the status of their connection.
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WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPA2.
AP Router Connection Wireless
VA Client
Set SSID and Wireless
Encryption . Card Installed
(WPA/WPA2)
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Web User Interface

Wireless LAN (2.4

Wireless Wizard

I11-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or

internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wizards>>Wireless Wizard.

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

MName: |DrayTeI-c |
Maode: [Mixed(11b+11g+11n) v |

Channel: | Channel 6, 2437TMHz ¥ |

Security Key: | ------------- |

Wireless 5GHz Settings
[l Use the same SS5ID and Security Key as above

Mame: |DrayTek_5(3 |
Mode: | Mixed (11a+11n+11ac) v |

Channel: | Channel 36, 5160MHz v |

Security Key: | ------------- |
Note:

The host AP configured here will be used for home or internal company use.

| < Back | | Next = | | Finish | | Cancel

Available settings are explained as follows:

Item Description

Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
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required.

Mode

Available modes are different based on 2.4GHz and / or 5GHz
supported by Vigor router.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6 (for 2.4GHz) or 36 (for 5GHz). You may
switch channel if the selected channel is under serious
interference. If you have no idea of choosing the frequency,
please select Auto to let system determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After entering the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings
Enable '® Disable

SSID: DrayTek Guest

Security Key:

Wireless 5GHz Settings
Enable '® Disable

Bandwidth Limit: Enable Total Upload 30000 kbps Total Download 30000 kbps

Use the same SSID and Security Key as above
SSID: DrayTek_5G_Guest

Security Key:

Note:

access only.

The configured guest AP will not be able to access the LAN network, VPN connections, or communicate
with wireless devices connecting to the router's other APs. This AP interface shall be used for Internet

< Back Next = Finish Cancel

Available settings are explained as follows:

Item

Description

Enable/Disable

Click it to enable or disable settings in this page.

SSID

Type the SSID name of this router. (SSID1)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
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"0x321253abcde...").

Bandwidth Limit It controls the data transmission rate through wireless

connection.

Total Upload - Check Enable and type the transmitting rate
for data upload. Default value is 30,000 kbps.

Total Download - Type the transmitting rate for data
download. Default value is 30,000 kbps.

Use the same SSID Check the box to use the same settings configured above.

and Security Key as

above
Next Click it to get into the next setting page.
Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2.4GHz Settings

Mode:Mixed(11lb+11g+11n)
Channel:Channel 6, 2437MHz

Host AP
SSID Mame:DrayTek
Security Key:292923312

Guest AP

Status:Enabled

SSID Mame:DrayTek_Guest
Security Key: 789456456
Bandwidth Limit:Disabled

Wireless 5GHz Settings

Mode:Mized (11a+11ln+11ac)

Channel:Channel 149, 5745MHz

Haost &P
SSID Mame:DrayTek_5G
Security Key:33322211132

GLest AP

Status:Enablaed

SSID Mame:DrayTek_S5G_Guest
Security Key:963852741

[ Finigsh | [ Cancel |

6. Click Finish to complete the wireless settings configuration.
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l11-1-2 General Setup

By clicking the Wireless LAN>> General Settings, a new web page will appear so that you
could configure the SSID and the wireless channel. Please refer to the following figure for

more information.

Wireless LAN(2.4GHz) == General Setup

General Setting ( IEEE 802.11 )

¥/ Enable Wireless LAN
Radio

Mode

Channel:

SSID

Index Enable Active

Mixed{11b+11g+11n) ¥
Channel 6, 2437TMHz v

- DrayTek_Guest
Max: 31 characters

- Max: 31 characters

1 - DrayTek

2

3 -

4
Schedule

Schedule Profile

Schedule 1 None v
Schedule 2 None v
Schedule 3 None v
Schedule 4 None v

Hide Isolate Isolate

SsID SSID Member VPN

Apply To
S5ID1 #Issip2 Wissipa ¥ SsID4
S5ID1 Wissip2 #ssID3 W SsID4
55101 #Issip2 Wissipz ¥ SsID4
ssipi Wissip2 Wissipz W SsIDd

Note:

1.Isolate Member: Prevent the clients associated with this SSID from accessing each other.
2. Isolate WPN: Block the wireless clients from accessing the VPN network and prevent wireless traffic

being sent to VPN conneactions.

3.0nly the action "Force Down" in the Schedule Profile will be applied to WLAN, other actions will be

ignorad.

OK Cancel

Available settings are explained as follows:

Item

Description

Enable Wireless LAN

Check the box to enable wireless function.

Mode

At present, the router can connect to 11b Only, 11g Only,
11n Only (2.4GHz), Mixed (11b+11g), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply choose
Mixed (11b+11g+11n) mode.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

SSID

Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

Hide SSID

Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
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you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

Isolate

Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Schedule Profiles

Set the wireless LAN to work at certain time interval only.
You can choose schedule profiles pre-defined in Applications
>> Schedule. Check the SSID number box to apply the
selected schedule.

After finishing all the settings here, please click OK to save the configuration.
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111-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

By clicking the Security, a new web page will appear so that you could configure the settings
of WPA and WEP.

Wireless LAN(2.4GHz) == Security Settings

SSID 1 SSID 2 SSID 3 SSID4
SsID CrayTek
Mode: | Mixed(WPA+WPAZYPSK v
WPA
Encryption Mode: TKIP for WPA/AES for WPAZ

S |

Pre-Shared Key{PSK):

Password Strength:

Note:
Type 8~63 ASCII characters, for example: "cfgs0la2...".

For strong passwords:

1. Use at least 12 characters.

2. Include at least 3 of the following 4 types of characters: digits, uppercase letters,
lowercase letters, and non-alphanumeric characters (such as $ % ).

WEP
Encryption Mode: 64-Bit v
" Key1: | |
Key 2 : | |
Key 3 : | |
Key 4 : | |
Note:

Please configure the RADIUS Server if 802.1X is used.

For 64 bit WEP key configurations, please insert 5 ASCII characters, for example:
"AB312".

For 128 bit WEP key configurations, please insert 12 ASCII characters.

0K | | Cancel
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Available settings are explained as follows:

Item

Description

Mode

There are several modes provided for you to choose.

(1)

Info You should also set RADIUS Server
simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.
WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption key
should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Password Strength - The system will display the password
strength (represented with the word of weak, medium or
strong) of the PSK specified above.

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4B4CAD).

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
can be entered in ASCII or Hexadecimal. Check the key you
wish to use.

After finishing all the settings here, please click OK to save the configuration.
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l11-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN(2.4GHz) == Access Control

Access Control

Enable Mac Address Filter nite List ¥ | SSID1 DrayTek

I
\White List ¥ | SSID2 DrayTek_Guest
White List ¥ | SSID3
hite List ¥ | SSID4

MAC Address Filter (Max. 64 entries)

Index ibute MAC Rddress 2pply 55T

Client's MAC Address :

Apply SSID : SSID 1 SSID 2 SSID 3 SSID 4
Attribute : s: Isolate the station from LAN
Comment :
Add Delete Edit Cancel
OK Clear All
Backup Access Upload From File:
Back ; .

Control: SR mEaE | AREEAEE fesion

Note:
Support AP ACL configuration file restoration.

Available settings are explained as follows:

Item Description

Enable Mac Address Filter | Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.

MAC Address Filter Display all MAC addresses that are edited before.

Client’s MAC Address Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the

wireless connection of the wireless client of the MAC address
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from LAN.

Comment Type a brief description for the specified client’s MAC
address.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

Backup Access Control Settings on this web page can be saved as a file which can be
restored in the future by this device or other device.

Upload From File Eestore wireless access control settings and applied onto this

evice.

After finishing all the settings here, please click OK to save the configuration.

I-1-5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and
WPA2.

AP Router Connection Wireless
via WPS Client

»P<« =

Set SSID and Wireless
Encryption . Card Installed
(WPA/WPA2) Pin Code

1)

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor router series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

AP Router PBC Wi_rEIESS

Client

D) I (G
sl  ws "J
m ;/ﬁ'—\
WPS WPS
Start PBC| OF
Web Button on

Interface AP Router

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

AP Router Wireless
. Client
» «

PIN Code
PIN Code of Station
Web Interface

i

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

' "_'., WES only supports in WEA/WEAZ-FEE Mode.
.

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Below shows Wireless LAN>>WPS web page:

Wireless LAN(GGHz) => WPS (Wi-Fi Protected Setup)

M Enable wps

Wi-Fi Protected Setup Information

WPS Status Configured
SSID DrayTek_5G
Authentication Mode Mixed(WPA+HWPAZY/PSK

Device Configure

Configure via Push Button Start PBC
Configure via Client PinCode Stant PIN
Note:

WPRS can help your wireless client automatically connect to the Access point.
© WPS is Disabled.

: WPS is Enabled,
1 Waiting for WPS requests from wireless clients,

Available settings are explained as follows:

Item Description
Enable WPS Check this box to enable WPS setting.
WPS Status Display related system information for WPS. If the wireless

security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1
only.
Authentication Mode Display current authentication mode of the router. Only

WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button | Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client Please input the PIN code specified in wireless client you
PinCode wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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111-1-6 WDS (for WLAN 5 GHz)

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.
®  Extend the coverage range of a WLAN.
To meet the above requirement, two WDS modes are implemented in Vigor router. One is

Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

Bridge PC User2
Mode

- e
== AC:00:50:10:7F:11:22 MAC :00:50:15:6p:31:20 S

Wireless Connected

The application for the WDS-Repeater mode is depicted as below:

V
Repeater Mode
) ( ) NotebookA
Notebook B
*ii; MAC 00:50:10:7f:11:22 MAC:00:50: 15 6p:31:20

|
I -
PC User1 -

. e
L,} Notebook C

PC User2 \/

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

(‘_

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.
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L L
= 5
Josv e

|
Host with Host with Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN(5GHz) == WDS Settings

WDS Settings Set to Factory Default
Mode: Disable Repeater
Enable Peer MAC Address
Security:
Disable WEP Pre-shared Key
WEP:

Use the same WEP key set in Security Settings.
Access Point Function:
Pre-shared Key: Enable Disable
Type:
WPA WPAZ2 Status:
Send "Hello" message to peers.

Key: Max: 66 characters
Note: Link Status
WPA and WPA2 are not compatible with DrayTek | Note:
WPRA, The status is valid only when the peer also

supports this function.

Type 8~63 ASCII characters, for example:
"cfgs01a2...".

OK Cancel

Available settings are explained as follows:

Item Description

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Repeater mode is for the second
one.

Security There are three types for security, Disable, WEP and

Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

Pre-shared Key Type - There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.g.2920n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Type 8 ~ 66 ASCII characters or 64 hexadecimal digits
leading by “0x”.
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Repeater If you choose Repeater as the connecting mode, please type
in the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Access Point Function Click Enable to make this router serve as an access point;
click Disable to cancel this function.

Status It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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I11-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN(2.4GHz) == Advanced Setting

HT Physical Mode

Operation Mode * Mixed Mode Green Field
Channel Bandwidth 20 ® 20/40 40

Guard Interval long '® auto

Aggregation MSDU(A-MSDU) * Enable Disable

Long Preamble Enable ® Disable
Packet-OVERDRIVE ™ TX Burst Enable ® Disable
Antenna ® 2T2R 1T1R

Tx Power ® 100% 80% 60% 30% 20% 10%
WMM Capable * Enable Disable

APSD Capable Enable ® Disable

Rate Adaptation Algorithm * MNew Old

Fragment Length {255 - 2346) (2346 bytes

RTS Threshold (1 - 2347) 2347 bytes

Country Code ( Reference)

Isolate 2.4GHz and 5GHz bands ® Epable Disable

OK

Available settings are explained as follows:

Item Description

Operation Mode Mixed Mode - the router can transmit data with the ways
supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth 20- Vigor Router will use 20Mhz for data transmission and
receiving between the AP and the stations.
20/40 - Vigor Router will scan for nearby wireless AP, and

then use 20MHz if the number of AP is more than 10, or use
40MHz if it's not.

40- Vigor Router will use 40Mhz for data transmission and
receiving between the AP and the stations.

Guard Interval It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.
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Long Preamble

This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Click Enable to
use Long Preamble if needed to communicate with this kind
of devices.

Packet-OVERDRIVE

This feature can enhance the performance in data
transmission about 40%* more (by checking Tx Burst). It is
active only when both sides of Access Point and Station (in
wireless client) invoke this function at the same time. That
is, the wireless client must support this feature and invoke
the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the following
picture of Vigor N61 wireless utility window, choose Enable
for TXBURST on the tab of Option).

Yigor N6l 802.11n Wireless USB Adapter Ditility: K‘

Configusation | Stetus
(tenersl Setting Advance Setting

Anto lavnch when Windows start np [ Dissble Radin
[ Remember mini status position Fragmentation Threshold : 2346
[ 22uto hide mind status RTS Threshold : 2347
[ Set mini status alweays on top Frequency : 802 11bghn - 2AGH |+
[ Ensble [P Setting and Proxgy Setting in Profile sdchoe Chammel 1 -
[] Group Roaming Adhoe Power Save Mode Disable

Tz Burst : Disable b

WLAN type to conmect

() Infrastroctore and Adhoc network
O Infrastrocture network only

O adhoe network onby

[ Auiomatically connect o non-preferred networks

_OK __Camel

T Buorst

()

Info * means the real transmission rate depends on
the environment of the network.

Antenna

Vigor router can be attached with two antennas to have good
data transmission via wireless connection. However, if you
have only one antenna attached, please choose 1T1R.

Tx Power

Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable

To apply WMM parameters for wireless data transmission,
please click the Enable radio button.

APSD Capable

The default setting is Disable.

Rate Adaptation Algorithm

Wireless transmission rate is adapted dynamically. Usually,
performance of “new” algorithm is better than “old”.

Fragment Length

Set the Fragment threshold. Do not modify default value if
you don’t know what it is, default value is 2346.
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(256 - 2346)

RTS Threshold (1 - 2347)

Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold of wireless radio. Do not modify default
value if you don’t know what it is, default value is 2347.

Country Code

Vigor router broadcasts country codes by following the
802.11d standard. However, some wireless stations will
detect / scan the country code to prevent conflict occurred.
If conflict is detected, wireless station will be warned and is
unable to make network connection. Therefore, changing
the country code to ensure successful network connection
will be necessary for some clients.

Isolate 2.4GHz and 5GHz
bands

The default setting is “Enable”. It means that the wireless
client using 2.4GHz band is unable to connect to the wireless
client with 5GHz band, and vice versa.

For WLAN 2.4GHz and 5GHz set with the same SSID name:

® No matter such function is enabled or disabled, clients
using WLAN 2.4GHz and 5GHz can communicate for
each other if Isolate Member (in Wireless
LAN>>General Setup) is NOT enabled for such SSID.

® VYet, if the function of Isolate Member (in Wireless
LAN>>General Setup) is enabled for such SSID, clients
using WLAN 2.4GHz and 5GHz will be unable to
communicate with each other.

After finishing all the settings here, please click OK to save the configuration.
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111-1-8 Station Control

Station Control is used to specify the duration for the wireless client to connect and
reconnect Vigor router. If such function is not enabled, the wireless client can connect Vigor
router until the router shuts down.

Such feature is especially useful for free Wi-Fi service. For example, a coffee shop offers free
Wi-Fi service for its guests for one hour every day. Then, the connection time can be set as “1
hour” and reconnection time can be set as “1 day”. Thus, the guest can finish his job within
one hour and will not occupy the wireless network for a long time.

Wireless LAN(2.4GHz) == Station Control

SSID1 SSID 2

SS5ID
Enable
Connection Time

Reconnection Time

SSID 3 SSID 4
DrayTek

1 hour v

1 day v

Display All Station Control List

Hotspot Web Portal

Note:

Once the feature is enabled, the connection time quota will apply to each wireless client {identified by

MAC address).

OK Cancel

Available settings are explained as follows:

Item Description

SSID Display the SSID that the wireless station will use it to
connect with Vigor router.

Enable Check the box to enable the station control function.

Connection Time /
Reconnection Time

Use the drop down list to choose the duration for the
wireless client connecting /reconnecting to Vigor router. Or,
type the duration manually when you choose User defined.

Display All Station Control
List

All the wireless stations connecting to Vigor router by using
such SSID will be listed on Station Control List.

Hotspot Web Portal

Click it to access into Hotspot Web Portal page for modifying
the settings if required.

After finishing all the settings here, please click OK to save the configuration.
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111-1-9 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Management
to make the bandwidth usage more efficient.

Wireless LAN(2.4GHz) == Bandwidth Management

SSID 1 SSID 2 SSID 3 SSID 4
SSID: DrayTek
Enable v
Bandwidth Limit Type Aute Adjustment ¥
Total Upload Limit{Kbps) 30000
Total Download Limit(Kbps) 30000
Note:

1. Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.
2. Allow auto adjustment could make the best utilization of available bandwidth.

OK Cancel

Available settings are explained as follows:

Item Description

SSID Display the specific SSID name.

Enable Check this box to enable the bandwidth management for
clients.

Bandwidth Limit Type Auto Adjustment - Bandwidth limit is determined by the

system automatically.

Per Station Limit - Bandwidth limit is determined according
to the limitation of the wireless client.

Total Upload Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data traffic (uploading)
for all of the wireless clients connecting to Vigor2765.

Total Download Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data clientstations
connecting to Vigor2765.

Upload Limit It is available when Per Station Limit is selected.

Type a value to define the maximum data traffic (uploading)
for each wireless client connecting to Vigor2765.

Download Limit It is available when Per Station Limit is selected

Type a value to define the maximum data traffic
(downloading) for each wireless client connecting to
Vigor2765.

After finishing this web page configuration, please click OK to save the settings
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[11-1-10 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN(2.4GHz) > Access Point Discovery

Access Point List

Index BSSID Channel RSSI SSID Authentication

Scan

See Statistics.

Note:

1. During the scanning process (~5 seconds), no station is allowed to connect with the router.
2. AP Discovery can only support up to 32 APs displayed on the screen.

Available settings are explained as follows:

Item Description

Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.

Statistics It displays the statistics for the channels used by APs.

Wireless LAN >> Site Survey Statistics

Recommended channels for usage:12345678910111213

AP number v.s. Channel

112|345 6|7 8|9 1011 12 13 14

Channel

Cancel
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I11-1-11 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise
applications.

Most of the applications are either symmetric or require more downlink than uplink capacity;
telephony and email send the same amount of data in each direction, while video streaming
and web surfing involve more traffic sent from access points to clients than the other way
around. This is essential for ensuring predictable performance and quality-of-service, as well
as allowing 802.11n and legacy clients to coexist on the same network. Without airtime
fairness, offices using mixed mode networks risk having legacy clients slow down the entire
network or letting the fastest client(s) crowd out other users.

With airtime fairness, every client at a given quality-of-service level has equal access to the
network's airtime.

The wireless channel can be accessed by only one wireless station at the same time.

The principle behind the IEEE802.11 channel access mechanisms is that each station has
equal probability to access the channel. When wireless stations have similar data rate, this
principle leads to a fair result. In this case, stations get similar channel access time which is
called airtime.

However, when stations have various data rate (e.g., 11g, 11n), the result is not fair. The
slow stations (11g) work in their slow data rate and occupy too much airtime, whereas the
fast stations (11n) become much slower.

Take the following figure as an example, both Station A(11g) and Station B(11n) transmit data
packets through Vigor router. Although they have equal probability to access the wireless
channel, Station B(11n) gets only a little airtime and waits too much because Station A(11g)
spends longer time to send one packet. In other words, Station B(fast rate) is obstructed by
Station A(slow rate).

pr— | . . |
\
'é }
Station A I,“ >
'é_—/ Time
Station B !
To improve this problem, Airtime Fairness is added for Vigor router. Airtime Fairness function
tries to assign similar airtime to each station (A/B) by controlling TX traffic. In the following
figure, Station B(11n) has higher probability to send data packets than Station A(11g). By this
way, Station B(fast rate) gets fair airtime and it's speed is not limited by Station A(slow rate).
pm— | | \I'l
S )
Station A I,’ ’
|é Time
Station B |
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It is similar to automatic Bandwidth Limit. The dynamic bandwidth limit of each station
depends on instant active station number and airtime assignment. Please note that Airtime
Fairness of 2.4GHz and 5GHz are independent. But stations of different SSIDs function
together, because they all use the same wireless channel. IN SPECIFIC ENVIRONMENTS, this
function can reduce the bad influence of slow wireless devices and improve the overall
wireless performance.

Suitable environment:

(1) Many wireless stations.
(2) All stations mainly use download traffic.
(3) The performance bottleneck is wireless connection.

Wireless LAN{GGHz) >> Airtime Fairness

O Enable Airtime Fairness

Triggering Client Number |2 (2 ~ 64) (Default: 2)

Note:

Please enable or disable this function according to the real situation and user experience. It is NOT
suitable for all environments.

[ Dk ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Airtime Fairness Try to assign similar airtime to each wireless station by
controlling TX traffic.

Airtime Fairness - Click the link to display the following
screen of airtime fairness note.

[ 172.17.3.110/wirelsss/ap_at_note.asp

Airtime Fairness Note:

3 * airtime is the time where a wireless station occupies the wirelees channel, Airtime Fairness function

i tries to assign sirilar airtime to each station by controlling T traffic, IN SPECIFIC ENVIRONMENTS,
this function can reduce the bad influence of slow wireless devices and improve the overall wireless
performance.

* Suitable enviranment ; (1) Many wireless stations. (2) All stations mainly use download traffic. (3)
The performance bottlensck is wireless connection.

* Triggering Client Number: airtime Fairess function is applied only when active station number
achieves this number,

Triggering Client Number -Airtime Fairness function is
applied only when active station number achieves this
number.

After finishing this web page configuration, please click OK to save the settings.
Info Airtime Fairness function and Bandwidth Limit function should be mutually

exclusive. So their webs have extra actions to ensure these two functions
are not enabled simultaneously.
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11I-1-12 Band Steering

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them
to that frequency. It helps to leave 2.4GHz band available for legacy clients, and improves
users experience by reducing channel utilization.

Disable
Bandsteering

If dual-band is detected, the AP will let the wireless client connect to less congested wireless
LAN, such as 5GHz to prevent from network congestion.

Enable
Bandsteering

Info To make Band Steering work successfully, SSID and security on 2.4GHz also
MUST be broadcasted on 5GHz.
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Open Wireless LAN (2.4GHz)>>Band Steering to get the following web page:

Wireless LAN(2.4GHz) == Band Steering

Enable Band Steering

Check Time for WLAN Client 5G Capability |15 second(s) (1 ~ &0) (Default: 15)

Note:
Please setup at least one pair of 2.4GHz and 5GHz Wireless LAN with the same SSID and security.

OK Cancel

Available settings are explained as follows:

Item Description

Enable Band Steering If it is enabled, Vigor router will detect if the wireless client
is capable of dual-band or not within the time limit.
Check Time.... - If the wireless station does not have the

capability of 5GHz network connection, the system shall wait
and check for several seconds (15 seconds, in default) to
make the 2.4GHz network connection. Specify the time limit
for Vigor router to detect the wireless client.

After finishing this web page configuration, please click OK to save the settings.

Below shows how Band Steering works.

AP Receives probe
request from client

240G

Check MO
SEIDSecurity on G
(same as 2.45)

v

5G YES

Check 1)
RE=51 value
2.4G<615 30 dbm

¥

YES

Check Time .
[0 ~ B0 seconds) Overtime
Wait for 55

connection request

L J

YES
L J
AP replies probe AP Receives probe
» request on 5G request on 2.4 G
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How to Use Band Steering?
1. Open Wireless LAN(2.4GHz)>>Band Steering.

2. Check the box of Enable Band Steering and use the default value (15) for check time
setting.

Wireless LAN(2.4GHz) == Band Steering

Enable Band Steering
Check Time for WLAN Client 5G Capability |15 second(s) (1 ~ &0) (Default: 15)

Note:
Please setup at least one pair of 2.4GHz and 3GHz Wireless LAN with the same SSID and security.

| 0K | | Cancel |

3. Click OK to save the settings.

4. Open Wireless LAN (2.4GHz)>>General Setup and Wireless LAN (5GHz)>> General
Setup. Configure SSID as DrayTek2762_BandSteering for both pages. Click OK to save the

settings.

Wireless LAN{Z.4GHz) >> General Setup

General Setting { IEEE 802.11 )
Enable Wireless LAN

Mode : [Mized(11b+110+11n) +|
Channel; | Channel 6, 2437MHz |
Enahle HideSSID SSIn \ Isolate Member Isolate VPN
1 DrayTek2782_BandSteering | | O O
2 O DrayTek_Guest |
3 | |

Hote:
Enabling the Isolate Member configuration will forbid the wireless clients associated
to the same SSID from connecting to each other,

Same value Wireless LAN({5GHz) >> General Setup
for 2.4GHz

and 5GHz

General Setting ( IEEE B02.11)

\ Enable Wireless LAN
Mode : [ Wixed ¢11a+11n+11a5) |
hannel: [ Channel 149, 5745MHz ||
Ehts\g HidaSSIn SSIn \ Isolate Member Isolate WPN
1 [ [DrayTek2762_Bandsteering | | O O
z O Draviek_66_Guest |
= O | |
4 0O | |
Note:
Enabling the Isolate Member configuration will forbid the wireless clients associated
to the same SSID from connecting to each other.
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5. Open Wireless LAN (2.4GHz)>>Security and Wireless LAN (5GHz)>>Security. Configure
Security as 12345678 for both pages. Click OK to save the settings.

Wireless LAN(2.4GHz) >> Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
Mode: Mixed(WPAHWPAZYPSK N
WP A
Encryption Mode: TKIP for WPASAES for WRAZ

Pre-Shared Key(PSK:

Password Strength;

Strong passw requirernents:

1. Have apA€ast 7 characters, including numbers and letters.

2, Haye7at least one upper-case letter and one lower-case letter,
tluding non-alphanumeric characters is a plus,

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs0laz..." or "Ox655abed. .. .".

Encryption Mode:

Same value Key 1: =
for 2.4GHz -
2 :
and 5GHz 4
Key 3
Wireless LAN(GGHZNe> Security Settings
SSID 1 SSID 3 SSID 4
Mode: Mixed (WP ARYPAZ)/PSK hd
WEA
Encryption Mode: TKIP for WPASAES for WPAZ
Pre-Shared Key{PSK):
Password Strength:
Strong password requirements:
1. Have at least 7 characters, including numbers and letters,
2. Have at least one upper-case letter and one lower-case letter,
3. Including non-alphanumeric characters is a plus.
Type 8~63 ASCII character or 64 Hexadecimal digits leading by "Ox", for example
'cfgs01a2..." or "Ox655abed....".
WEP

Encryption Mode:

key 1.
key 2
key 3

6. Now, Vigor router will let the wireless clients connect to less congested wireless LAN,
such as 5GHz to prevent from network congestion.
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[11-1-13 Roaming

The network signal for a single wireless access point might be limited by its coverage range.
Therefore, if you want to expand the wireless network in a large exhibition with a quick
method, you can install multiple access points with enabling the Roaming feature for each AP
to reach the purpose of expanding wireless signals seamlessly.

These access points connecting for each other shall be verified by pre-authentication. This
page allows you to enable the roaming feature and the pre-authentication.

Wireless LAN(2.4GHz) => Roaming

Router-assisted Client Roaming Parameters

® Disable RSSI Requirement

Strictly Minimum RSSI

Minimum RSSI

with Adjacent AP RSSI over

-73 dBm (|42 %) (Default: -73)
-66 dBm (|80 %) (Default: -66)

o

dB (Default: 5)

OK Cancel

Available settings are explained as follows:

Item

Description

Disable RSSI Requirement

When the link rate of wireless station is too low or the signal
received by the wireless station is too worse, Vigor router
will automatically detect (based on the link rate and RSSI
requirement) and cut off the network connection for that
wireless station to assist it to connect another Wireless AP to
get better signal.

This option is to disable the roaming mechanism.

Strictly Minimum RSSI

Vigor router uses RSSI (received signal strength indicator) to
decide to terminate the network connection of wireless
station. When the signal strength is below the value (dBm)
set here, Vigor router will terminate the network connection
for that wireless station.

Minimum RSSI

Minimum RSSI - When the signal strength of the wireless
station is below the value (dBm) set here and adjacent AP
(must be DrayTek AP and support such feature too) with
higher signal strength value (defined in the field of With
Adjacent AP RSSI over) is detected by Vigor router, Vigor
router will terminate the network connection for that
wireless station. Later, the wireless station can connect to
the adjacent AP (with better RSSI).

® With Adjacent AP RSSI over - Specify a value as a
threshold.

After finishing this web page configuration, please click OK to save the settings.
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111-1-14 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN({2.4GHz) == Station List

Station List
Advanced Neighbor

i
i
=
(=]

Index Status IF Rddress MAC Address

Refresh

Status Codes :

: Connected, No encryption.

: Connected, WEP.

: Connected, WPA.,

: Connected, WPAZ.

: Blocked by Access Control.

: Connecting.

: Fail to pass WPA/PSK authentication.

MZOmMETMO

Add to Access Control :

Client's MAC address

Note:
After a station connects to the router successfully, it may be turned off without notice. In that case, it
will still be on the list until the connection expires.

Add

Available settings are explained as follows:

Item Description

Refresh Click this button to refresh the status of station list.

Add Click this button to add current entered MAC address into
Access Control.
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Part IV VPN

Vigor2765 Series User’s Guide

VPN

SSLVPN

Certificate
Management

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two computers
across a shared or public network in a manner that
emulates the properties of a point-to-point private
link.

It is a form of VPN that can be used with a standard
Web browser.

A digital certificate works as an electronic ID, which is




IV-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:

® Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
® Exchange data between remote office and main office
°

POS between chain store and headquarters

Tele-worker 1

ﬁ ‘ Tele-worker 2

VPN Tunnel SEE G

Vigor router

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

Local Network Remote Network
192.168.1.0/24

172.16.2.0/24

Y= A

Remote Access (Remote Dial-in)

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network
192.168.1.0/24

T W e T R
_L = OOooorm S 192.168.1.100
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Web User Interface

Wizards

VYPH Client Wizard

IV-1-1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open Wizards>>VPN Client Wizard. The following page will appear.

VPN Client Wizard

Choose VPN Establishment Environment

Please choose a LAN-to-LAN Profile: 2 x 277
[Index] [Status] [Name] -
1 X ehedel
4 X 27
3 X Caries
4 x 222
5 = T
& = T
7 ® 227
g8 ® 227
] X ehedel
10 X ehedel
11 X ehedel
1z x cheies
13 X 227
14 = T
15 = T
18 = T
17 = 27
13 ® 227

lo 222 -

Available settings are explained as follows:

Item Description
Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile [Index] [Statu=] [Hame] A

1 = Y >

2 b4 77

R S A

4 = s

) b4 s

3 b4 s
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2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN Client Wizard

VPN Connection Setting

Security Ranking: Throughput Ranking:
Very High Very High
IPsec XAuth L2TP / PPTP (Mone Encryption)
IPsec IKEvZ2 EAP (only for NAT Mode)
L2TP over IPSec High
IPSec IKEvZ/EAP/IKEv1/XAuth
High
IPSec IKEV1/IKEW2 Medium
SSL L2TP over IPSec / PPTP (Encryption)
Medium Low
PPTP (Encryption) S5L
Low

L2TP / PPTP (Mone Encryption)

LAN-to-LAN VPN Client Mode Selection: Route Mode ¥
Select VPN Type: |PPTP (Encryption}) v |
Note: PPTP {Mone Encryption)

1. Please use Route Mode for typical LAN-to-LAN t PPTP (Encryption)
2.If the remote network is only expecting a single P s8¢ IKEV1
subnet then select NAT Mode. IPsec IKEV2

) . IPsec IKEvZ EAP
3. 1If f fi t lact R
you are unsure of your configuration selec IPecc XAuth

L2TP
L2TP over IPsec (Nice to Have) nish Cancel
L2TP over IPsec (Must)

|S5L

ed to route the

Item Description

LAN-to-LAN Client Choose the client mode.

Mode Selection Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose NAT mode,
otherwise please choose Route Mode.

Foute fode »

Select VPN Type Select suitable VPN type for the VPN client profile. There
are several types provided here. Different type will lead to
different configuration page.

After making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.

Info The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.
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When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the

following graphic:

VPN Client Wizard

VPN Client PPTP Encryption Settings

Profile Name
VPN Dial-Out Through

Always on

Server IP/Host Mame for VPN
(e.g. draytek.com or 123.45.67.89)

Username

Password

Remote Network IP
Remote Network Mask
Local Network IP
Local Metwork Mask

777
WAN1 First

777

0.0.0.0
2562562550/24 v
192.165.1.1
255.2562550/24 v

| =Back | | Next> | | Finish | | Cancel
When you choose IPsec, you will see the following graphic:
VPN Client Wizard
VPN Client IPsec Settings
Profile Name 77
VPN Dial-Out Through WAN1 First
Always on
Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89) 17218389
IKE Authentication Method
® Pre-SharedKey —  [reemesees
Confirm Pre-Shared Key — |seeeseen
Digital Signature {X.509)
Peer ID None
Local ID
Alternative Subject Name First
Subject Name First
Local Certificate None
IPsec Security Method
Medium (AH)
® High (ESP) AES with Authentication
Ramote Network IP 0.0.0.0
Remote Network Mask 255255255 0/24 v
Local Metwork IP 192.168.1.1
Local Metwork Mask 255 255255 0/24 ¥
| <Back | | MNext> | | Finish | | Cancel |
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When you choose L2TP, you will see the following graphic:

VPN Client Wizard

Profile Name 277
VPN Dial-Out Through WANT First v
Always on
(.. draytek.com of 123.45.67.69) 17216359
Server Port (for SSL Tunnel): 443
Username 777
Password
Remote Network IP 0.0.0.0
Remote Network Mask 255255 2550/24 ¥
Local Network IP 192.168.1.1
Local Network Mask 255255 2850/24 v
| <Back | | Next> | | Finish | | Cancel |

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you will see
the following graphic:

VPN Client Wizard

VPN Client LZTP over IPsec (Nice to Have) Settings

Profile Name 77

VPN Dial-Out Through WANT First v
Always on

Server IP/Host Name for VPN 172 16.3.89

(e.g. draytek.com or 123.45.67.89)
IKE Authentication Methed

* Pre-Shared Key
Confirm Pre-Shared Key — |esseseens
Digital Signature (X.509)
Peer ID None v
Local ID

Alternative Subject Mame First
Subject Name First

Local Certificate None v
IPsec Security Method

Medium (aH)

* High (ESP) AES with Authentication v
Username 7
Password
Remote Metwork IP 0.0.0.0
Remote Network Mask 2552552550/24 v
Local Metwork IP 192.168.1.1
Local Metwork Mask 255255 2550/24 v
| <Back | | Next> | | Finish | | Cancel |

When you choose SSL, you will see the following graphic:
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VPN Client Wizard

Profile Mame

777

VPN Dial-Out Through WAN1 First
Always on
(0. craytek.com of 123.45.67.69) 17216358
Server Port (for SSL Tunnel): 443
Username 77
Password
Remote Network IP 0.0.0.0
Remote Network Mask 255255 2550/24 v
Local Network IP 192165811

Local Network Mask 255255 2550/24 ¥

< Back Next = Finish Cancel

Available settings are explained as follows:

I[tem Description

Profile Name Type a name for such profile. The length of the file is limited

to 10 characters.

VPN Dial-Out Through | Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.
WANL1 First/ WAN2 First /WAN3 First - While connecting,
the router will use WAN1/WAN2/WAN3 as the first channel
for VPN connection. If WAN1/WAN2/WANS fails, the router
will use another WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only - While connecting, the
router will use WAN1/WAN2/WAN3 as the only channel for
VPN connection.

WANL1 Only: Only establish VPN if WAN2 down - If WAN2
failed, the router will use WAN1 for VPN connection.

WAN2 Only: Only establish VPN if WAN1 down - If WAN1
failed, the router will use WAN2 for VPN connection.

Always On Check to enable router always keep VPN connection.

Server IP/Host Name | Type the IP address of the server or type the host name for

for VPN such VPN profile.
Server Port (for SSL Type a port number for SSL tunnel.
Tunnel)

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses dynamic
IP address and IPsec-related VPN connections such as L2TP
over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
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3.

Name First.

Local Certificate - Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management >>
Local Certificate. Otherwise, the setting you choose here
will not be effective.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

Username This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

Local Network IP

Please type the local network IP for TCP / IP configuration.

Local Network Mask

Please type the local network mask for TCP / IP
configuration.

After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Client Wizard

Please confirm your settings

LAN-to-LAN Index:
Profile Mame:

VPN Connection Type:
VPN Dial-Out Through:
Always on:

Server IP/Host Name:

IPsec Security Method:
Remote Metwork IP:
Remote Metwork Mask:
Local Metwork IP:
Local Network Mask:

IKE authentication Method:

Click Back to modify changes if necessary. Otherwise,click Finish to save the current settings
and proceed to the following action:

2

VPN_32

L2TP over IPsec (Mice to Have)
WAN1L First

Yes

172.16.3.11

Pre-Shared Key

AES with Authentication
172.16.3.88
255.255.255.0
192.168.1.1
255.255.255.0

® Go to the VPN Connection Management.
Do another VPN Client Wizard setup.
View more detailed configurations.

< Back Mext = Finish Cancel

Available settings are explained as follows:
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Iltem Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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IV-1-2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open Wizards>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

Allowed Dial-in Type:

VPN Server Mode Selection:

Please choose a LAM-to-LAN Profile:

Index Status [Hame v
Please choose a Dial-in User Accounts: [Index] [Status] [Name] v
FPTP
IPsec
IPsec XAuth
L2TP with IPsec Policy |MNone v
SSL Tunnel

Site to Site VPN (LAN-to-LAN) v

Next = Finish Cancel

< Back

Available settings are explained as follows:

Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN - To set a LAN-to-LAN profile automatically,

please choose Site to Site VPN.

Remote Dial-in User -You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Please choose a
LAN-to-LAN Profile

This item is available when you choose Site to Site VPN
(LAN-to-LAN) as VPN server mode. There are 32 VPN profiles
for users to set.

Please choose a
Dial-in User Accounts

This item is available when you choose Remote Dial-in User
(Teleworker) as VPN server mode. There are 32 VPN tunnels
for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in
type for the VPN server profile. There are several types
provided here (similar to VPN Client Wizard).
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PPTP

IPsec

[Psac XAuth

L2TP with IPsec Policy |Mone v
SSL Tunnel

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made. Here we take the examples of choosing
Site-to-Site VPN as the VPN Server Mode.

When you check PPTP/SSL, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Name 777

PPTP / SSL Tunnel Authentication

Username 777

Password

Peer IP/VPM Client IP

Site to Site Information

Remote Metwork IP 0.000

Remote Metwork Mask 2652652550/24

Local Metwork IP 192 168.1 1

Local Metwork Mask 2652552550/24 v
< Back Next = Finist Cancel
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When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Name

Username
Password

¥ Pre-Shared Key

Peer ID
Local ID

Peer IP/WVPN Client IP
Peer ID

Site to Site Information
Remote Network IP
Remote Network Mask
Local Network IP

Local Network Mask

PPTP / IPsec / L2TP with IPsec / SSL Tunnel Authentication

Confirm Pre-Shared Key
Digital Signature (X.508)

Alternative Subject Name First
Subject Mame First

7797

?97?

0.0.0.0
255.255.2550/24 v
192.168.1.1
255.255.2550/24 v

< Back Next = Finish Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Enter a name of this profile. The length of the file is limited
to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Pre-Shared Key

For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared
Key

Type the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Peer IP/VPN Client IP

Type the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Type the ID name for the remote client.
The length of the name is limited to 47 characters.

Remote Network IP

Please type one LAN IP address (according to the real
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location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location

of the remote host) for building VPN connection.

Local Network IP

Please type the local network IP for TCP / IP configuration.

Local Network Mask

Please type the local network mask for TCP / IP

configuration.

3.  After finishing the configuration, please click Next. The confirmation page will be

shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

VPN Environment:
Index:

Profile Name:
Username:

Allowed Service:

Peer IP/VPN Client IP:
Peer ID:

Remote Network IP:
Remote Metwork Mask:
Local Network IP:
Local Network Mask:

Site to Site VPN (LAN-to-LAN)
1

test

adminl23456
PPTP+IPsec+L2TP+S5L Tunnel
172.16.2.89

tersterr

192.168.1.96

255.255.255.0

192.168.1.1

255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

* Go to the VPN Connection Management.
Do another VPN Server Wizard setup.
View more detailed configurations.

< Back Next = Finish Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server

through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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IV-1-3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as
well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access > Remote Access Control Setup

Remote Access Control Setup

#| Enable PPTP VPN Service
Enable IPSac VPN Service
Enable L2TP VPN Service
Enable SSL VPN Service
Enable OpenVPN Service

< & & &

Note:

To allow VPN pass-through to a separate VPN server on the LAN, disable any services abowve that use
the same protocel and ensure that NAT Open Ports or Port Redirection is also configured.

0K Clear Cancel

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPsec.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPPIMP Protocol

Dial-In PPP
Authentication

Dial-In PPP
Encryption{MPPE)

Mutual Authentication (PAP)
Username

Optional MPPE

Password Max: 19 characte

disabled.
Start IP Address
LAN 1 [192.165.1.200

LAN 2 |192.165.2.200

50
50

PAP/CHAP/IMS-CHAP/MS-CHAPYZ v

Max: 23 characters

IP Address Assignment for Dial-In Users when DHCP is

IF Pool Counts

PPP Authentication Methods
¥ Remote Dial-in User

¥ RADIUS

v
Note:

1. Default priority is Remote Dial-in User -= RADIUS.

2. Vigor router also supports Frame-IP-Address from
RADIUS server to assign IP address to VPN client.

Yes '® No

While using Radius Authentication:
Assign IP from subnet: |LANT ¥

OK

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - elect this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP/CHAP/MS-CHAP/MS-CHAPV2 - Selecting this option
means the router will attempt to authenticate dial-in users
with the CHAP protocol first. If the dial-in user does not
support this protocol, it will fall back to use the PAP protocol
for authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does
not support the MPPE encryption algorithm, the router will
transmit “no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

® Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in
user will use 40-bit to perform encryption prior to using
128-bit for encryption. In other words, if 128-bit MPPE
encryption method is not available, then 40-bit
encryption scheme will be applied to encrypt the data.

® Maximum MPPE - This option indicates that the router
will use the MPPE encryption scheme with maximum
bits (128-bit) to encrypt the data.

Mutual Authentication
(PAP)

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name

and Password of the mutual authentication peer.
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The length of the name/password is limited to 23/19
characters.

IP Address Assignment for
Dial-In Users...

Enter a start IP address for the dial-in PPP connection for
LAN1.

LAN2 will be available if it is enabled. Refer to LAN>>General
Setup for enabling the LAN interface.

PPP Authentication
Methods

Select the method(s) to be used for authentication in PPP
connection.

While using Radius
Authentication

If PPP connection will be authenticated via RADIUS server, it
is necessary to specify the LAN profile for the dial-in user to
get IP from.
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IV-1-5 IPsec General Setup

In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

® Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

® Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access == I[Psec General Setup

VPN IKE/IPsec General Setup
(Dial-in settings for Remote Dial-In users and LAN-to-LAN VPN Client with Dynamic IP.)

IKE Authentication Method

Certificate None v
Preferred Local ID Alternative Subject Name ¥
General Pre-Shared Key Max: 64 characters

Confirm General Pre-Shared Key

XAuth User Pre-Shared Key Max: 64 characters
Confirm XAuth User Pre-Shared Key

IPsec Security Method

Encryption: AES/3DES/DES

HMAC: SHA256/SHA1/MD5S

DH Group: G21/G20/G19/G14/G5/G2/G1
AH: ¥ Enable

* Basic Memium High

OK Cancel

Available settings are explained as follows:
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Item Description

IKE Authentication This usually applies to those are remote dial-in user or node
Method (LAN-to-LAN) which uses dynamic IP address and
IPsec-related VPN connections such as L2TP over IPsec and
IPsec tunnel. There are two methods offered by Vigor router
for you to authenticate the incoming data coming from
remote dial-in user, XAuth and Pre-Shared Key.

Certificate -
Preferred Local ID -

General Pre-Shared Key - Define the PSK key for general
authentication.

Confirm General Pre-Shared Key- Re-enter the characters
to confirm the pre-shared key.

XAuth User Pre-Shared Key - Define the PSK key for IPsec
XAuth authentication.

Confirm XAuth User Pre-Shared Key- Re-enter the
characters to confirm the pre-shared key for IPsec XAuth.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote
Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method Basic -

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High (ESP) - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

AH -

After finishing all the settings here, please click OK to save the configuration.
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IV-1-6 IPsec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.

VPN and Remote Access == IPsec Peer ldentity

X509 Peer ID Accounts:

Set to Factory Default

Index Enable Name Index Enable Name
1. 277 17. 777
; 277 ﬁ 277
3. 277 19. 277
4. 777 20. 277
5. 777 21. 777
6. 27? 22, ?27?
1. 777 23. 777
8. 77 24, 277
9. 777 25. 277
10. 777 26, 277
11. 77? 21. 777?
12 777 28. 777
13. 777 29. 277
14. 777 30. 277
15. 777 3. 777
16. 27? 32. ?27?

oK Cancel

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click it to clear all indexes.

Index Click the number below Index to access into the setting page
of IPsec Peer Identity.

Enable Check this box to enable this profile.

Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access == IPsec Peer ldentity

Profile Index : 1

Enable this account
Profile Name e

* Accept Any Peer ID

Type
IP

Accept Subject Name
Country (C)
State (ST)
Location (L)
Orginization (O}
Orginization Unit (OU)
Common Name (CN)

Email (E}

Accept Subject Alternative Name

IP Address v

oK Clear Cancel

Available settings are explained as follows:

Item

Description

Enable this account

Check it to enable such account profile.

Profile Name

Type the name of the profile. The maximum length of the
name you can set is 32 characters.

Accept Any Peer ID

Click to accept any peer regardless of its identity.

Accept Subject
Alternative Name

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name

Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email

(E).

After finishing all the settings here, please click OK to save the configuration.
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IV-1-7 OpenVPN

OpenVPN offers a convenient way for users to build VPN between local end and remote end.

With integrating of OpenVPN, Vigor router can help users to achieve more robust, reliable and
secure private connections for business needs.

There are two advantages of OpenVPN:

® [t can be operated on different systems such as Windows, Linux, and MacOS.

® Based on the standard protocol of SSL encryption, OpenVPN can provide you with a
scalable client/server mode, permitting multi-client to connect to a single OpenVPN
Server process over a single TCP or UDP port.

IV-1-7-1 General Setup

Before establishing OpenVPN connection, general settings for OpenVPN service shall be

configured first.

VPN and Remote Access >= OpenVPN

9

OpenVPN Server Setup Client Config
Generall Setup
uDP ¥/ Enable
UDP Port 1194
TCP ¥/ Enable
TCP Port 1194
Cipher Algorithm AES128 v
HMAC Algorithm SHAT v

Certificate Authentication

Certificates Setup

Certificate Source

Router generated certificates

* Uploading certificates to Router

Trust CA default v

Server Certificate none v

Note: OpenVPN on vigor only support TUN device interface currently. So please setup corresponding
configurations on the client side.

OK

Available settings are explained as follows:

Item Description

Enable UDP Check the box to enable UDP port setting for OpenVPN.
UDP Port - Enter a number.

Enable TCP Check the box to enable TCP port setting for OpenVPN.

TCP Port - Enter a number.
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Cipher Algorithm

Two encryptions are supported, AES128 and AES256.
AES128 |+

AESZ256
MNOMNE

HMAC Algorithm

The HMAC algorithm only supports SHA1/SHA256.
SHAT | #

SHAZ5G
MNOMNE

Certificate Authentication

If certificate authentication is required for OpenVPN, simply
check the box to apply the trusted CA certificate and local
certificate for OpenVPN tunnel.

Certificate authentication can offer more secure VPN tunnel
between the client and the router.

Certificate Source

Router generated certificates - Click it to get a certificate
from Vigor router.

Uploading certificates to Router - Click it to upload a
certificate onto Vigor router.

Trust CA - Use the drop down list to specify a trusted CA
certificate.

Server Certificate - Use the drop down list to specify a
server certificate (e.g., DrayDDNS).

After finishing all the settings here, please click OK to save the configuration.

IV-1-7-2 Client Config

The settings on this page can be downloaded as a file. Later, such file can be imported and
applied to remote end’s CPE (as VPN client). Then, a private connection via OpenVPN tunnel
between the server and the client can be connected successfully.

VPN and Remote Access >> OpenVPN d
OpenVPN Server Setup Client Config
Remote Server 1P v Domain
Transport Protocol TCP v
File Mame .ovpn
CA cert .crt
Client cert .crt
Client key key
Note:
Please make sure the CA files are located in the same folder with .ovpn file.
Export
Available settings are explained as follows:
Item Description

Vigor2765 Series User’s Guide



Remote Server Click IP and use the drop down list to specify an IP address of
WAN for VPN connection. Or click Domain to enter a domain
name for the remote server.

Transport Protocol Simply choose UDP or TCP as protocol for building OpenVPN
connection between the server and the remote client.

Fine Name Enter a name for the configuration file.

CA cert Enter the certificate authority (CA) file name obtained from

3rd party provider

Client cert Each client in an OpenVPN connection must have its
certificate and private key.

Enter the certificate file name obtained from 3rd party

provider

Client key Enter the private key file name obtained from 3rd party
provider

Export The settings in this page can be saved as a file after clicking

such button. Later, the downloaded file can be imported to
the VPN client for building OpenVPN connection.

IV-1-8 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via VPN connection. You may set parameters including
specified connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel,
and L2TP by itself or over IPsec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user

accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.
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VPN and Remote Access >> Remote Dial-in User d

Remote Access User Accounts:

| Setto Factory Default |

Index Enable User Status Index Enable User Status
1. 277 === 17. 777 -
2. 7?7 --- 18. ?7? ---
3 7?7 - 19. ?7? ---
4. 77 --- 20. 77 ---
5. EER --- 21. EEE ---
6. 777 --- 22, 77 ---
1. FER --- 23, Y ---
8. 77 --- 24, 77?7 ---
9. 27? 25. 272
10. 277 26. 272
11. 7?7 21 ???
12, 77?7 --- 28. 77? ---
13. 7?7 - 29. ?7? ---
14. 77 --- 30. 77 ---
15. EER --- 3. EEE ---
16. 77 --- 32, 77 ---

OK Cancel
Backup setting to file: Restore From File: | S 4EEE SR {ETEE
Backup Restore

Download Smart VPN Client:
Smart VPN Client for Windows PC

Smart VPN Android/iOS App

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

Index Click the number below Index to access into the setting page
of Remote Dial-in User.

Enable Check this box to enable this profile.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be
active and inactive, respectively.

Backup setting to file

Click the button to backup the remote dial-in user settings
on this page as a file.

Restore From File

Click the button to restore the remote dial-in user settings
from the selected configuration file.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access => Remote Dial-in User

Index No. 1

User account and Authentication
Enable this account
Idle Timeout 300

3

second(s)

Allowed Dial-In Type

Username 297
Password Max: 19 characters
Enable Mobile One-Time Passwords(mOTP)

PIN
Code

< PPTP
¥ IPsec Tunnel
¥ IKEv1/IKEv2 ¥ IKEv2 EAP ¥/ IPsec XAuth
¥ L2TP with IPsec Policy |None v
¥/ SSL Tunnel
¥ OpenVPN Tunnel

Secret

IKE Authentication Method
Pre-Shared Key
Max: 64 characters

KE Pre-Shared Key

Digital Signature(X.509)

Specify Remote Node
Remote Client IP

or Peer ID
MNetbios Naming Packet ® Ppass Block
Multicast via VPN Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

None ¥

IPsec Security Method

Medium{AH)
High(ESP) DES ¥ 32DES ¥ AES
Local ID (optional)

Subnet
LANT v

Assign Static IP Address
0.0.0.0

Note:

1. Username can not contain characters

and V.

2.  OpenVPN tunnel does not support mOTP.

QK Clear Cancel

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default,
the Idle Timeout is set to 300 seconds.

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPsec Tunnel - Allow the remote dial-in user to make an
IPsec VPN connection through Internet.

IPsec XAuth - Allow the remote dial-in user to make an IPsec
VPN connection through Internet via IPsec XAuth Pre-shared
Key and the username/password authentication.

L2TP with IPsec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPsec. Select from below:

® None - Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-in
VPN connection becomes one pure L2TP connection.
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®  Must -Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Allow the remote dial-in user to make an SSL
VPN connection through Internet.

OpenVPN Tunnel - Allow the remote dial-in user to set a VPN
connection through OpenVPN.

Specify Remote Node -You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox means the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Netbios Naming Packet -

®  Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Username - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the

name is limited to 23 characters.

Password - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the

password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this
box to make the authentication with mOTP function.

PIN Code - Type the code for authentication (e.g, 1234).

Secret - Use the 32 digit-secret number generated by mOTP
in the mobile phone (e.g., e759bb6f0e94c7ab4feb).

Subnet

Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication
Method

This group of fields is applicable for IPsec Tunnels and L2TP
with IPsec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPsec tunnel either with or
without specifying the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as
the pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature
to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>|Psec Peer Identity.

IPsec Security Method

This group of fields is a must for IPsec Tunnels and L2TP with
IPsec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
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Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is optional
and can be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-9 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

VPN and Remote Access == LAN to LAN d

LAN-to-LAN Profiles:

Set to Factory Default

Index Enable Name I'T:tlaootri Status Index Enable Name I'Eli:g'\rgtri Status
1. EER --= 1i. PEE ---
2. 777 --- 18. 2727 ---
3 277 19, 277
4. 77 --- 20. 227 ---
5. 222 . 21. 2727 I
6. 277 22, 277
1. EES --= 23. EEE ---
8. 77 --- 24, 22? ---
9. 777 === 25. 277 -
10. 7?7 --- 26. 227 ---
11. 222 . 21. 2727 I
12. 277 — 28. 277 I
13. ?7? 29. 777
14, 277 . 30. 277 I
15. EES --= 3. EEE ---
16. 777 i 32, 277 -

oK Cancel

Backup setting to file: Upload From File: | BEE E | FBEEREE

Backup Restore

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

Index Click the number below Index to access into the setting page
of LAN to LAN profile.

Enable Check this box to enable this profile.

Name Indicate the name of the LAN-to-LAN profile. The symbol ???

represents that the profile is empty.

Remote Network

Display the IP address/subnet mask of the remote network.

Status

Indicate the status of individual profiles. The symbol V and X
represent the profile to be active and inactive, respectively.

To edit each profile:

248

Vigor2765 Series User’s Guide



1. Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 5 subgroups. If the fields gray out, it means you may leave it
untouched. The following explanations will guide you to fill all the necessary fields.

VPN and Remote Access »> LAN to LAN

Profile Index : 1
Common Settings

Enable this profile Always on Enable

Profile Name 77 Idle Timeout 300 second(s)
Call Direction ® Both ) Dial-out ' Dial-In Netbios Naming Packet ® pass Block
Dial-Out Through WANT1 First v Multicast via VPN pass ® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Dial-Out Settings

VPN Server Username 777
® PPTP Password Max: 15 characters
IPsec Tunnel KEv1

L2TP with IPsec Policy None PPP Advanced Settings (]

SSL Tunnel

Server IPfHost Name

Max: 41 characters

Dial-Out Schedule Profile
MNane v |, |None ¥ |, | None ¥ |, |None v

Available settings are explained as follows:

Item Description

Common Settings Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

Call Direction - Specify the allowed call direction of this

LAN-to-LAN profile.

® Both: initiator/responder

®  Dial-Out: initiator only

) Dial-In: responder only.

Dial-Out Through - Use the drop down menu to choose a

proper WAN interface for this profile. This setting is useful

for dial-out only.

®  WANL1 First/ WAN2 First/ WAN3 First - While
connecting, the router will use WAN1/WAN2/WAN3 as
the first channel for VPN connection. If
WAN1/WAN2/WANS3 fails, the router will use another
WAN interface instead.

® \WAN1 Only /WAN2 Only/WAN3 Only/ - While
connecting, the router will use WAN1/WAN2/WAN3 as
the only channel for VPN connection.

® WANI1 Only: Only establish VPN if WAN2 down - If
WAN?2 failed, the router will use WAN1 for VPN
connection.

® WAN2 Only: Only establish VPN if WAN1 down - If
WAN1 failed, the router will use WAN2 for VPN
connection.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
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drop the connection.
Netbios Naming Packet

®  Pass - click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

® Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Dial-Out Settings

PPTP - Build a PPTP VPN connection to the server through
the Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

IPsec Tunnel - Build an IPsec VPN connection to the server
through Internet.

L2TP with IPsec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or
with IPsec. Select from below:

® None: Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

®  Must: Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Build an SSL VPN connection to the server
through Internet.

Server IP / Host Name - Enter the IP address of the server or
the host name.

Dial-Out Schedule Profile - Set the wireless LAN to work at
certain time interval only. You may choose up to 4 schedules
out of the 15 schedules pre-defined in Applications >>
Schedule setup. The default setting of this field is blank and
the function will always work.

Username - This field is applicable when you select, PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 49 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 15 characters.

PPP Authentication - This field is applicable when you
select, PPTP or L2TP with or without IPSec policy above.
PAP/CHAP/MS-CHAP/MS-CHAPV2 is the most common
selection due to compatibility.

VJ compression - This field is applicable when you select
PPTP or L2TP with or without IPsec policy above. VJ
Compression is used for TCP/IP protocol header compression.
Normally set to On to improve bandwidth utilization.

Request IP Address - Enter an IP address.
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Dial-In Settings

Allowed VPN Type

Username 77

v

PPTP

Password Max: 11 characters

More Remote Subnet

v IPsec Tunnel
< IPsec XAuth PPP Advanced Settings | ]
v L2TP with IPsec Polic None v
¥ Allowed IKE Authentication Method
" SSL Tunnel =
Pre-Shared Key Max: 64 characters
X.500 Digital Signature None ¥
Specify Remote VPN Gateway - :
Preferred Local ID Alternative Subject Name ¥
Remote IP
peer ID L U EwERER Allowed IPsec Security Method
Local ID Moty S8 leharac tors AH ¥ ESP-DES ¥ ESP-3DES ¥ ESP-AES
TCPIIP Network Settings
Local Network Made ® Routing NAT
1P [192.168 1.1 / Mask [255.255 2550724 v RIP via VPN Disable v
Remote Network Translate Local Network Enable
IF |0.0.0.0 J Mask |255.25562550/24 v

4

Change Default Route to this VPN tunnel
(This only works if there is only one WAN online)

OK Clear Cancel

Available settings are explained as follows:

Item

Description

Dial-In Settings

Allowed VPN Type - Determine the dial-in connection with
different types.

PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
the User Name and Password of remote dial-in user
below.

IPsec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

IPsec XAuth - Allow the remote dial-in user to make an
IPsec VPN connection after authenticated with the
sever.

L2TP with IPsec Policy - Allow the remote dial-in user
to make a L2TP VPN connection through the Internet.
You can select to use L2TP alone or with IPsec. Select
from below:

B None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
connection.

B Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

SSL Tunnel- Allow the remote dial-in user to trigger an
SSL VPN connection through Internet.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
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Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Username - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 11 characters.

PPP Advanced Settings - Click it to configure advanced
settings.

® VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable
when you select PPTP or L2TP with or without IPsec
policy above.

®  Assign Peer IP Address - Enter the IP address of the
peer.

Allowed IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy when
you specify the IP address of the remote node. The only
exception is Digital Signature (X.509) can be set when you
select IPsec tunnel either with or without specify the IP
address of the remote node.

® Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

®  X.509 Digital Signature - Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote Access
>>|Psec Peer ldentity.

Preferred Local ID - Specify which one will be
inspected first.

B Alternative Subject Name First - The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be
inspected first.

B Subject Name First - The subject name
(configured in Certificate Management>>Local
Certificate) will be inspected first.

Allowed IPsec Security Method - This group of fields is a
must for IPsec Tunnels and L2TP with IPsec Policy when you
specify the remote node.

®  AH/ESP-DES/ESP-3DES/ESP-AES - Authentication
Header (AH) means data will be authenticated, but not
be encrypted. Encapsulating Security Payload (ESP)
means payload (data) will be encrypted and
authenticated. You may select encryption algorithm
from Data Encryption Standard (DES), Triple DES
(3DES), and AES.

TCP/IP Network
Settings

Local Network IP / Mask - Display the local network IP and
mask for TCP / IP configuration. You can modify the settings
if required.

Remote Network IP / Mask - Add a static route to direct all
traffic destined to this Remote Network IP Address/Remote
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Network Mask through the VPN connection. For IPsec, this is
the destination clients IDs of phase 2 quick mode.

More Remote Subnet - Add a static route to direct all traffic
destined to more Remote Network IP Addresses/ Remote
Network Masks through the VPN connection. This is usually
used when you find there are several subnets behind the
remote VPN router.

Local Network

IP [192.1638.1.1 J/ Mask | 255285 2550/24 v
Remote Network
IP|0.0.0.0 J/ Mask | 255.2552550/24 v

Maore Remote Subnet

y

Metwork IP More Remote Subnet

Subnet Mask
265 2065266205732 ¥
Add || Delete || Edit

Create a unique SA for each subnet (IPsec)

Mode - If the remote network only allows you to dial in with
single IP, please choose NAT, otherwise choose Route.

For NAT,

® Change default route to this VPN tunnel - Check this
box to change the default route with this VPN tunnel.

® RIP via VPN - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we
provide four options: TX/RX Both, TX Only, RX Only,
and Disable.

For Routing,

®  RIP via VPN - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we
provide four options: TX/RX Both, TX Only, RX Only,
and Disable.

) Translate Local Network - This function is enabled in
default.

When it is disabled, you can enable or disable Change
Default route to this VPN tunnel.

Maode * Routing MNAT
RIP via VPN
Translate Local Network Enable

Change Default Route to this VPN tunnel

(This only works if there is only one WAN onling)

Change default route to this VPN tunnel - Check this
box to change the default route with this VPN tunnel.

When it is enabled, you have to specify type, local
subnet, translated IP and more local subnet.
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Mode ® Routing ' MAT

Translate Local Metwork ¥l Enable

Type Translate Whole Subnet ¥
Local Subnet LANT *

Translated IP 192.168.1.0

More Local Subnet |3

Type - There are two types for you to choose,
Translate Whole Subnet and Translate Specific IP.

Local Subnet - Specify an Interface.
Translate IP - Enter an IP address.

More Local Subnet - Click the + button to display more
subnet settings.

2. After finishing all the settings here, please click OK to save the configuration.
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IV-1-10 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out Tool

and clicking Dial button.

VPN and Remote Access »> Connection Management

Dial-out Tool | Refresh |
2
YPN Connection Status
All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status
VPN Type Remote IP Virtual Network Tx Tx Rx Rx UpTime

Pkts Rate(bps) Pkts Rate(bps)

wwsnnsy 0 Data is encrypted.
wnmmwnmy ¢ Data isn't encrypted.

Available settings are explained as follows:

Item

Description

Dial-out Tool

Dial - Click this button to execute dial out function.
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Application Notes

A-1 How to Build a LAN-to-LAN VPN Between Vigor Routers via IPsec Main
Mode

This document introduces how to set up Main mode IPsec Tunnel between two Vigor
Routers.IPsec VPN with Main mode use the IP address of VPN client as identifier, and the IP

address must be set on VPN server; therefore, if the VPN client doesn't have a static IP, please
use Aggressive mode instead.

&y =]
VPN Server VPN Client
-
I_‘
L2 4 = IPsec Tunnel
WAN IP: WAN IP:
LAN IP: I=24" 39141 =45 39,140 LAN IP:
192.168.30.1/24 192.168.1.1/24

VPN Server (Dial-In Site) Setup

1. Create a Dial-In profile for VPN user, go to VPN and Remote Access >> LAN to LAN,
click on an available index to add a new profile.

VPN and Remote Access >> LAN to LAN o
LAN-to-LAN Profiles: | Setto Factory Default |
View: ® All Trunk
Index Name Active Status Index Name Active Status
[1] 777 17. 77
2. 77 S 18, 77 CE
3 e === 19, 777 ---
4. 7?77 - 20. 777 -

2. Set up the dial-in profile.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name |Host | |call Direction Both © Dial-OQut [® Dial-in|
[# Enable this profile| Always on
Idle Timeout 300 second(s)
VPN Dial-Out Through Enable PING to keep IPsec tunnel alive
WAN1 First v PING to the IP
Metbios Naming Packet ® Pass Block
Multicast via VPN ' Pass @ Block

(for some IGMP,IP-Camera,DHCP Relay..eftc.)
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In Common Settings,
(a) Enter the Profile Name.
(b) Enable this profile.

(c) Set Call Direction to Dial-in.

In Dial-In Setting,

3. Dial-In Settings

Allowed Dial-In Type

PPTP

¢ IPsec Tunnel
L2TP with IPsec Policy  None
SSL Tunnel

Username ?7?
Password(Max 11 char)
V] Compression ® 0On Off

IKE Authentication Method

¢ Specify Remote VPN Gateway
Paer VPN Server IP

= 39,140 |

or Peer ID

¥ Pre-Shared Key
IKE Pre-Shared Key | seseee
Digital Signature(X.509)
MNone ¥
Local ID
® Alternative Subject Name First
Subject Name First *

1

IPsec Security Method
< Medium(AH)
High(ESP) # DES¥ 3DES¥ AES

IKE Authentication Method

Pre-Shared Key peesanes
Confirm Pre-Shared Key  |ssseeres

(d) Make sure Allowed Dial-in Type has IPsec Tunnel enabled.

(e) Enable Specify Remote VPN Gateway and enter Peer VPN Server IP as the public

IP of VPN client router.

(f) Click on IKE Pre-Shared Key and enter the Pre-shared Key.

(9) Select the IPsec Security Method that are allowed to use.

In TCP/IP Network Settings, enter VPN Client's LAN network in Remote Network IP and
Remote Network Mask. Click OK to save the profile.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
Remote Network IP 192.168.1.1 do
Remote Network Mask  |255.255.255.0 Route v |
Local Network IP 192.168.30.1 IPsec VPN with the Same Subnets
Local Network Mask 255.255.255.0
= Change default route to this VPN tunnel ( Only
. More single WAN supports this )

| Clear | [ Cancel |
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VPN Client (Dial-out Site) Setup

1. Create a Dial-out profile to VPN server: Go to VPN and Remote Access >> LAN to LAN,
click on an available index to add a new profile.

VPN and Remote Access >> LAN to LAN @

LAN-to-LAN Profiles: | Setto Factory Default |

View: ® Ajl Trunk

Index Name Active Status Index Name Active Status
] 277 Lo T 222 =
2 222 ) 18, 277
a 227 —— 410 272

2. Setup the dial-out profile.
In Common Settings,

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Set‘tings

Profile Name [Client | |call Direction Both|® Dial-out| @ Dial-in
¥ Enable this profile | L Always on

1Idle Timeout 300 SQCDF‘Id(SJ

VPN Dial-Out Through Enable PING to keep IPsec tunnel alive

WANT Fire = PING £ Fhe.IP rSSCIUnNS atve
Netbios Naming Packet ® Pass Block
Multicast via VPN Pass @ Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

(a) Enter a Profile Name.

(b) Enable this profile.

(c) Set Call Direction to Dial-Out.
In Dial-out Setting,

258 Vigor2765 Series User’s Guide



2. Dial-Out Settings

Type of Server | am calling |Username 7?7
PPTP lPasswor’d(Max 15 char)
e IPsec Tunnel PPP Authentication
L2TP with IPsec Policy | None v PAP/CHAP/MS-CHAPIMS-CHAPV2 v
SSL Tunnel V] Compression on Off
Server IP/Host Name for VPN, IKE Authentication Method
(such as draytek,com or 123.45,67,89) ® Pre-Shared Key
£ B394 ] | |KE Pre-Shared Key .
Server Port (for SSL Tunnel): s Digital Signature(X.509)
Peer ID None v
Local ID

Alternative Subject Name First
Subject Name First
Local Certificate None v

IPsec Security Method
Medium(AH)
® High(ESP) DES without Authentication ¥

Index(1-15) in Schedule Setup:

’ ' '

IKE Authentication Method

Pre-Shared Key
Confirm Pre-Shared Key

T |

(h) Select IPsec Tunnel for Type of Sever | am Calling.

(i) Enter VPN Server's WAN IP or domain name in Sever IP/Host Name for VPN.
(J) Click IKE Pre-Shared Key and enter the same Pre-Shared key as VPN Server.
(k) Click on Advanced in IPsec Security Method.

In IKE advanced settings,

KE advanced seftings

IKE phase 1 mode Aggressive mode
IKE phase 1 proposal Auto v

IKE phase 2 proposal !Z.)IEE v

IKE phase 1 key lifetime 28300 (900 ~ 86400)

IKE phase 2 key lifetime 3600 (600 ~ 86400)

Perfect Forward Secret ¢ Disable Enable

Local ID

Note: If you select "Auto" in IKE phase 1 proposal, the router will send the following proposals to negotiate with the remote site. The pro|
DES_(MD5/SHA)_G1, 3DES_MD5_G1, 3DES_MDS_G2, 3DES_(MD5/SHA)_G5, AES128_MD5_(G2/G5), AES256_SHA_(G2/G5), AES256_t

| Close
() Select Main Mode for IKE phase 1 mode.

(m) Make sure phase 1 and phase 2 proposal are using the security methods which are
accepted by VPN server.

(n) Click OK to save.

3. In TCP/IP Network Settings, enter VPN Server's LAN Network in Remote Network IP and
Remote Network Mask. Click OK to save the profile.
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5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction | Disable v

Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to

Remote Network IP 192.168.30.1 do _

Remote Network Mask  [255.255.255.0 | Route ¥

Local Network 1P 192.168.1.1 IPsec VPN with the Same Subnets

Local Network Mask 255.255.255.0 :
: ; Change default route to this VPN tunnel ( Only
| More single WAN supports this )

| Clear | | Gancel

VPN Tunnel Establishment

To initiate the VPN connection, go to VPN and Remote Access >> Connection Management
on VPN Client, select the profile to VPN Sever and click Dial.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : 10 ¥ | Refresh

General Mode:| ( Client ) o= m==30,141 v

Backup Mode: Y | Dial

Dial

\
Load Balance Mode: v |

If all the settings are matched, the VPN will be established, and the statistics will be
displayed on the same page.

VFN Connection Status
Current Page: 1

Page No, Go | | == |
, ™~ Tx Rx Rx .
VPN Type Remote IP Virtual Network pyi pate(Bps) Pkts Rate(Bps) “PTIMe
1 IPsec Tunnel =7 =m.39.141 i
(Client ) DES-No Auth  via WAN2  -02-168.30.1/24 0 g £ 0 9:0:1 \Diopl

XXXXXXxX : Data is encrypted.
XxXxxxxxx : Data isn't encrypted.
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V-2 SSL VPN

SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that encrypts traffic
using SSL, which is the same technology used on secured websites. Because of SSL’s
prominence as an encryption protocol on the Internet, most networks have few restrictions on
SSL traffic, and as a result SSL VPN is more likely to work when other VPN technologies
experience difficulties due to obstacles such as firewalls and Network Address Translation
(NAT).

In short,

® |t is not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

@ There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.
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Web User Interface

IV-2-1 General Setup

The general settings of the SSL VPN Server and SSL Tunnel are entered on this page.

SSL VPN == General Setup

SSL VPN General Setup

Bind to WAN Y want ¥ owanz ¥ owanN3
Port 443 (Default: 443)
Server Certificate self-signed

Note:

1. The settings will act on all SSL applications.
2. Please go to System Maintenance >> Management to enable SSLv3.0 .
3. Please go to System Maintenance >> Self Signed Certificate to generate a new "self-signed"” certificate.

OK | | Cancel

Available settings are explained as follows:

Item Description

Bind to WAN Select the WAN interfaces to accept inbound SSL VPN
connections.

Port The port to be used for SSL VPN server. This is separate from
the management port which is configured in System
Maintenance>>Management. The default setting is 443.

Server Certificate When the client does not set any certificate, default
certificate will be used for HTTPS and SSL VPN server.

Specify the certificate to be used for SSL connections. Select a
certificate from imported or generated certificates on the
router, or choose Self-signed to use the router’s built-in
default certificate. The selected certificate can be used in SSL
VPN server and HTTPS Web Proxy.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-2 User Account

With SSL VPN, Vigor2765 Series let teleworkers have convenient and simple remote access to
central site VPN. The teleworkers do not need to install any VPN software manually. From
regular web browser, you can establish VPN connection back to your main office even in a
guest network or web cafe. The SSL technology is the same as the encryption that you use for
secure web sites such as your online bank. The SSL VPN can be operated in either full tunnel
mode or proxy mode. Now, Vigor2765 Series allows up to 16 simultaneous incoming users.

SSL VPN authentication and permissions management are implemented through user accounts.
SSL VPN user accounts are shared with the remote dial-in user accounts used by other VPN
protocols such as PPTP and L2TP, and hence SSL VPN’s User Account setup page SSL VPN >>
User Account is identical to VPN and Remote Access >> Remote Dial-in user.

SSL VPN == Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index Enable User Status Index Enable User Status
1 22?2 17. 2?2?
2. ??? 18. ???
3. 7?7 === 19. 277 ===
4. 27? 20. 27?
5. 777 === 21. 277 ===
6. 777 --- 22. 777 ---
i 22?2 23. 2?2?
8. ??? 24. ???
i 777 -— & rar i) ===
m 27272 - & 777 _—
11. ??? 27. ???
12. 777 --- 28. 777 ---
ﬁ 72772 == ﬁ 277 —_—
14. 277 30. 277
15. 7?7 === M. 277 ===
ﬁ 2727 - E 777 _—

OK Cancel
Backup setting to file: Restore From File: | S{EEE |FEEFAEE
Backup Restore
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Click each index to edit one remote user profile.

SSL VPN == Remote Dial-in User

Index No. 1

Enable this account

Idle Timeout

Allowed Dial-In Type

User account and Authentication

Username 7

Password Max: 19 characters
second(s)
(s) Enable Meobile One-Time Passwords{mOTP)
PIN
Code

¢ PPTP

¢ IPsac Tunnel

¢/ SSL Tunnel
¥ QOpenvPN Tunnel

¥ IKEV1/IKEvZ ¥ IKEv2 EAP ¥ IPsec XAuth
¥ L2TP with IPsec Policy |None

Secret

IKE Authentication Method
= Pre-Shared Key
KE Pre-Shared Key Max: 64 characters

Digital Signature{X.509)

Specify Remote Node
Remote Client IP

None ¥

IPsec Security Method

Medium(AH)
or Peer ID High(ESP) DES ¥ 3DES ¥ AES
Metbios Naming Packet ® Ppass Block Local ID (optional)
Multicast via VPN Pass ® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet

LANT ¥

Assign Static IP Address

0.0.0.0
Note:
1. Username can not contain characters ' " and % .
2.  OpenVPN tunnel does not support mOTP.

OK Clear Cancel

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 23 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this box
to make the authentication with mOTP function.

® PIN Code - Type the code for authentication (e.g, 1234).

®  Secret - Use the 32 digit-secret number generated by
mOTP in the mobile phone (e.g.,
€759bb6f0e94c7ab4feb).

Allowed Dial-In Type

Select the VPN protocols that this user is allowed to use.

PPTP - Allow the remote dial-in user to establish VPN
connections with the PPTP protocol. You should set the User
Name and Password of remote dial-in user below.
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Item

Description

IPSec Tunnel - Allow the remote dial-in user to establish IPsec
tunnels.

IPsec XAuth - Allow the remote dial-in user to establish an
IPSec VPN connection through XAuth server in Internet.

L2TP with IPSec Policy - Allow the remote dial-in user to
establish L2TP VPN connections. You can select to use L2TP
alone or with IPSec. Select one of the following options:

® None - Do not apply the IPSec policy. L2TP connections
are not encrypted.

® Nice to Have - Attempt to establish an IPsec secure
channel first, before starting an L2TP session. If an IPsec
secure channel cannot be established with the remote
client, fall back to an L2TP connection without
encryption.

®  Must - Require that an IPsec secure channel be
established before starting an L2TP connection.
Disconnect if an IPsec secure channel cannot be
established.

SSL Tunnel - Select to allow the remote dial-in user to initiate
SSL VPN tunnels.

OpenVPN Tunnel - Select to allow the remote dial-in user to
initiate OpenVPN tunnels.

Specify Remote Node - Select this option to specify the
remote IP address, ISDN number or peer ID (used in IKE
aggressive mode) used to authenticate the remote dial-in
user. If this option is not selected, the authentication and
security methods specified in the general settings will be used
instead.

Netbios Naming Packet

®  Pass - Select this to allow Netbios name inquiries
between the hosts located on both sides of VPN Tunnel.

®  Block - Select this to block Nethios name inquiries
between remote and local hosts.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

®  Pass -Select this to allow multicast packets to pass
through VPN connections.

®  Block -Select this to block multicast packets from passing
through the VPN connections. This is the default setting.

Subnet

Select a subnet for this VPN profile.

Assign Static IP Address -If you would like to assign a static IP
address to this user, enter it here.

IKE Authentication
Method

All fields in this section, except for Digital Signature (X.509),
are applicable to IPsec Tunnels and L2TP connections with
IPsec Policy when you specify the IP address of the remote
node (Remote Client IP in Specify Remote Node above).
Digital Signature (X.509) can be used with IPSec tunnels
regardless of the IP address of the remote node is specified or
not.

Pre-Shared Key - Select this checkbox to enable Pre-shared
Key function and enter a string of up to 63 characters as the
pre-shared key.

Digital Signature (X.509) - Select this checkbox to enable
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Item

Description

X.509 Digital Signature and choose a predefined profile that
has been set in VPN and Remote Access >> IPSec Peer
Identity.

IPSec Security Method

When the remote node is specified, all fields in this section are
required for IPsec Tunnels and L2TP connections with IPsec
Policy. Select any combination of Medium, DES, 3DES and AES
security methods as desired.

Medium-Authentication Header (AH) - Data will be
authenticated, but not be encrypted. By default, this option is
enabled. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) - Payload (data)
will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in the
LAN-to-LAN Profile setup. This item is optional and can be
used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-3 SSL Portal Online User

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into DrayTek SSL VPN portal interface.

DrayTek

Prowide SSLWFN

Home S5L Web Proxy

SSL Tunnel [ logout ]

INFO .
Main Page:
& .
i E'{';'f; i? 1.42) You have successfully logged in!
Welclumé 1':0 DrayTek You are given the following privileges:
S5L VRN = SSL Web Proxy

= SSL Tunnel

Timeout after 5 minutes.
[Reset)

Copyright @ 2006, DrayTek Corp. &ll Rights Reserved,

Next, users can open SSL VPN>> SSL Portal Online User to view logging status of SSL VPN.

SSL VPN >> Online User Status

Refresh Seconds ;|10 ¥ | Refresh

Active User Host IP Time out(seconds) Action

Kate 102.168.30.14 200

Available settings are explained as follows:

Item Description

Active User Display current user who visits SSL VPN server.

Host IP Display the IP address for the host.

Time out Display the time remaining for logging out.

Action You can click Drop to drop certain login user from the router's
SSL Portal UI.

Refresh Seconds Sets the time interval at which this screen will be refreshed.
Click Refresh to force the screen to refresh immediately.
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Application Notes

A-1 Vigor Router to Vigor Router — SSL VPN

This document introduces how to establish SSL VPN tunnel between two Vigor Routers.

2l -_

LAN IP: 102.168.2.024 VPN Client

WAN IP: 100.100.100.100

--_ri

VPN Server

LAN IP: 192.168.1.0/24

VPN Server (Dial-in Site) Setup

1. Create a LAN-to-LAN VPN Profile. Go to VPN and Remote Access >> LAN to LAN, click on

a profile index to add/edit a profile.

VPN and Remote Access >> LAN to LAN

oS

Set to Factory Default |

LAN-to-LAN Profiles:
View: ® Al Trunk

Index Name Active Status Index

Name Active Status
27?7

- 17. 7?7

2. 777 - 18. 7?

2. Edit the profile as the following figures.
(a) Enter Profile Name.
(b) Enable this profile.
(c) Set Call Direction as “Dial-in”.
VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name Server

Call Directicn Both Dial-out{® Dial-in )
¥/ Enable this profile

Always on

Idle Timeout 300 second(s)
VPN Dial-Out Through Enable PING to keep IPsec tunnel alive
WANT First v

PING to the IP
Netbios Naming Packet ® Pass Block

Multicast via VPN Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)
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(d) Make sure Allow Dial-in Type has “SSL Tunnel” enabled.

(e) Enter Username and Password.

3. Dial-In Settings

Allowed Dial-In Type

< PPTP
¥ 1Psec Tunnel

¥ L2TP with IPsec Policy | None v
¥ SSL Tunnel

Username draytek
Password{Max 11 char)
V] Compression ® On Off

IKE Authentication Method

¥ Pre-Shared Key

(f) For Remote Network IP/Mask, enter VPN client's LAN IP and subnet mask.

(g) Click OK to save the profile.
5. TCPIIP Metwork Settings

My WAN IP 0.0.0.0
Remote Gateway IP 0.0.0.0
Remote Network IP 192.168.2.1
Remote Network Mask  255.255.255.0
Local Network IP 192.168.1.1

Local Network Mask 255.255.255.0

Mare

RIP Direction Disable v

From first subnet to remote network, you have to
do

Route ¥
IPsec VPN with the Same Subnets

Change default route to this VPN tunnel { Only
single WAN supports this )

3. Go to VPN and Remote Access >> Remote Access Control to make sure the SSL VPN

Service has enabled.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

¥ Enable PPTP VPN Service
v Enable IPSec VPN Service
"

En ervice
v Enable SSL VPN Service

i ——

——

VPN Client (Dial-out Site) Setup

4. Create a LAN-to-LAN profile. Go to VPN and Remote Access >> LAN to LAN, click on an

available index number.

VPN and Remote Access >> LAN to LAN

9

LAN-to-LAN Profiles:
View: = Aj Trunk

| Set to Factory Default |

Index Name Active Status

R
2.

7?7
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5. Edit the VPN profile as the following figures.
(@) Enter Profile Name.
(b) Enable this profile.
(c) Set Call Direction to “Dial-out”.
VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name Client Call Direction Both|® Dial-Out Dial-in
¥ Enable this profile Always on
Idle Timeout 300 second(s)

VPN Dial-Out Through

Enable PING to keep IPsec tunnel alive
WANT First v

PING to the IP
MNetbios Naming Packet ® Pass Block

Multicast via VPN Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

(d) Set Type of Server | am calling to SSL Tunnel.
(e) Enter Username and Password as the same set in VPN Client in Step 2.
(f) Enter VPN Server's WAN IP in Server IP/Host Name.

2. Dial-Out Settings

Type of Server | am calling Username draytek
PPTP Password(Max 15 char)  |swsee
IPsec Tunnel PPP Authentication
L2TP with IPsec Policy | None v PAP/CHAPIMS-CHAP/MS-CHAPV2 ¥
 SsL Tunnel V] Compression ® On Off

IKE Authentication Method
Server IP/Host Name for VPN.

such as draytek.com or 123.45.67.89) Pre-Shared Key
100.100.100.100 | | IKE Pre-Shared Key |
Server Port (for SSL Tunnel): 443 Digital Signature(X.509)
Peer ID Nane v

(g) Enter Remote Network IP/Mask as VPN Server's LAN settings (Note that this has to
be the same as Local Network IP/Mask setting in Step 2).

(h) Click OK to save.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disakle A
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
do
Remote Network IP 192.168.1.1 |
Route ¥

255.255.255.0
Remote Network Mask IPsec VPN with the Same Subnets

Local Network IP 192.168.2.1
Local Network Mask 255.255.255.0 Change default route to this VPN tunnel ( Only
[ More single WAN supports this )
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Establishing the VPN Tunnel

6. To dial the VPN, on VPN Client, go to VPN and Remote Access >> Connection
Management, select the profile created previously and click on “Dial”.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : |10 ¥ | Refrash |
General Mode: ( Client ) 100.100.100.100 '|i|
Backup Mode: ¥ | Dial |
Load Balance Mode: ¥ | Dial

7. If all the credentials are Network administrator may check the VPN that is established and
its Up Time from VPN and Remote Access >> Connection Management page.

VPN Connection Status

Current Fage: 1 Page No. Go = |
Virtual Tx Tx Rx Rx .
VPN Type Remote IP Network  Pkts Rate(Bps) Pkts Rate(Bps) P Me
( 5L-.Lm y  SSLTunnel 100.100.100.100  192.168.2.1/24 103 151 148 1052 0:1:33 | Drop

ook 1 Data is encrypted.
xxxxxxxx : Data isn't encrypted.

Vigor2765 Series User’s Guide 271



V-3 Certificate Management

272

A digital certificate works as an electronic ID, which is issued by a certification authority (CA).
It contains information such as your name, a serial number, expiration dates etc., and the
digital signature of the certificate-issuing authority so that a recipient can verify that the

certificate is real. Here Vigor router support digital certificates conforming to standard
X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.
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Web User Interface

Certificate

IV-3-1 Local Certificate

Certificate Management >> Local Certificate

X509 Local Certificate Configuration
Name Subject Status Modify

Hote:

1. Please setup the "System Maintenance >> Time and Date" carrectly before signing the local
certificate.

2. The Time Zone MUST be setup correctly!!
[ GENERATE | [ IMPORT | | REFRESH

Available settings are explained as follows:

Item Description
Generate Click this button to open Generate Certificate Request
window.

Type in all the information that the window requests. Then
click Generate again.

Import Click this button to import a saved file as the certification
information.

Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

Delete Click this button to delete selected name with certification
information.

GENERATE

Click this button to open Generate Certificate Signing Request window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then
click GENERATE again.
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Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name

Subject Alternative Name
Type IP Address b

P

Subject Name
Country {C)

State {(ST)

Lacation (L)
Organization {0}
Organization Unit (O

Comman Mame {CH)

Email {E}
Key Type
Key Size 1024 Bit +
Algorithm SHA256 v

Info Please be noted that “Common Name” must be configured with rotuer’s
WAN I[P or domain name.

After clicking GENERATE, the generated information will be displayed on the window below:

Certificate Management >> Local Certificate

X509 Local Certificate Configuration
Name Subject Status Modify

server SC=TW/ST=Hsinchu/L=Hsinchu/0. .. Reguesting

Note:
1. Please setup the "System Maintenance = Time and Date" correctly before signing the local
certificate.
2. The Time Zone MUST be setup correctly!!
GENERATE | [ IMPORT | [ REFRESH
IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party,
you may import it directly. The supported types are PKCS12 Certificate and Certificate with a

private key.
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Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.

Certificate Management »> Local Certificate

Import X509 Local Certificate

Upload Local Certificate
Select a local certificate file.

Certificate file: | 848485 | B8

Click Import to upload the local certificate.

[Impur‘[] [ Cancel ]

Upload PHCS12 Certificate
Select a PKCS1E file.

PKCS12 file: | B4EM#E | BB

Passwaord:

Click Import to upload the PKCS12 file.

[Impur‘[] [ Cancel

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file: | 848483 | FBiSHE=s
Key file: | EERES | FEEES

Password:

Click Import to upload the local certificate and private key.

[Import] [ Cancel ]

Available settings are explained as follows:

Item Description

Upload Local Certificate | It allows users to import the certificate which is generated by
Vigor router and signed by CA server.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK”.

Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully.

Please click I Back | to view the certificate.

X509 Local Certificate Configuration

Name Subject Status Modify
draytekdemo /O=Draytek/OU=Draytek Sales/... oK |,\(‘°t‘,\’,‘ ,IE)?IQ,‘,Q,
[View] [Delste,
|M Delete
[ GENERATE | [ IMPORT | [ REFRESH |
Upload PKCS12 It allows users to import the certificate whose extensions are
Certificate usually .pfx or .p12. And these certificates usually

need passwords.

Note: PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import
and export options.

Upload Certificate and It is useful when users have separated certificates and private
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Private Key keys. And the password is needed if the private key is
encrypted.

REFRESH
Click this button to refresh the information listed below.

View
Click this button to view the detailed settings for certificate request.

3 hitp:/1192 168.1 1 - Certificate Signing Request Information - Microzoft Intexnet Explorer

Certificate Information

Certificate Name : SErVer
Issuer :

C=TW, ST=Hsinchu, L=Hsinchu, O=Draytek, OU=MKT, CN=DT,

Subject : emailaddress=support@draytek.com

Subject Alternative Name :
Yalid Frarm ¢

Walid To ¢

PEM Format Content @ |_____ EEGIN CERTIFICATE REQUEST--——- ~

MITEwzCCASwCAQLwgY INCeAJBgNVEAYTALRENRAWDgYDVWOOIEwdIc: lIuTahl1MRAW
Dg¥DVOOHEwAIcE luYah1MRAWDgYDVOOKEwdEcmF SAGVE MowwC g T DVOQLEWNIGE 1 0%
CEAJBgNVEANTARKRUNS IwIAYIJEoZ IThveHAQKEF W edXBwh3 JOQGRyTE10EWsuYzot
MIGEHAOGCSgGS Ib3DOEBAQUAAGGNAD CEiQKEEBgQChOagdDL?ETjwGouCSHYPuglIa
Ra/ua3cCid I +VoknkSFRYEUZ SP Tult avvPEHE 1M2 cHDLEUT hQnXMAGh TuWsn3u
K4+2rW0Np2 IFpbnd? TogmOIBETx2 6101 IK?wT/ YW ¥x IgR/ CHhdpsgM0r GiK2N9=sGVr
uZ/ T+ Zk7 GaQuefQIDAQARCAAWD OV I Ko Z ThweMAQEFBQADYE AR 1 iNMne =HEd:
EOT+KtPJaRyoZVEoS YT JxulrbValhwTxONgHCyA1 / DLMWE IQTJFP25Tz94Ddon
yC1lrbh+ 206 IseTeE7OGINEYYOlub e hHRYRAN I ZRTNOQYOICREcVIHEX X A pnXWNE
IaMe0IwsZ/ 1Z/+BhlnYXzFO8uilI=s{Y=

Close

Info You have to copy the certificate request information from above window.
Next, access your CA server and enter the page of certificate request, copy
the information into it and submit a request. A new certificate will be
issued to you by the CA server. You can save it.

Delete
Click this button to remove the selected certificate.
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IV-3-2 Trusted CA Certificate

Trusted CA certificate lists three sets of trusted CA certificate. In addition, you can build a
RootCA certificate if required.

When the local client and remote client are required to make certificate authentication (e.g.,
IPsec X.509) for data passing through SSL tunnel and avoiding the attack of MITM, a trusted
root certificate authority (Root CA) will be used to authenticate the digital certificates
offered by both ends.

However, the procedure of applying digital certificate from a trusted root certificate
authority is complicated and time-consuming. Therefore, Vigor router offers a mechanism
which allows you to generate root CA to save time and provide convenience for general user.
Later, such root CA generated by DrayTek server can perform the issuing of local certificate.

Info Root CA can be deleted but not edited. If you want to modify the settings

for a Root CA, please delete the one and create another one by clicking
Create Root CA.

Certificate Management »> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

HName Subject Status Modify
Root CA - - Create
Trusted Ch-1 -- - View | | Delete
Trusted CA-2 -—- - View | | Delete
Trusted CA-3 -—- - View | | Delete
Mote:
1, Please setup the "System Maintenance = Time and Date" correctly before you try to generate a
FootCall

2, The Time Zone MUST be setup correctly!!
IMFORT REFRESH
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Creating a RootCA

Click Create to open the following page. Type in all the information that the window request
such as certifcate name (used for identifying different certificate), subject alternative name
type and relational settings for subject name. Then click GENERATE again.

Certificate Management == Root CA Certificate

Generate Root CA
Certificate Name Root CA

Subject Akernative Hame
Type IP Addrass w

P

Subject Hame
Country (C)
State (ST)
Location (L)
Organization (O}
Organization Unit (OU)
Comrmon Mame (CHN)

Ernail (E)
Key Type
Key Size 1024 Bit »
Algorithm SHA-288 w

Generate

Importing a Trusted CA

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window.

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted CA certificate file.

Click Import to upload the certification.
[ Import ] [ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.
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& % Certificate Information - Windows Internet Explorer

Subject Alternative Name:

Valid From:
Valid To: B

[MGET

| €

|A
b

g hip /19216811 =
e
Certificate Detail Information
Certificate Name: Trusted CA-1
Issuer:
Subject:

IV-3-3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption

password for these certificates, please type characters in both fields of Encrypt password

and Confirm password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management >> Centificate Backup

Certificate Backup / Hestoration
Backup

Encrypt password: |Max: 23 charactars |

Confirm password: | |
Click to download certificates to your local PC as a file,

Restoration

Select a backup file to restore,

FIBIER -

Decrypt password: |

Click to upload the file.
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IV-3-4 Self-Signed Certificate

A self-signed certificate is a unique identification for the device (e.g., Vigor router) which
generates the certificate by itself to ensure the router security. Such self-signed certificate is
signed with its own private key.

The self-signed certificate will be applied in SSL VPN, HTTPS, and so on. In addition, it can be
created for free by using a wide variety of tools.

Certificate Management >> Self-Signed Certificate

Self-Signed Certificate Information

Certificate Name @ self-signed
lssuar C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=DrayTek Support, CN=Vigor
' Router
. C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=DrayTek Support, CN="igor
Subject : ROUtEr

Subject Alternative Name :
walid Fram : Oct 16 10:10:09 2018 GMT
Yalid To Oct 15 10:10:09 2048 GMT

PEM Format Content :

————— BEGIN CERTIFICATE-——--
HIIDijCCAanAwIBAgIJAOajSsCHQdPQHADGCSqGSIbSDOtBCwUAHngCzAJBgNU
BAYTAIREMEAWDGYDVOOIDAAT:Z 1ud2 h1 MO wD AYDVOOHD AV I Ut wdTEWNEQS LI TUE
CgwNREHIheVR1layBlb3JwLjEYNEYGAITECwwPRHITheVE 1ayETdEBwh3 JOMRUwEwYD
VQODDAxWaldwe iBEh3VOZEIwHhe NN TygxMDEZ MTARMD ASTheNNDygxMDE IMTAxMDAS
WiB4MOswCO¥DVOOGEwI WV zEQNA4GAITEC AvHS H ph kNod TEOMAWG A1 TEBwwF SHVL
b3UxFJAUBgNVEBAOMDURyTEIUZWs 02 9voCAxGDAVEBNVEAsMDORyYE1UZWsgI3 Vi
cGOydDEVMEMGALIUE AvwMWin lnb3 IglmS 1AGVyMITET  ANBoakoahkiGOwOEAQEF AACC
AQSAMIIECgRECAQEANecSESWe 03D R 13 EgwlLEvIgEUTEnvea7aVeThul+90G15sd
FEQCRAaVSvwplIxuSeas ) ThIlEOCeF 7 JEVOTRIZEL WL 4Ec ZmI IKF YD SaxKS7oKFw
b/ wypBIEZDeo++52kGiJeH4fmKL 3 iKUES/ £48DRO1PAGL 105 LkNERXEykE/hEKCS
AZOE N qugwVOxKiF AKTIOZ £0py0JOUC Byd L LOJHLNLHEr 78 LEVORAOKZ ESF C+AL T
gy3QHeS JwIwlhwGe JPCAde MRz GERoLuM+IajvkwlUsAYe 101l vLgUIlCmeX 26t 5Eg3i e
NHkKmOWzcEhd4tFDHITMO=c0IOKswWucHeLhWHC w IDAQABoxcwF TATEgNVHSUEDD AR
EggrBgEFEQeDATANEgkghkiGOwlBLOSF AROCAQEAREW ./ /KeES7OgCfoielbEwI
J0o/ prZNzsygEEe fOmMh S SH g The / a9 KD44 0N Va JHEX TIP3 tnE4DEqd I Ax e B3 Un
Lopol Up7rhESeVyode/ 6940 GeEVisAiZsRP = VD OIRIwuECrd/ / 1ICul £ ZRSvgD?
SullQedkpo3dlxhi/ j8T4IPKNoOMNgr JCrESWRIZNEBOKChVEGkKI rwQOpOyENiDEES 0
y1B1CKEWE4BOKZsiDeCYDsTr3FreYuhZ3 0dr £Cgvp 2/ AaY9UnUEgrOuXQ2e2 TorR2
b+EAGLovBESfugnLdleMhT/ veTnWGt TLi TEobmz HLscnswuRacnwTsTzHUF t BA==
————— END CERTIFICATE-——--—

Note:
1.Please setup the System Maintenance »> Time and Date correctly before you try to regenerate a self-signed
certificate!!

2. The Time Zone MUST be setup correctly!!
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Part V Securi

While the broadband users demand more bandwidth
for multimedia, interactive applications, or distance
learning, security has been always the most
concerned. The firewall of the Vigor router helps to
protect your local network against attack from

Firewall unauthorized outsiders. It also restricts users in the
local network from accessing the Internet.

CSM is an abbreviation of Central Security Management
which is used to control IM/P2P usage, filter the web
content and URL content to reach a goal of security
management.
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V-1 Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also
restricts users in the local network from accessing the Internet. Furthermore, it can filter out
specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).
®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data

® Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block

Outgoing WAN link Drop
Traffic status packet
| up pass
Data Filter — Se:odvzi?\lket
l block
Drop
packet
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to LAN

1 block

Drop
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all
interfaces of the firewall and makes sure they are valid. The stateful firewall of Vigor router
not only examines the header information also monitors the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning,
if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route
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Web User Interface

Below shows the menu items for Firewall.

Firewal

V-1-1 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you can
configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule
for filtering the incoming and outgoing data.

Firewall >> General Setup

General Setup

General Setup Default Rule
Call Filter * Enable Start Filter Set | Set#l v
Disable
Data Filter * Enable Start Filter Set | Set#2 v
Disable

¢ always pass inbound fragmented large packets (required for certain games and
streaming)

¥ Enable Strict Security Firewall

Block routing connections initiated from Wan IPud ¥ IPye

Note:
Packets are filtered by firewall functions in the following order:
1.Data Filter Sets and Rules Z2.Block routing connections initiated from YwanN 3. Default Rule

(8178 | | Cancel |
Backup Firewall : Backup Restore Firewall: | iBiEES | FRETRES Festore

Note:
This will not backup the detail setting of Quality of Service and Schedule.
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Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a
start filter set for the Data Filter.

Always pass inbound Some on-line games (for example: Half Life) will use lots of

fragmented large fragmented UDP packets to transfer game data. Instinctively

packets... as a secure firewall, Vigor router will reject these

fragmented packets to prevent attack unless you enable
“Always pass inbound fragmented large packets...”. By
checking this box, you can play these kinds of on-line games.
If security concern is in higher priority, you cannot enable
“Always pass inbound fragmented large packets...”.

Enable Strict Security For the sake of security, the router will execute strict
Firewall security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the router’s firewall will block the packets
directly.

Block routing packet from | Usually, IPv6 network sessions/traffic from WAN to LAN will
WAN be accepted by IPv6 firewall in default.

IPv6 - To prevent remote client accessing into the PCs on
LAN, check the box to make the packets (routed from WAN to
LAN) via IPv6 being blocked by such router. It is effective
only for the packets routed but not for packets translated by
NAT.

IPv4 - To prevent remote client accessing into the PCs on
LAN, check the box to make the incoming packets via IPv4
being blocked by such router. It is effective only for the
packets routed but not for packets translated by NAT.

Backup Firewall Click Backup to save the firewall configuration.

Restore Firewall Click Select to choose a firewall configuration file. Then
click Restore to apply the file.
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Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

Firewall > General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter Pass v
Sessions Control 0 /50000
Quality_of Service None ¥
APP Enforcement None T
URL Content Filter None v
Web Content Filter None v
DNS Filter None v
Advance Setting Edit
(]84 Cancel
Backup Firewall : - " y
Restore Firewall: | BB | RBETREE Restore
Backup
Note:

This will not backup the detail setting of Quality of Service and Schedule.

Available settings are explained as follows:

Item

Description

Filter

Select Pass or Block for the packets that do not match with
the filter rules.

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section
of APP Enforcement profile setup. For troubleshooting
needs, you can specify to record information for IM/P2P by
checking the Log box. It will be sent to Syslog server. Please
refer to section Syslog/Mail Alert for more detailed
information.
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URL Content Filter Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter web page first. Or choose [Create New]
from the drop down list in this page to create a new profile.
For troubleshooting needs, you can specify to record
information for URL Content Filter by checking the Log box.
It will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.

Web Content Filter Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set at
least one profile in CSM>> Web Content Filter web page
first. Or click the DNS Filter link in this page to create a new
profile.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall => General Setup

sdvance Setting

Codepage AMNSI12582)-Latin | hd
Window size: G5535
Session timeout: 1440 Minute

[ ok ] [ Cl=se |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtain correct ASCII after decoding data
from URL and enhance the correctness of URL Content Filter.
The default value for this setting is ANSI 1252 Latin I. If you
do not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a
codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
dialog box.
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Window size - It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout - Setting timeout for sessions can make the
best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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V-1-2 Filter Setup

Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Comments

Filter Setup

Set

1. Default Call Filter
2. Default Data Filter
3.

4.

5.

6.

| Setto Factory Default |

Set Comments

W [co |~
[ |82 Iz

= |=a =2
P =

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the filter rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set1
Comments : |Default Call Filter
Rule Active Comments
1 Block MetBios
2 0O
g [ [
14 O
g [ [
e O
7O

Direction

LAM/RT PN
=
WAN
LAM/RT /PN
-=
WAN
LAM/RT /PN
-
WAN
LAM/RT PN
-
WAN
LAM/RT PN
-
WAN
LAM/RT PN
==
WAN
LAM/RT PN
-
WAN

SrcIP DstIP Service Type Action csm ML'::" Move
Any  Any  TCPAUDP, Port: from 137~139 to any  Block Immediately Down
Any  Any Any Pass Immediately UP  Down
ANy ARy ANy Pass Immediately UP  Down
Any ANy ANy Pass Immediately UP  Down
ANy ANy ARy Pass Immediately UP  Down
Any Any ANy Pass Immediately UP  Daown
Any  Any Any Pass Immediately up

Next Filter Set |None

O wizard Mode: most frequently used settings in three pages

® advance Mode: all settings in one page

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click
the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23-character long.

Direction Display the direction of packet flow

Src IP Dst IP Display the source IP address and destination IP address of

the rule.
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Service Type

Display the protocol setting with source port and destination
port value.

Action

Display the action taken when packets match the rule.

CSM

Display the CSM profile name used by such rule.

Move Up/Down

Use Up or Down link to move the order of the filter rules.

Next Filter Set

Set the link to the next filter set to be executed after the
current filter run. Do not make a loop with many filter sets.

Wizard Mode

Allow to configure frequently used settings of filter rule via
three setting pages

Advance Mode

Allow to configure detailed settings of filter rule in one page.

To use Wizard Mode, simple do the following steps:
1. Click the Wizard Mode radio button.

2. Click one of the indexe number linke (e.g., Index 2) to access into the following page.

Firewall == Edit Filter Set => Edit Filter Rule Wizard

Filter Set 1 Rule 2

Firewall Rule applies to packets that meet the following criteria
Comments:
Direction: LAN/RTAVPN -= WAN v
Source IP: Any Address v
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Destination IP: Any Address v
Start IP Address 0.0.0.0
End IF Address 0.0.0.0
Subnet Mask 0.0.0.0
Protocol: Any v
Source Port =v N (65535
Destination Port = v ~|65535
Back Next Finish Cancel

Available settings are explained as follows:

Item

Description

Comments

Enter filter set comments/description. Maximum length is
14- character long.

Direction

Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.

LAM/RTAPN -= WAN b
LANRTAPN - :

WAN - LANRTAP
LAN/RTAPN = LANRTAPN

Note: RT means routing domain for 2nd subnet or other
LAN.

Source/Destination IP

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
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the Address Type and type them in this dialog.

Protocol Specify the protocol(s) which this filter rule will apply to.

Source Port / (=) - when the first and last value are the same, it indicates

Destination Port one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(=) - when the first and last value are the same, it
indicates all the ports except the port defined here; when
the first and last values are different, it indicates that all
the ports except the range defined here are available for
this service type.

(>) - the port number greater than this value is available.

(<) - the port number less than this value is available for
this profile.

3. Click Next to get the following page.

Firewall == Edit Filter Set == Edit Filter Rule Wizard

Filter Set 1 Rule 2

Based on the settings in the previous pages, we guess you want to have: Pass
The current setting is :

® Pass Immediately

AFP Enforcement: None v
URL Content Filter: None v
Web Content Filter: None v
DNS Filter None v

Block Immediately

Back Mext Finish Cancel

4. After configuring the above settings, click Next to get the summary page for reference.

Firewall »> Edit Filter Set »> Edit Filter Rule Wizard

Filter Set 1 Rule 2 Configuration Sumrmary

Comments @ test

Direction

LANART/APN -> WAN

Criteria
Source IP 0.0,0.0
Destination IP Any
Protocol ARy

Maore options

Pass Immediately

APP Enforcement : Mone
URL Content Filter : None
webh Content Filter @ None
DMS Filter . MNone
[ Finish ] [ Cancel ]

5. If there is no error, click Finish to complete wizard setting.

Vigor2765 Series User’s Guide 291



To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click one of the indexe number linke (e.g., Index 2) to access into the following page.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 2

Enable
Comments
Schedule Profile

MNone ¥ |, |None ¥ | |None v |, |None v

Clear sessions when schedule is ON

Direction LAN/RTAVPN -= WAN ¥ | | Advanced
Source IP/Country Any Edit
Destination IP/Country Any Edit
Service Type Any Edit
Fragments Don't Care v
Application Action/Profile Syslog
Filter Pass Immediately v
Branch to Other Filter Set Mone v
Sessions Control 0 /50000
MAC Bind IP MNon-Strict ¥
Quality of Service Mone ¥
APP Enforcement None v
URL Content Filter Mone v
Web Content Filter Mone v
DNS Filter Mone v
Advance Setting Edit
0K Clear Cancel

Available settings are explained as follows:

Iltem Description
Enable Check this box to enable the filter rule.
Comments Enter filter set comments/description. Maximum length is 14-

character long.

Schedule Profile

Set PCs on LAN to work at certain time interval only. You
may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

Clear sessions when
schedule ON

Check this box to clear the sessions when the above schedule
profiles are applied.

Direction

Set the direction of packet flow. It is for Data Filter only. For
the Call Filter, this setting is not available since Call Filter is
only applied to outgoing traffic.

LAMRTAPN -= WA, w

WAN = LAMNRTAP
LAMETAPM -= LANFTAPN
Note: RT means routing domain for 2nd subnet or other LAN.

Source IP/ Country
or Destination IP /

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.
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Cou ntry °} IP Address Edit - Mozilla Firefox (=13
@ 192.1681 1docliptipedt htm

IP Address Edit

Address Type Any Address hd

Start [P address

End IP Address

Subnet Mask

Invert Selection

IP_Group A ‘ |
IP_Object | |
IPv6 Group

IPv6 Object | | |

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet
Address/Group and Objects as the Address Type and type
them in this dialog. For example, if you want to use the IP
range from defined groups or objects, please choose Group
and Objects as the Address Type.

Ay Address v

Ay Address
Single Address
Range Address
Subnet Address
Group and Objects

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to choose
the object that you want.

Service Type Click Edit to access into the following dialog to choose a
suitable service type.

%) Service Type Edit - Mozilla Firefox (=13

(@ 192168 1 Lidocfiptstedt htm

Service Type Edit

Service Type User defined M

Protocol TCPADP »

Source Port 137 | ~13m

Destination Port =¥ [t ~|65335

Service Group |

Service Object | A ‘ |J |

To set the service type manually, please choose User
defined as the Service Type and type them in this dialog. In
addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.
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User defined “

Group and Objects
Protocol - Specify the protocol(s) which this filter rule will
apply to.

Source/Destination Port -

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(=) - when the first and last value are the same, it indicates
all the ports except the port defined here; when the first and
last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) - the port number greater than this value is available.
(<) - the port number less than this value is available for this
profile.

Service Group/Object - Use the drop down list to choose the
one that you want.

Fragments Specify the action for fragmented packets. And it is used for
Data Filter only.
® Don’t care -No action will be taken towards
fragmented packets.
® Unfragmented -Apply the rule to unfragmented
packets.
® Fragmented - Apply the rule to fragmented packets.
® Too Short - Apply the rule only to packets that are too
short to contain a complete header.
Filter Specifies the action to be taken when packets match the

rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and
that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and
that does not match further rules, will be passed through.

Branch to other Filter
Set

If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the router
will apply the specified filter rule for ever and will not return
to previous filter rule any more.

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

MAC Bind IP

Strict - Make the MAC address and IP address settings
configured in IP Object for Source IP and Destination IP are
bound for applying such filter rule.

No-Strict - no limitation.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
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For detailed information of setting QoS, please refer to the
related section later.

Mone

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section
of APP Enforcement profile setup. For troubleshooting
needs, you can specify to record information for IM/P2P by
checking the Log box. It will be sent to Syslog server. Please
refer to section Syslog/Mail Alert for more detailed
information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter web page first. Or choose [Create New]
from the drop down list in this page to create a new profile.
For troubleshooting needs, you can specify to record
information for URL Content Filter by checking the Log box.
It will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter

Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set at
least one profile in CSM>> Web Content Filter web page
first. Or click the DNS Filter link from the drop down list in
this page to create a new profile.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.
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Firewall == Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage AMSI 252)-Latin | v
Window size: 55535

Session timeout: 1440 Minute

DrayTek Banner:

Strict Security Checking
[JaPP Enfarcement

[ ok ] [ Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content Filter.
The default value for this setting is ANSI 1252 Latin I. If you
do not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a
codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
dialog box.

Dray Tek =5 105 Urility
— .4

| Fead o Satun | Codepage Infoomaton | Becovery | Netwook Informabon | Hel Tl

4i CODEPAY
S50 (ANSUOEM - Tradisonal Chissse Bagh)
D] 21 (ks P D) 33 (W ], (k20 (e 532 02 72 (083 33 0009 0 b 60 (M) 41 (e 1 (R 8 O3 41 e

Tave Codepapes

3

I T =

2003
200
2003

Window size - It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session timeout
is configured for the data flow which matched with the
firewall rule.

DrayTek Banner - Please uncheck this box and the following
screen will not be shown for the unreachable web page. The
default setting is Enabled.
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The requested Web page has been blocked by Web Content Filter.
Please contact your system administrator for further information.

[Powered by Dravtek]

Strict Security Checking - All the packets, while
transmitting through Vigor router, will be filtered by firewall
settings configured by Vigor router. When the resource is
inadequate, the packets will be blocked if Strict Security
Checking is enabled. If Strict Security Checking is not
enabled, then the packets will pass through the router.

Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link
them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for
data filter to execute first.
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V-1-3 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

V-1-3-1 DoS Defense

Click Firewall and click DoS Defense to open the setup page.

Firewall >> Defense Setup

DoS Defense

DoS defense

Spoofing Defense

Enable S¥N flood defense

Enable UDP flood defense

Enable ICMP flood defense

Enable Port Scan detection
Block IP options

Block Land

Block Smurf

Elock trace route

Block SYM fragment

Block Fraggle Attack

Enable DoS Defense Select All White/Black List Option Log: |Enable
Threshold 2000 packets / sec
Timeout 10 sec
Threshold 2000 packets / sec
Timeout 10 sec
Threshold 250 packets [ sec
Timeout 10 sec
Threshold 2000 packets / sec

Block TCP flag scan
Block Tear Drop
Block Ping of Death
Block ICMP fragment

Block Unassigned Numbers

OK Clear All Cancel

Available settings are explained as follows:

Item

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.
Select All - Click this button to select all the items listed
below.

White/Black List Option - Set white/black list of IPv4/IPv6
address.

Enable SYN flood defense

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
router will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router.

By default, the threshold and timeout values are set to
2000 packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will
be regarded as “attack event” and the session will be
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paused for 10 seconds.

Enable UDP flood defense | Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.

The default setting for threshold and timeout are 2000
packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will
be regarded as “attack event” and the session will be
paused for 10 seconds.

Enable ICMP flood defense | Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 250
packets per second and 10 seconds, respectively. That
means, when 250 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable PortScan detection | Port Scan attacks the Vigor router by sending lots of packets
to many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan
detection. Whenever detecting this malicious exploration
behavior by monitoring the port-scanning Threshold rate,
the Vigor router will send out a warning.

By default, the Vigor router sets the threshold as 2000

packets per second. That means, when 2000 packets per
second received, they will be regarded as “attack event”.

Block IP options Check the box to activate the Block IP options function.
The Vigor router will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An
eavesdropper outside might learn the details of your
private networks.

Block Land Check the box to enforce the Vigor router to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port
number to victims.

Block Smurf Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block trace route Check the box to enforce the Vigor router not to forward

any trace route packets.

Block SYN fragment Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
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blocked.

Activating the DoS/DDoS defense functionality might block
some legal packets. For example, when you activate the
fraggle attack defense, all broadcast UDP packets coming
from the Internet are blocked. Therefore, the RIP packets
from the Internet might be dropped.

Block TCP flag scan

Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop

Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor router is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death

Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor routers
will block any packets realizing this attacking activity.

Block ICMP Fragment

Check the box to activate the Block ICMP fragment
function. Any ICMP packets with more fragment bit set are
dropped.

Block Unassigned Numbers

Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than
100 are reserved and undefined at this time. Therefore, the
router should have ability to detect and reject this kind of
packets.

Warning Messages

We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive
the report sending from Vigor router which is a Syslog
Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.

System Maintenance »> SysLog / Mall Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup Mail Alert Setup
lEnabls HEenable Send a test e-mail
Syelog Save to: SMTP Server
[l 5yslog Server
[Juse Disk SMTP Port 25
Router Hame DrayTek Mail To
Server IR/Hostname Return-Path
Destination Port 514 g Use S5L
Authentication
Mail Syslag CEenable
Enable syslog message: Usernarme
Firewall Log Password
VPN Log Enabls E-Mail Alert:
]
User Access Log oS Attack
call Log e
an Loa : VPN LOG
Router/DSL information [ APPE Signature
AN Log [J pebug Log

Hote:

1. Mail Syslog cannot be activated unless USB Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslag file when its size reaches 1M Bytes,

3. We only support secured SMTP connection on port 485,
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I DrayTek Syslog 4.5.3

) Sher Sysdog Lot

B Fites 10 | C5MLog | Deferes Log|

System Time

01002 L150AT
FOTOUE L1
2013-00-20 LIS 46
20130828 | 1:5304
0130838 1153144

s Vigor-roster  [DC
a Vgor-router [

Fremal | veN | user Access | Cornaction | WAN | BPE | Cthers

3 Shrw Db Aleel TOFLD

(3 Meszage

172.16.5.130

LA Tnfcemation
TiPathsts  PXPackets

k]

m[

Eabd TUOFTHLen=21, TLensbit]

wigor-rouker  [Cax

shtuck]
ahtack]

Vigor-rekrr  [Dr

Vgorrater [0

System Time: Time g from the compuuter which nins the spdng appleation

btk
:_attack

. L
5,255, 758 2SR T L

, TLenetsig]
255:5557 [UOPYMLen=20, T
DPTH. e, TLenmETE]
DFTH pnm21, TLermETE]

Puster Time: Tiee tag From router

V-1-3-2 Spoofing Defense

Open Firewall >> Defense Setup and click Spoofing Defense to open the setup page.

Firewall == Defense Setup

DoS Defense

ARP Spoofing Defense

Spoofing Defense

Log: |Enable ¥

¥ Block ARP replies with inconsistent source MAC addresses.
¥ Block ARP replies with inconsistent destination MAC addresses.
¥ Decline VRRP MAC into ARP table.

IP Spoofing Defense

Block IP packet from LAN with inconsistent source IP addresses.

¥ Block IP packet from WAN with inconsistent source IP addresses.
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V-1-4 Diagnose

The purpose of this function is to test when the router receiving incoming packet, which
firewall rule will be applied to that packet. The test result, including firewall rule profile, IP
address translation in packet transmission, state of the firewall fuctions and etc., also will be
shown on this page.

1)

Info The result obtained by using Diagnose is offered for RD debug. It will be
different according to actual state such as netework connection, LAN/WAN
settings and so on.

Firewall »> Diagnose

Mode
C1cvp @ upp O TCR [IPve v
Direction
From LAN  w
Test View
A | B
H » - == =
—— ] ]|
Src IP 192.168.1.111 Firewall DstIP 7777
SrcPort 22222 Dst Port (51348
Src MAC |00 00 0o 00 [Fo0o oo
Packet & Payload
Packet Enahble Direction Protocol
1 UDP :Customize
2 B-=A v UDP: Customize
Note:
This is firewall live test which need setup WwanN and plug cable in.

Available settings are explained as follows:

Item Description

Mode To have a firewall rule test, specify the service type (ICMP,
UDP, TCP) of the packet and type of the IP address
(IPv4/1Pv6).

Direction Set the way (from WAN or from LAN) that Vigor router

receives the first packet for test. Different way means the
firewall will process the connection initiated from LAN or
from WAN.

Test View This is a dynamic display page.

According to the direction specified, test view will display
the figure to guide you typing IP address, port number, and
MAC address.

Later, after clicking the Analyze button, the information for

the firewall rule profile and address translation will be
shown on this page.

Src IP Type the IPv4/1Pv6 address of the packet’s source.
Src Port Type the port number of the packet’s source.
Src MAC Type the MAC address of the packet’s source.
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Dst IP Type the IPv4/IPv6 address of the packet’s destination.

Dst Port Type the port number of the packet’s destination.

Packet & Payload In firewall diagnose, two packets belong to one connection.
In general, two packets are enough for Vigor router to
perform this test.

Enable - Check the box to send out the test packet.

Direction - The first packet of the firewall test will follow
the direction specified above. However, the direction for
the second packet might be different. Simply choose the
direction (from Computer A to B or from the B to A) for the
second packet.

Protocol - It displays the mode selected above and the
sate. If required, click the mode link to configure advanced
setting. The common service type (Customize, Ping, Trace
Route / Customize, DNS, Trace Route / Customize,
Http(GET) related to that mode (ICMP / UDP / TCP) will be
shown on the following dialog box.

| ] 192,188 1.1/ ocfawdiagud p him +
Type ® Customize O DNS Query C Trace Route
Payload |

® Type - Choose Customize, DNS Query and Trace Route.

® Payload - It is available when Customzie is selected.
Simply type 16 HEX characters which represent
certain packet (e.g., DNS packet) if you want to set
the data transfered with protocol (ICMP/UDP/TCP)
which is different to Type setting.

Analyze Execute the test and analyze the result.
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The following figure shows the test result after clicking Analyze. Processing state for the
fuctions (MAC Filter, QoS, User management, etc.,) related to the firewall will be displayed

by green or red LED.

Firewall >> Diagnose

Mode
ICMP upp TCP |IPv4 ¥
Direction
FromLAN ¥

Test View

A

|

. e

«REPLY

WANL «

7.7.7.7:51348
172.16.2.234:62004«

192.168.1.111:22222 ORIGIN Firewal
-7.7.7.7:51348
Status Packet Set Rule UCFIWCF
Pass 2 default default nia
Packet & Payload
Packet Enable Direction Protocol
1 v A=B ¥ UDP:Customize
3 Acceleration
2 v B-2A ¥ UDP:Customize
3 Acceleration
- P # - - s #
SESS CTL MAC FILTER PCAP USER MGT APPE UcF WCF
- r - & a .
DNSE SESS LMT BW LMT Qos APP QOS HW Acc

APP.The APP need 1o check.
APP:The APP doesn't need to check.

Note:
PCAP is "ip pcap” in teinet command.

<<Back Reset

r
:The APP is completed.
. :The APP is processing
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Application Notes

A-1 How to Configure Certain Computers Accessing to Internet

We can specify certain computers (e.g., 192.168.1.10 ~ 192.168.1.20) accessing to Internet
through Vigor router. Others (e.g., 192.168.1.31 and 192.168.1.32) outside the range can get
the source from LAN only.

Internet

o -

PC PC PC PC
192.168.1.10 192.168.1.20 } 1192.168.1.31  192.168.1.32
LY

¥
L) r

The way we can use is to set two rules under Firewall. For Rule 1 of Set 2 under
Firewall>>Filter Setup is used as the default setting, we have to create a new rule starting
from Filter Rule 2 of Set 2.

1. Access into the web user interface of Vigor router.
2. Open Firewall>>Filter Setup. Click the Set 2 link and choose the Filter Rule 2 button.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
Default Call Filter T
Default Data Filter 8.
. 9
10.
11.
12,
all >> Filter Setup >> Edit Filter Set
Filllr Set2
ents : |Default Data Filter
Rull Active Comments Direction  SrcIP DstIP Service Type Action CSMm ML?VE Move
p Down
LAN/RT /PN
®MetBios -> DNS -> ANy Any  TCR/UDP, Port: from 137~139 to 53 Block Immediately Down
W AR
LAN/RT PN
-> ANy ANy Any Pass Immediately UP  Down
W AN
LAN/RT PN
g (il -z Any  Any Any Pass Immediately UP  Down
W AR
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3.

Check the box of Check to enable the Filter Rule. Type the comments (e.g., block_all).
Choose Block If No Further Match for the Filter setting. Then, click OK.

Firewall => Edit Filter Set >> Edit Filter Rule

Filter Set 2 Rule 2

¥/ Enable
\Cormaments )
Schedule Profile

Direction

Source IP/Country
Destination IP/Country
Service Type
Fragments

Application
Filter

Dramch o AFhar Cilbar Caf

[block_all ]

o v |, | None

RO n

Clear sessions when schedule is ON

LAN/RTAPN -» WAN ¥ | | Advanced
Any
Any
Any

Don't Care v

Action/Profile
Pass If No Further Match v

¥ |, |None v

Edit
Edit

Edit

| S — |

Syslog

Info

In default, the router will check the packets starting with Set 2, Filter Rule
2 to Filter Rule 7. If Block If No Further Match for is selected for Filter, the
firewall of the router would check the packets with the rules starting from
Rule 3 to Rule 7. The packets not matching with the rules will be processed

according to Rule 2.

Next, set another rule. Just open Firewall>>Filter Setup. Click the Set 2 link and
choose the Filter Rule 3 button.

Check the box of Check to enable the Filter Rule. Type the comments (e.g., open_ip).
Click the Edit button for Source IP.

Firewall »> Edit Filter Set >» Edit Filter Rule

Filter Set 2 Rule 3

¥/ Enable

"

Schedule Profile

Direction

Source IP/Country
Destination IP/Country
Service Type
Fragments

Application
Filter

Branch to Other Filter Sat

open_ip
one " one ¥ |, | None v |, | None v
Clear sessions when schedule is ON

LAN/RTNVPN -= WAN v | | Advanced

Any Edit

Any Edit

Any Edit

Don't Care v

Action/Profile Syslog
Pass Immediately v
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6. A dialog box will be popped up. Choose Range Address as Address Type by using the
drop down list. Type 192.168.1.10 in the field of Start IP, and type 192.168.1.20 in the
field of End IP. Then, click OK to save the settings. The computers within the range can

access into the Internet.

IP Address Edit

Subnet Mask
Invert Selection

Address Type Range Address v
Start IP Address [ 192.166.1.10 )
End IP Address 192.1658.1.20

T T S T e . W . y

IP Group MNone v |, |None v
IP Object MNone ¥ |, |None Y
IPv6E Group MNone v
IPv6 Object Naone v |, (None v [ | None Y
Country Object MNone v
| OK | | Close |

7. Now, check the content of Source IP is correct or not. The action for Filter shall be set
with Pass Immediately. Then, click OK to save the settings.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 3

¥/ Enable
Comments open_ip
Schedule Profile Mone ¥ |, |None v |, | None ¥ |, | None v
Clear sessions when schedule is ON
Direction 5 y
Source IP/Country 92 168.1.10~192.168.1.20 Edit
Destination IP/Country Any Edit
Service Type Any Edit
Fragments Don't Care v
Application Action/Profile Syslog
Filter | Pass Immediately v |
8.  Both filter rules have been created. Click OK.
Firewall => Filter Setup »= Edit Filter Set
Filter Set 2
Comments : |Default Data Filter
Rule Enable Comments Direction Src IP [I);t Service Typ«
1 7 xMetBios -= LAN“”_%;FNPN An An TCP/UDP, Port:
- DNS ¥ ¥ 137~139 to |
L~ AN
LAMN/RT/VPN
2 o4 block_all > Any Any Any
AN
LAN/RT/VPN 192.168.1.10
3 v open_ip > ~ Any Any
AN 162.168.1.20
N
LAN/RT/VPN
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Now, all the settings are configured well. Only the computers with the IP addresses within
192.168.1.10 ~ 192.168.1.20 can access to Internet.
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A-2 How to backup and restore firewall rule and object settings?

Firewall of Vigor router is object-oriented, such as IP object, service type object and keyword
object. Since firmware version 3.8.5, Vigor router supports Firewall backup/restore feature.
Users can backup firewall settings including object and CSM, then restore it to other routers
to make the process of configuration more user-friendly.

After firewall setting is configured on one Vigor router, go to Firewall>>General Setting and
click Backup in the end of the page to backup firewall configuration.

Firewall >> General Setup

General Setup

General Setup Default Rule
Call Filter ® Enable Start Filter Set Setf#1 v
Disable
Data Filter ® Enable Start Filter Set  Set#2
Disable

v/ Always pass inbound fragmented large packets (required for certain games and
streaming)

¥ Enable Strict Security Firewall

Block routing connections initiated from WAN ¥ IPv4 IPv6

Note:

Packets are filtered by firewall functions in the following order:
1.Data Filter Sets and Rules 2.Block routing connections initiated from WAN 3.Default Rule

OK Cancel

Backup Firewall :  Backup ‘J Restore Firewall: Choose File Mo file chosen Restore

Then we can restore these settings on another router on the same page. Also, we can choose
what settings to be restored.

@ Mot secure | 192.168.66.1:8080/doc/fwrestore.htm

1 Firewall >> Restore : . "
i gl e ol -

Please choose the items that you want to restore:

¥ Firewall rules ¥ User management

—Objects Setting
# 1P Object/Group # Service Type Object/Group
¥ 1Pv6 Object/Group ¥ Keyword Object/Group

¥ File Extension Object

—CSM
#/ APP Enforcement ¢ URL Content Filter
¥ Web Content Filter ¥ DNS Filter
Note:

1.0nly the selected items will be restored.

2.The detail setting of Quality of Service and Schedule will not be
restored.

Select All Clear All OK Close

Backup Firewall :  Backup Restore Firewall: Choose File firewallback...0180828.cfg Restore I

Note:
This will not backup the detail setting of Quality of Service and Schedule.
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The router will show a success message after firewall restoration finishes.

Firewall >> Restore

Congratulation

Firewall rules has been restored successfully.
Please click) OK |to return.

Restore Status

Name Status
Firewall Rule
User Management
IP Object/Group
Service Type Object/Group
IPv6 Object/Group
File Extension Object
Keyword Object/Group
URL Content Filter
APP Enforcement
Web Content Filter
DNS Filter

< € € € € € € € < < <
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V-2 CSM (Central Security Management)

CSM is an abbreviation of Central Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

APP Enforcement Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserved attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide CSM functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature. If
malicious code hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

1)

Info The priority of URL Content Filter is higher than Web Content Filter.

Vigor2765 Series User’s Guide 311



Web User Interface

Profile
pgrade
r Profile
r Profile

V-2-1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for filtering.

CSM »> APP Enforcement Profile

APP Enforcement Profile Table:

| Setto Factory Default |

Profile

FREEERERBE® PP P @@ P

Name

Profile Name
1

i
8.
9.

—

e

o (L [ R [ (RO [ IR [ (D[R R
A S e O U Ll N A o

Note:

To make APP Enforcement profile effective, please go to Eirewall => Filter Setup page to create a
firewall rule and select the desired profile.

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Profile Display the number of the profile which allows you to click to
set different policy.
Name Display the name of the APP Enforcement Profile.

Click the number under Index column for settings in detail.
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CSM => APP Enforcement Profile

Profile Index : 1

Profile Name:

Available settings are explained as follows:

Category Apnplication
Instant Message []AIM CJAIM Login [ Aliviwy
[Jares []BaiduHi [JFacebook
[JFetion []GaduGadu Protocol []Google Hangouts
1icq [liMessage ispQ
CJkc [C]LINE []Paltalk
[JPococall [ Qnext [0 Tencent QQ
Ouc []WebIM URLs OwWhatsapp
[1¥ahoo! Messenger
VolP
[]RC Yoice []Skype [0TeamSpeak
OTerTe
P2p [BitTaorrent []ebankey [JFastTrack
JGnutella JopenFT [JopenNap
[JSoulseek [JAres JClubBox
[JHuntmine [ Kuwo [JPanda
[ Spotify [vagaa [ ¥unlei{ Thunder)
Protocol []DNS CJFTR CJHTTP
[ Selectal | [J1BM DE2 [1IBM Informix CiMap

Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Select All Click it to choose all of the items in this page.
Clear All Uncheck all the selected boxes.
Enable Check the box to select the APP to be blocked by Vigor

router.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.
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V-2-2 APPE Signature Upgrade

The APPE Enforcement Profile adopted by Vigor router will be treated as the APPE signature.
DrayTek will periodically upgrade versions for all of the APPs supported by Vigor router.
However, it might be inconvenient for users to upgrade the APP version one by one. This
feature is specially designed to offer a quick method to execute APP version upgrade. Users
can perform the APPE signature upgrade manually or configure the settings on this page to
make Vigor router performing the APPE signature automatically.

CSM == APPE Signature Upgrade

APP Enforcement License Activate
[Status: Inactivated]

Upgrade Setting
APPE Module Version: 1017

Upgrade via interface: |auto-selected ¥ (Waiting for WAN connection...)

Setup Download Server auto-selected Find more

Signature authentication / download message

[20e0-21-01 @0:208:88] Load APPE signature failed. System will use APPE default
signature.

Upgrade Manually Import

Upgrade Automatically
Scheduled Update

* Every: 1 ¥ [(hour) 00 v (minutes after the hour)
Daily: 0 v |(hour) 00 v [(minute)
Weekly: Sunday ¥ [(day) 0 v |(hour) 00 v |[(minute)
0K

Available settings are explained as follows:

Item Description

Upgrade Setting APPE Module Version - Display current version status of
APPE signature.

New version from the Internet - Download button is
available only when Vigor router detects new APPE version.
After clicking it, a dialog will appear with information added
to such new version. Click OK to exit the dialog and start the
signature upgrade.

Upgrade via interface - Choose one of the WAN interfaces as
a channel for APPE signature upgrade.

Setup Download Server Specify the download server by typing the URL of the server
located. Or you can click Find more link to search the one
you want.

Signature authentication/download message - Display the
status of APPE Signature Upgrade.

Upgrade Manually Import - Click this button to open the following page. Press
Choose File to locate the signature file which downloaded
from MyVigor portal or FTP server previously. Then, click
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Upgrade and wait for the system completing the process.

5 b vigne2 825 nbddns org 944 3 oc/appesiznpload him

Select a signature file,
Click Upgrade to upload the file,
Upgrade
Upgrade Automatically Scheduled Update - Check the box to make Vigor router

upgrading the APPE signature based on the schedule
configured here.

After finishing all the settings, please click OK to save the configuration.

V-2-3 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature. If
malicious code hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.

Click CSM and click URL Content Filter Profile to open the profile setting page.
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CSM == URL Content Filter Profile d

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Hame
1 5.
2. 6.
3 i
4. 8.
Hote:

To make URL Content Filter profile effective, please go to Firewall == Filter Setup page to create a
firewall rule and select the desired profile.

Administration Message [Max 255 characters) [ DefaultMessage |

<hodyr<centers=<brr<p>The requested Web page has been blocked by URL Content Filter.
<p>Pleaze contact your system adwinistrator for further information.</center></body>

Each item is explained as follows:
Item Description
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click to

set different policy.

Name Display the name of the URL Content Filter Profile.

Administration Message | You can type the message manually for your necessity.

Default Message - You can type the message manually for your
necessity or click this button to get the default message which
will be displayed on the field of Administration Message.

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM == URL Content Filter Profile

Profile Index: 1

Profile Name:

Priority: Either : URL Access Control First » Log: MNone %

1.URL Access Control

OEnable URL Access Contral Oprevent web access from 1P address
Action: Group/Object Selections
Pass v
Exception List

2. Weh Feature

CJEenable web Feature Restriction
Action:

Pass v | File Extension Profile: Mone Ccookie Clprasy Oupload

[ O ] [ Clear ] [ Cancel

Available settings are explained as follows:
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Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Priority

It determines the action that this router will apply.

Both: Pass - The router will let all the packages that match
with the conditions specified in URL Access Control and Web
Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
Control and Web Feature will be inactive.

Both: Block -The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and Web
Feature will be inactive.

Either: URL Access Control First - When all the packages
matching with the conditions specified in URL Access Control
and Web Feature below, such function can determine the
priority for the actions executed. For this one, the router
will process the packages with the conditions set below for
URL first, then Web feature second.

Either: Web Feature First -When all the packages matching
with the conditions specified in URL Access Control and Web
Feature below, such function can determine the priority for
the actions executed. For this one, the router will process
the packages with the conditions set below for web feature
first, then URL second.

Both: P

Both - Block
Either : URL Access Contral First
Either : Weh Feature First

Log

Pass - Only the log about Pass will be recorded in Syslog.
Block - Only the log about Block will be recorded in Syslog.

All - All the actions (Pass and Block) will be recorded in
Syslog.

Block »
Pass

A

URL Access Control

Enable URL Access Control - Check the box to activate URL
Access Control. Note that the priority for URL Access
Control is higher than Restrict Web Feature. If the web
content match the setting set in URL Access Control, the
router will execute the action specified in this field and
ignore the action specified under Restrict Web Feature.

Prevent web access from IP address - Check the box to deny
any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your browser
cache first so that the URL content filtering facility operates
properly on a web page that you visited before.

Action - This setting is available only when Either : URL
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Access Control First or Either : Web Feature First is
selected.

® Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

® Block - Restrict accessing into the corresponding
webpage with the keywords listed on the box below.
If the web pages do not match with the keyword set
here, it will be processed with reverse action.

Exception List - Specify the object profile(s) as the
exception list which will be processed in an opposite manner
to the action selected above.

Group/Object Selections - The Vigor router provides several
frames for users to define keywords and each frame supports
multiple keywords. The keyword could be a noun, a partial
noun, or a complete URL string. Multiple keywords within a
frame are separated by space, comma, or semicolon. In
addition, the maximal length of each frame is 32-character
long. After specifying keywords, the Vigor router will decline
the connection request to the website whose URL string
matched to any user-defined keyword. It should be noticed
that the more simplified the blocking keyword list is, the
more efficiently the Vigor router performs.

Object/Group Edit

Keyword Object MNone v
or Keyword Object Mone ¥
or Keyword Object Mone ¥
or Keyword Object Mone ¥
or Keyword Object None ¥
or Keyword Object Mone ¥
or Keyword Object Mone ¥
or Keyword Object Mone ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keyword Group
or Keyword Group None ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥

OK Close

Web Feature

Enable Restrict Web Feature - Check this box to make the
keyword being blocked or passed.

Action - This setting is available only when Either: URL
Access Control First or Either: Web Feature First is
selected.

® Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

® Block - Restrict accessing into the corresponding
webpage with the keywords listed on the box below.
If the web pages do not match with the specified
feature set here, it will be processed with reverse
action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
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great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

Upload - Check the box to block the file upload by way of
web page.
File Extension Profile - Choose one of the profiles that you

configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.

File Extension Profile; |Mone hd

Mone

1-image

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

Upload - Check the box to block the file upload by way of
web page.

After finishing all the settings, please click OK to save the configuration.
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V-2-4 Web Content Filter Profile

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version of WCF directly without accessing
into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section of creating MyVigor account.

WCF adopts the mechanism developed and offered by certain service provider (e.g., DrayTek).
No matter activating WCF feature or getting a new license for web content filter, you have to
click Activate to satisfy your request. Be aware that service provider matching with Vigor
router currently offers a period of time for trial version for users to experiment. If you want
to purchase a formal edition, simply contact with the channel partner or your dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The default
setting for Setup Query Server /Setup Test Server is auto-selected. You can choose another
server for your necessity by clicking Find more to open http://myvigor.draytek.com for
searching another qualified and suitable one.

o

Info 1 Web Content Filter (WCF) is not a built-in service of Vigor router but a
service powered by Commtouch. If you want to use such service (trial or
formal edition), you have to perform the procedure of activation first. For
the service of formal edition, please contact with your dealer/distributor
for detailed information.

Info 2 Commtouch is merged by Cyren, and GlobalView services will be continued
to deliver powerful cloud-based information security solutions! Refer to:

http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239
025151.html
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CSM => Web Content Filter Profile 3

Web-Filter License Activate
[Status: Activated] [Provider:Cyren] [Start Date:2019-02-01 Expire Date:2019-03-03]

Setup Query Server auto-selected Eind more

Setup Test Server auto-selected Find more

Look up category by URL, or report inappropriate categorization.

Web Content Filter Profile Table: Cache :|L1+ L2 Cache ¥ Set to Factory Default
Profile Name Profile Name
1 Default 5.
2 6.
3. 1.
4. 8.
Note:

To make Web Content Filter profile effective, please go to Firewall == Filter Setup page to create a
firewall rule and select the desired profile.

Administration Message (Max 255 characters) Default Message

<body><center»<br><br><br><p:The requested Web page <br: from ¥SIP¥ <br:>to ¥URLXE <br:that is
categorized with ®CL% <br>has been blocked by XRMAMEX Web Content Filter.<p»Please contact
your system administrator for further information.</center:</body:>

Legend:
%SIP% - SourcelP ,  %DIP% - Destination IP ,  %URL% - URL
%CL% - Category , “%RNAME® - Router Name
oK
Available settings are explained as follows:
Item Description
Activate Click it to access into MyVigor for activating WCF service.
Setup Query Server It is recommended for you to use the default setting,

auto-selected. You need to specify a server for categorize
searching when you type URL in browser based on the web
content filter profile.

Setup Test Server It is recommended for you to use the default setting,
auto-selected.

Find more Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Cache None - the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 - the router will check the URL that the user wants to
access via WCF. If the URL has been accessed previously, it
will be stored in the router to be accessed quickly if
required. Such item can provide accurate URL matching with
faster rate.

L2 - the router will check the URL that the user wants to
access via WCF. If the data has been accessed previously, the
IP addresses of source and destination IDs will be memorized
for a short time (about 1 second) in the router. When the
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user tries to access the same destination ID, the router will
check it by comparing the record stored. If it matches, the
page will be retrieved quickly. Such item can provide URL
matching with the fastest rate.

L1+L2 Cache - the router will check the URL with fast
processing rate combining the feature of L1 and L2.

Set to Factory Default Click this link to retrieve the factory settings.

You can type the message manually for your necessity or
click this button to get the default message which will be
displayed on the field of Administration Message.

Default Message

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content
filter license, the items will be changed simultaneously. All of the configuration made for web
content filter will be deleted automatically. Therefore, please backup your data before you
change the web content filter license.

CSM => Web Content Filter Profile

Profile Index: 1

Profile Mame: |Default Log: | Block «

Black/\White List

OEnable
Action: Group/Object Selections
Block |+

Action: [ Block »

Groups Categories

322

Child Protection
Select All
Clear All

[#] Alcohol & Tobacco
[¥]Hate & Intolerance
Porn & Sexually

Criminal Activity
[“l1llegal Drug
[l violence

Gambling
Nudity
[¥]weapons

1 erhinnl Fhaatinag e o Erh seatin [+] Tactalace
OnNews O Non-profits & NGOs [JPersonal Sites
Orolitics [JReal Estate ] Religion
[OrRestaurants & Dining [ Shopping [ Translators
[General [ Cults [] Greeting cards
Oimage Sharing O Metwork Errors [Jrarked Domains
OPrivate 1P Addresses [JUncategorsed Sites

| oK ] | Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Log

Syslog.

None - There is no log file will be recorded for this profile.
Pass - Only the log about Pass will be recorded in Syslog.
Block - Only the log about Block will be recorded in Syslog.
All - All the actions (Pass and Block) will be recorded in
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Block [»

Mone
Pass

All

Black/White List

Enable - Activate white/black list function for such profile.
Group/Object Selections - Click Edit to choose the group or
object profile as the content of white/black list.

Pass - allow accessing into the corresponding webpage with
the characters listed on Group/Object Selections. If the web
pages do not match with the specified feature set here, they
will be processed with the categories listed on the box
below.

Block - restrict accessing into the corresponding webpage
with the characters listed on Group/Object Selections.

If the web pages do not match with the specified feature set
here, they will be processed with the categories listed on the
box below.

Action

Pass - allow accessing into the corresponding webpage with
the categories listed on the box below.

Block - restrict accessing into the corresponding webpage
with the categories listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

After finishing all the settings, please click OK to save the configuration.
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V-2-5 DNS Filter Profile

The DNS Filter monitors DNS queries on UDP port 53 and will pass the DNS query information
to the WCF to help with categorizing HTTPS URL's.

DNS can be specified in LAN>>General Setup by using the server (e.g., 168.95.1.1) on router
or external DNS server (e.g., 8.8.8.8). If the router server is used, DNS Filter General Setting
will be applied to DNS query from clients on LAN. However, if the external DNS server is used,
DNS Filter Profile will be applied to DNS query coming from clients on LAN.

1)

Info

For DNS filter must use the WCF service profile to filter the packets,
therefore WCF license must be activated first. Otherwise, DNS filter does
not have any effect on packets.

CSM == DNS Filter

DNS Filter Profile Table

Set to Factory Default|

[#= [ =

Profile

Profile

[ [~ | =

Name

Note:

To make DNS Filter profile effective, please go to Firewall >> Filter Setup page te create a firewall rule

and select the desired profile.

DNS Filter Local Setting

DNS Filter

Web Content Filter
URL Content Filter

Syslog

BlackiWhite List

Enable
None T
None ¥
None v

Enable
Address Type
Start IP Address
End IP Address
Subnet Mask
IP Group
or IP Group
or IP Object
or IP Object

ackli

Any Ac

0.0.0.0

0.0.0.0

0.0.0.0
None
None
None
None

st v

ldress v

Administration Message

Legend:
%SIP% - SourcelP ,
%CL% - Category ,

%RNAME%

(Max 255 characters)

- URL

- Router Name

<body><center><br:<brr<br><p>The requested Web page <br> from XSIPX <br>to XURLYE <br:that is
categorized with ¥CL¥ <brrhas been blocked by XRMAME% DNS Filter.<p»Please contact your
system administrator for further informstion.</center:</body:>

Default Message

OK

Cancel

Available settings are explained as follows:
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Item Description

DNS Filter Profile Table It displays a list of different DNS filter profiles (with
specified WCF and UCF).

Click the profile link to open the following page. Then, type
the name of the profile and specify WCF/UCF based on your
requirement.

DNS Filter Local Setting DNS Filter Local Setting will be applied to DNS query from
clients on LAN when router’s DNS server is used.

DNS Filter - Check Enable to enable such feature.

Syslog - The filtering result can be recorded according to the

setting selected for Syslog.

@ None - There is no log file will be recorded for this
profile.

® Pass - Only the log about Pass will be recorded in Syslog.

® Block - Only the log about Block will be recorded in
Syslog.

@ All - All the actions (Pass and Block) will be recorded in
Syslog.

Web Content Filter- Set the filtering conditions.

URL Content Filter - Set the filtering conditions.

Black/White List - Specify IP address, subnet mask, IP
object, or IP group as a black list or white list for DNS
packets passing through or blocked by Vigor router.

Administration Message Type the words or sentences which will be displayed when a
web page is blocked by Vigor router.

After finishing all the settings, please click OK to save the configuration.
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V-2-6 APPE Support List

This page offers the software versions for each applications managed by APP Enforcement
Profiles by Vigor router. Click the IM/P2P/PROTOCOL/OTHERS tab to open the information
page for different APP type.

CSM == APPE Support List

This charts lists out the APP Enforcement supported by Vigor routers.

Last update on 2019-01-02

1M P2pP PROTOCOL OTHERS
IM
APP Name Version Note
AIM 5.9
AIM Login a g;rficb.c::ccl;sni;:'gzgli.rrécllzeliem have already logged in, AIM
Aliww 2008
Ares 2.0.9
BaiduHi 37378
Facebook 97.0.0.18.69 |Blocks Facebook for PC and smart phone.
Fetion 2010
GaduGadu Protocol
Google Hangouts 18.0 Blocks PC user's login and Android user's chat/phone service.
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Application Notes

A-1 How to Create an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several
useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filtering
the web pages for the sake of protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.

Create an Account via Vigor Router

1. Click CSM>> Web Content Filter Profile. The following page will appear.

CSM =>Weh Content Filter Profile #
Web-Filter License Activate
[Status:Mot Activated]
Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Weh Content Fitter Profile Table: Cache ;| L1+ L2 Cache » | | SettoFactory Default |
Profile Hame Profile Hame
1. Default 5.
2 6.
3. i
EN 8.
Hote:

To make Web Content Filker profile effective, please go to Firewall == Filter Setup page to create a
firewall rule and select the desired profile.

Administration Messane  (Max 255 characters) [ Default Messane |

Or

Click System Maintenance>>Activation to open the following page.

System Maintenance == Activation Activate via interface ;| auto-selected r
Weh-Filter License Activate
[Status: Mot Activated)

AUthentication Message

Blotos TF vt wark Fo ree arm ol alart Ar cvclnm mleaace crnficre Fhe Sweel e BAail Blort Sotemy oo

Or,
Access into http://myvigor.draytek.com directly.
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2. Alogin page for MyVigor web site will pop up automatically.

DrayTek MyVigor

UserName

Connect everything

IP PBX XDSL WIRELESS FIREWALL FIBER VPN VOIP CSM MULTI-PLAY CENTRAL MANAGEMENT

|
206

3. Click the link of Create an account now.
4. The system will ask if you are 16 years old or over.

B |[f yes, click | am 16 or over.

Terms of Service / Privacy Policy

Agreement

Registration

To use this service, you

| am under 16 years old
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B If not, click | am under 16 years old to get the following page. Then, click | and my
legal guardian agree.

About Us

DrayTek Corporation

Address: No. 26, Fushing Rd., Hukou, Hsinchu Industrial Park, Hsinchu, 303, Taiwan
Tel: + 886 3 5972727

Fax: + 8B6 35972121

Personal Data Related Issue: priv, mdraytek.com

Data Protection Officer: dpo@draytek.com

DrayTek Corp.
version: V3.5
Date: 21 May, 2018

| and my legal guardian agree

5. After reading the terms of service/privacy policy, click Agree.

About Us

DrayTek Corporation

Address: No. 26, Fushing Rd., Hukou, Hsinchu Industrial Park, Hsinchu, 303, Taiwan
Tel: + 886 3 5972727

Fax: + 886 3 5972121

Personal Data Related Issue: privacy@draytek.com

Data Protection Officer: d draytek.com

DrayTek Corp.
Version: V3.5
Date: 21 May, 2018

6. In the following page, enter your personal information in this page and then click
Continue.

DrayTek MyVigor

English -

Create an account - Please enter personal profile.

UserName Email Address

Draytek_Document draytek®

The user account { Draytek_Document Jis available. Please complete Country
registration to register this account TAIWAN 2
Industry
Password
Other v

Confirm Password

[ Do you agree to share your information to DrayTek office, regional distributor, local dealer and third party, in order to receive the newsletter or
information from us?

[ Do you agree that MyVigor website can record your IP Address for security purposes?

Your IP Address record will only be used for the purposes of detecting and preventing malicious login attempts
You can change the setting or clear the record at anytime.

~/ tmnota robot

Return to Login
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7. Choose proper selection for your computer and click Continue.

DrayTek MyVigor English ~

| Thank you Draytek_Document, Your account
has been created and an activation link has
been sent to dr****k@draytek.com.

Note that you must activate the account by
following the activation link in the email before
you can login.

™

I'm not a robot
reCAPTCHA
Privacy - Terms

Resend the activation mail

Return to Login

8. Now you have created an account successfully. Click START.

9. Check to see the confirmation email with the title of New Account Confirmation Letter
from myvigor.draytek.com.

HEEE This 13 an automated message from tmyvigor. draytels com FHHFE*
Thank you (Mary) for creating an account.
Please click on the activation link below to activate wour account

Link: ; Activate my Account

10. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Reg:'ster Search far this Site| |[ Go ]

Register Confirm

Thanl for your register in VigorPro Web Site
The Register process is completed
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11. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

DrayTek MyVigor English -

UserName yirtsui

-
Connect everything
IP PBX XD5L WIRELESS FIREWALL FIBER VPN VOIP CSM MULTI-PLAY CENTRAL MANAGEMENT

200

12. Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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A-2 How to Block Facebook Service Accessed by the Users via Web Content
Filter / URL Content Filter

There are two ways to block the facebook service, Web Content Filter and URL Content Filter.

Web Content Filter,

Benefits: Easily and quickly implement the category/website that you want to block.

Note: License is required.

URL Content Filter,

Benefits: Free, flexible for customize webpage.

Note: Manual setting (e.g., one keyword for one website.)

l. Via Web Content Filter

1. Make sure the Web Content Filter (powered by Commtouch) license is valid.

CSM >> Web Content Filter Profile (7]

Web-Filter License Activate
[Status:Commtouch] [Start Date:2012-12-31 Expire Date:2013-01-08]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Eind more
Weh Content Filter Profile Table: | Setto Factory Default |
Profile Hame Profile Name
1. Default H.
2 6.
3. i
4 8.

Cache : |L1 + L2 Cache ¥

Administration Message  (Max 255 characters) Default Message

<hodyr<oenterr<hbr-<hrr<brr<p>The requested Web page <br> from $3IP% <brrto $URL%
<brxthat is categorized with %CL% <br>has been blocked by 3RMANE: Web Content Filter.
<p>Please contact your System administrator for further information.</center></body>

Legend:
%SIP% - Source IP , %DIP% - Destination IP , %URL% - URL
%WCL% - Category , %RNAME% - Router Name

OK

2. Open CSM >> Web Content Filter Profile to create a WCF profile. Check Social
Networking with Action, Block.

Selectal Hate & lntolerance llegal Lrug Mudity
Clear All #Porn & Sexually “‘iolence + \Weapons
# School Cheating ¥ Sex Education # Tasteless
# Child Abuse Images
Leisure .
Select Al Entertainment Games Sports
Travel Leisure & Recreation Fashion & Beauty
Clear All
Business
Select Al Business Job Search Weh-based Mail
Clear All
Chating
Select Al Chat Instant Messaging
Clear All
Computer-Internet Anonymizers Forums & Newsgroups Computers
Select Al Download Sites saming.louwalaads (| Phishing & Fraud
Clear All Search Engine,Portals Spam Sites
Malware Botrets Hacking
Illegal Software Information Security Peer-to-Peer
Other Adv & Pop-Ups Arts Transportation
Select All Compromised Dating & Personals Education
Clear All Finance Gavernment Health & Medicine
MNews MNon-profits & NGOs Personal Sites
Politics Real Estate Religion

332 Vigor2765 Series User’s Guide



3. Enable this profile in Firewall>>General Setup>>Default Rule.

Firewall > General Setup

General Setup

General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter Pass ¥
Sessions Control 0/ BO000
Quality of Service Mone ¥
APP Enforcement MNaone M
URL Content Filter Ilone hd
Web Content Filter
DNS Filter MNone
[Create Mew]

Advance Setting

| Ok | | Cancel |

4.  Next time when someone accesses facebook via this router, the web page would be
blocked and the following message would be displayed instead.

The requested Web page
from 192.168.2.114
to werw.facebook.com/
that is categorized with [Social Nelworking]
has been blocked by Web Content Filter,

Fleaze contact your system administrator for further information.

[Powered by DrayTek]

[l. Via URL Content Filter

A. Block the web page containing the word of “Facebook”

1. Open Object Settings>>Keyword Object. Click an index humber to open the setting
page.

2. In the field of Contents, please type facebook. Configure the settings as the following
figure.
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Objects Setting >> Keyword Object Setup

Profile Index : 1

Mame [|Faceh00k r

Contents

|faceh00k

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%2Z0out

Result:
1. backdoor
2. virus
3. keep out

[ oK ] [ Clear ] [ Cancel ]

3.  Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.

4.  Configure the settings as the following figure.

C5M == URL Content Filter Profile

Profile Index: 1

Profile Hame: |Faceh00k

Priority: |Either: URL Access Control First V| Log:

1.URL Access Control

[“Enable URL Access Control [Oprevent web access from IP address
Action: Group/Object Selections

Facebook

2.Web Feature

[JEnable Restrict Web Feature
Action:

[Jcookie [proxy [Jupload File Extension Profile:

[ oK ] [ Clear ] [ Cancel ]

5.  When you finished the above steps, click OK. Then, open Firewall>>General Setup.
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6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall == General Setup

General Setup

General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog

Filter Pass v O

Sessions Control 0 / 50000 O
uality of Service MNone % O

APP Enforce ment INone hl O

URL Content Filter 1-Facebook v O

Web Content Filter Mane b O

DNS Filter Mone e O

Advance Setting

B. Disallow users to play games on Facebook

1. Open Object Settings>>Keyword Object. Click an index number to open the setting
page.

2. In the field of Contents, please type apps.facebook. Configure the settings as the
following figure.

Objects Setting => Keyword Object Setup

Profile Index : 2
Name facebook-apps

Contents apps.facehook

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

oK ] ’ Clear ] [ Cancel
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3.

4.

Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.

Configure the settings as the following figure.

CS5M == URL Content Filter Profile

Profile Index: 2
Profile Name:  |face.apps

Priority: Either : URL Access Control First | Log: Mone |

1.URL Access Control
[“IEnable URL Access Control [OPrevent web access from IP address

Action: Group/Object Selections

Block |+ facebook

2.Web Feature

[JEnable Restrict Web Feature
Action:

Pass v| [Dcookie [JProxy [Jupload File Extension Profile: |Mone %

[ oK ] [ Clear ] [ Cancel ]

When you finished the above steps, please open Firewall>>General Setup.

Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall == General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter Pass & O
Sessions Control 0/ 50000 O
Quality of Service Maone  « O
APP Enforcement [ane o O
URL Content Filter I-face.apps v O
Weh Content Filter Mane v O
DNS Filter Maone v O
Advance Setting

Vigor2765 Series User’s Guide



A-3 How to use APP Enforcement to block application like Facebook, YouTube
or TeamViewer?

APP Enforcement helps network administrator to block applications on LAN network. Draytek

routers provide a few categories to set up the profiles e.g., IM, P2P, Protocol, Stream,
Remote control.

This section is going to demonstrate how to use APP Enforcement to block Facebook, Skype,
YouTube and TeamViewer.

Vigor Router

LAN Client

Create an APP Enforcement Profile: Click on an Index number to create a new profile at
CSM >> APP Enforcement Profile.

CSM >> APP Enforcement Profile

APP Enforcement Profile Table:

Set to Factory Default
Profile Name Profile Name
1i.
2. 18.
3. 19.
4. 20.
il

o]
==
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2.

3.

Set up the details in the profile.

Profile Index : 1
Profile Name: |Block d

Category Application
Instant Message AIM 3
| SeledAl | Ares
Clear All Fetion
ICG
KC
PocoCall
uc
Yahoo! Messenger |}
VolP
Select All RC Voice
Claar All TelTel
Stream FlashVideo
| SelectAll | PPStream
| Clearal | QvodPlayer
Slingbox
UUSee 2008
Remote Control Ammyy Admin
| SelectAll | ShowMyPC
| Clearal | Timbuktu
WindowsRDP
Web HD .
Select Al ADrive
I—“w‘ Google Service

Microsoft Office Live

AIM Login

BaiduHi

GaduGadu Protocol
iMessage

LINE

Qnext

WebIM URLs

# Skype

_Q

MMS protocol
PPTV

RTSP protocol
SopCast

“ YouTube (]

LogMeln Pro2
SpyAnywhere
WNC protocol

Box
HTTP Upload
Microsoft OneDrive

Aliww

¥ Facebook b
Google Hangouts
ispQ
Paltalk
Tencent QQ
Whatsapp

TeamSpeak

MySee
QQLive
SilverLight
TVUPlayer

Radmin
¢ TeamViewer g
Windows Live Sync

Drophox
iCloud
Mozy

f| ok

Cancel

(@) Enter Profile Name.

(b) Choose the Facebook in Instant Message.

(c) Choose Skype in VolP.

(d) Choose YouTube in Stream.

(e) Choose TeamViewer in Remote control.

(f) Click OK to save.

Apply the APP Enforcement Profile to a Firewall Filter Rule. Go to Firewall >> Filter

Setup, and click an available set.

Firewall == Filter Setup

9

Filter Setup Set to Factory Default

Set Comments Set Comments
Default Call Filter I
@ Default Data Filter 8.
2= 5.
4. 10.
5. 11.
B 12.
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Click on a Filter Rule index to set up a filter.

Firewall >> Filter Setup >> Edit Filter Set

Filter Set 2
Comments : Default Data Filter
Rule Enable  C t Di S o Service Type Action csm "‘3;" Dowe
" LAN/DMZ/RT/VPN e
xNetBios -> TCP/UDP, Port: from 137~139 to Block
S DNS e Any | Any Immediately a—
LAN/DMZ/RT/VPN
2 -> Any  Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
3 -> Any Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
4 -> Any  Any Any Pass Immediately UP  Down
WAN
LAN/DMZ/RT/VPN
5] -> Any  Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
G - Any  Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
I -> Any Any Any Pass Immediately up
WAN
Filter Set 1234567891011 12 Next Filter Set Mone v
Wizard Mode: most frequently used settings in three pages
® Advance Mode: all settings in one page
Set up the details in the profile.
Firewall >»> Edit Filter Set »> Edit Filter Rule
Filter Set 2 Rule 2
¢ Enable 3
Comments Block_by_APFE D
Schedule Profile Mone ¥ | None ¥ |, MNone v |, |None A
Clear sessions when schedule is ON
Direction LAN/DMZ/RT/VEN = WAN ¥ | | Advanced | (C
Source IP/Country Any Edit d
Destination IP/Country Any Edit
Service Type Any Edit
Fragments Don't Care v
Application Action/Profile Syslog
Filter Pass Immediately A
Branch to Other Filter Set None v
Sessions Control 0 /50000
MAC Bind IP MNon-Strict v
Quality of Service Mone
User Management None v
APP Enforcement 1-Block v f ‘g
URL Content Filter None v
Web Content Filter None v
DNS Filter Mone v
Advance Setting Edit
h | Ok || Cla || Cancel

(@) Enable the Filter Rule.
(b)
(©)
(d)
(e)
(f)
(9)

Put the comments of this rule.

Select Filter as Pass Immediately.
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Select the Direction as LAN/DMZ/RT/VPN -> WAN.
Edit the Source IP which should be blocked from the APP.

You may also check the Syslog if needed.

Select APP Enforcement as the profile we created in Step 2.
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(h) Click OK to save.
6.  With the above configuration, LAN clients cannot be able to use the APP and website.

This site can't provide a secure connection

www.facebook.com sent an invalid response.

Try running Windows Network Diagnostics.

ERR_SSL_PROTOCOL_ERROR
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Part VI Management

b,

System
Maintenance

——
————
p——

Bandwidth
Management

Vigor2765 Series User’s Guide

There are several items offered for the Vigor router
system setup: System Status, TR-069, Administrator
Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and
Date, Management, Reboot System, Firmware Upgrade
and Activation.

It is used to control the bandwith of data transmission
through configuration of Sessions Limit, Bandwidth
Limit, and Quality of Servie (QoS).




VI-1 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
System Status, TR-069, Administrator Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and Date, SNMP, Management, Self-Signed
Certificate, Reboot System, Firmware Upgrade, Modem Code Upgrade and Activation.

Below shows the menu items for System Maintenance.
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Web User Interface

System Maintenance
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VI-1-1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and WAN
interface information. Also, you could get the current running firmware version or firmware

related information from this presentation.

System Status

Model Name
Firmware Version
Build Datel/Time

: Vigor2765Vac
:4.0.3_RC3b_STD
: May 29 2019 13:54:45

LAN
MAC Address IP Address  Subnet Mask DHCP Server DNS
LAMN1 00-1D-AA-15-B0D-C8 192.168.1.1 255.255.255.0 ON 8.8.8.8
LANZ 00-1D-AA-15-BO-C8 192.168.2.1 255.255.255.0 ON g8.8.8.8
IP Routed Subnet 00-1D-AA-15-B0-C8 192.168.0.1 255.255.255.0 ON 8.8.8.8
Wireless LAN(2.4GHz)

MAC Address Frequency Domain Firmware Version SSID
02-1D-AA-45-B0O-C8 Europe 4.4.2.1 DrayTek
Wireless LAN(5G)

MAC Address Frequency Domain Firmware Version SSID
00-1D-AA-15-B0O-C8 Europe 4.4.2.1 DrayTek_5G

WAN

Link Status
WAN1 Disconnected
WANZ Disconnected
WAN3 Disconnected

MAC Address Connection
00-1D-AA-15-B0-C9 PPPoOE
00-1D-AA-15-BO-CA ---
00-1D-AA-15-B0O-CB ---

IP Address

Default Gateway

IPv6
Address Scope  Internet Access Mode
LAN FEB0::21D:AAFF:FE15:B0CS/64 Link ---
VolP
Port Profile Reg. In/Out
Phonel Mo afo
Phone2 Mo afo
User Mode is OFF now.
Available settings are explained as follows:
Item Description

Model Name

Display the model name of the router.

Firmware Version

Display the firmware version of the router.

Build Date/Time

Display the date and time of the current firmware build.

LAN MAC Address

IP Address

Subnet Mask

DHCP Server

interface
DNS

- Display the MAC address of the LAN Interface.

- Display the IP address of the LAN interface.

- Display the subnet mask address of the LAN interface.

- Display the current status of DHCP server of the LAN

- Display the assigned IP address of the primary DNS.
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WAN Link Status

- Display current connection status.

MAC Address

- Display the MAC address of the WAN Interface.
Connection

- Display the connection type.

IP Address

- Display the IP address of the WAN interface.

Default Gateway

- Display the assigned IP address of the default gateway.

IPv6 Address - Display the IPv6 address for LAN.

Scope - Display the scope of IPv6 address. For example, IPv6
Link Local could only be used for direct IPv6 link. It can't be
used for IPv6 internet.

Internet Access Mode - Display the connection mode chosen
for accessing into Internet.
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VI-1-2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance >> TR-069 Setting

4

ACS and CPE Settings

Export Parameters

TR-069 O
ACS Server On

Disable
Internet v

Enable

Last Inform Response Time :[NA) .

ACS Server
URL Wizard
Acquire URL from DHCP option 43
Username Max: 31 characters
Password Max: 31 characters
Test With Inform | Event Code |PERIODIC v

Management page.

CPE Client

Protocol HTTP HTTES
URL

Port 8069

Username vigor

Password

Note: Please enable TR-06Q server to allow access from Internet on System Maintenance >>

Periodic Inform Settings

Enable '® Disable

Time Interval 900 second(s)
STUN Settings

Enable '® Disable

Server Address

Server STUN Port 3478

Minimum Keep Alive Period 60 second(s)

Maximum Keep Alive Period -1 second(s)

Apply Settings to APs

Enable '® Disable

AP Password

Specify STUN Settings for APs

Bandwidth Utilisation Notification Settings

Enable '® Disable
Time Period |15 mins ¥
WAN Threshold Level Line Speed
WANL Medium 0 % High|D % of TX:N/A Mbps RX:N/A Mbps
WAN2 Medium 0 % High/0 % of TX:0 Mbps RX:|D Mbps
WAN3 Medium 0 % High/0 % of TX:0 Mbps RX:|D Mbps
| OK | Clear |

Available settings are explained as follows:

Vigor2765 Series User’s Guide



Item

Description

TR-069

Click Enable to activate the settings on this page.

ACS Server On

Choose the interface for the router connecting to ACS server.

ACS Server

URL/Username/Password - Such data must be typed
according to the ACS (Auto Configuration Server) you want to
link.

® Wizard - Click it to enter the IP address of VigorACS
server, port number and the handler.

®  Acquire URL form DHCP option 43 - Check the box to
get the URL from DHCP option 43.

Username/Password - Such data must be typed according to

the ACS (Auto Configuration Server) you want to link.

® Test With Inform - Click it to send a message based on
the event code selection to test if such CPE is able to
communicate with VigorACS Sl server.

® Event Code - Use the drop down menu to specify an
event to perform the test.

Last Inform Response Time - Display the time that VigorACS

server made a response while receiving Inform message from
CPE last time.

CPE Client

Such information is useful for Auto Configuration Server.
Protocol - Select HTTP or HTTPS.

Port - Sometimes, port conflict might be occurred. To solve
such problem, you might change port number for CPE.

Username and Password - Type the username and password
that VigorACS can use to access into such CPE.

Periodic Inform Settings

Enable - It is the default setting.

) Time Interval - Please set interval time or schedule
time for the router to send notification to CPE.

Disable - Click it to close the mechanism of notification.

STUN Settings

Disable - The default is Disable.
Enable - Please type the relational settings listed below:

®  Server Address - Type the IP address of the STUN
server.

® Server STUN Port - Type the port number of the STUN
server.

® Minimum Keep Alive Period - If STUN is enabled, the
CPE must send binding request to the server for the
purpose of maintaining the binding in the Gateway.
Please type a number as the minimum period. The
default setting is “60 seconds”.

® Maximum Keep Alive Period - If STUN is enabled, the
CPE must send binding request to the server for the
purpose of maintaining the binding in the Gateway.
Please type a humber as the maximum period. A value
of “-1” indicates that no maximum period is specified.

Apply Settings to APs

This feature is able to apply TR-069 settings (including STUN
and ACS server settings) to all of APs managed by Vigor2765
at the same time.

Disable - Related settings will not be applied to VigorAP.

Enable - Above settings will be applied to VigorAP after
clicking OK to save the configuration. If such feature is
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enabled, you have to type the password for accessing
VigorAP.

® AP Password - Type the password of the VigorAP that
you want to apply Vigor2765’s TR-069 settings.

Specify STUN Settings to APs - If you want to apply specific
STUN settings (not the STUN Settings configured for
Vigor2952) to VigorAPs to meet specific requirements, simply
check this box. Then, enter the server IP address, server
port, minimum keep alive period and maxmum keep alive
period respectively.

Bandwidth Utilisation
Notification Settings

To administrator, this feature is useful to monitor the
bandwidth utilization of CPE(s). When the bandwidth used is
over the threshold level (percentage defined in medium and
high fields), a notification will be sent to VigorACS. After a
long time observation, the administrator can determine if it
is necessary to increase the bandwidth setting for that CPE or
not.

Disable - The default is Disable.
Enable - Click it to enable such feature.

® Time Period - Choose the time interval (15 mins, 30
mins, lhour, 3 hours, or 6 hours) for CPE to send a
notification of bandwidth utilization to VigorACS.

® WAN - Choose the WAN interface for applying the
bandwidth utilization notification mechanism.

® Threshold Level - Set the percentage of bandwidth in
transmission and receiving data as threshold values for
CPE to detect bandwidth utilization.

® Line Speed - Set the transmission rate and receiving
rate for specified WAN interface.

After finishing all the settings here, please click OK to save the configuration.
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VI-1-3 Administrator Password

This page allows you to set new password for administrator.

System Maintenance == Administrator Password Setup

Administrator Password

0ld Password Max: 83 characters
Mew Password Max. 83 characters
Confirm Password Max. 83 characters

¥ Enable 'admin' account login to Web UI from the Internet
Use only advanced authentication method for Admin "WAN" login
Mobile one-Time Passwords(mOTP)
PIN Code [+ Sacrat [FrrEemRmzzz

2-Step Authentication
Send Auth code via

SMS Profile 1-997 v Recipient Number
Mail Profile 1-292 Mail Address

Note:

Password can containonly a-z A-Z0-9,; : . "< > +=|?@ % ™~ ! ()

Administrator Local User

Enable Local User

Use only advanced authentication method for Admin "WAN" login

Local User List

d
H

Destination

Index User Name

m

Specific User
User Mame: |Max: 15 characters
Authentication method:
Basic -

Local Password

Password:
Max: 15 characters Confirm Password:

Advanced -
Maobile one-Time Passwords(mOTP)
PIN Code Secret

2-Step Authentication

Password:
Max: 19 characters Confirm Password:

Send Auth code via

SMS Profile 1-272 v Recipient Number
Mail Profile 1-7277 ~ Mail Address

| Add | | Edit| [ Delete |

OK
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Available settings are explained as follows:

Item Description

Administrator Password The administrator can login web user interface of Vigor
router to modify all of the settings to fit the requirements.

Old Password - Type in the old password. The factory default
setting for password is “admin”.

New Password - Define the basic password. The length of
the password is limited to 23 characters.

Confirm Password - Enter the basic password again for
confirmation.

Enable ‘admin’ account login to Web Ul from the Internet -
It is configurable only when Administrator Local User is
enabled. The default setting is enabled. It can ensure that
any user is able to successfully accesses into web user
interface of Vigor router through Internet by
username/password of “admin/admin”. However, if you
want to prevent the admin account from password attacks by
hackers, disable this function and let local user account
access into the WUI instead.

Use only advanced authentication method for Admin
“WAN” login - Advanced authentication method can offer a
more secure network connection. In general, the above
basic password setting will be used for authentication if such
option is disabled. Simply check the box to enable the
following settings.

®  Mobile one-Time Password (mOTP) - Click it to use
mOTP as the advanced authentication method. Enter
the PIN code and secret settings for one-time usage.

® 2-Step Auth code via SMS Profile and/or Mail Profile -
Click it to use authentication code as the advanced
authentication method. The authentication code will
be sent out based on the selected SMS profile and Mail
profile.

Administrator Local User Usually, the system administrator has the highest privilege to
modify the settings on the web user interface of the Vigor
router. However, in some cases, it might be necessary to
have other users in LAN to access into the web user interface
of Vigor router.

This feature is used to define other users in LAN who can
access into the web user interface with the same privilege as
the administrator.

Local User - Check the box to enable Administrator Local
User setting and define the local user account and password.

®  Local User List - Display the username, authentication
method of the local user.

® Specific User - Create the new user account as the
local user. Then specify the authentication method
(dividing into Basic and Advanced) for the user account.

>  User Name - Enter a user name.

»  Authentication method (Basic) - Vigor router will
authenticate the specific user via the local
password.

Local Password - Enter the password for the local
user.
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»  Authentication method (Advanced) - Vigor
router will authenticate the specific user via the
mOTP or 2-Step Auth code.

Mobile one-Time Password (mOTP) - Click it to
use mOTP as the advanced authentication
method. Enter the PIN code and secret settings for
one-time usage.

2-Step Authentication via SMS Profile and/or
Mail Profile - Click it to use authentication code
as the advanced authentication method. The
authentication code will be sent out based on the
selected SMS profile and Mail profile.

®  Add - After typing the user name and password above,
simply click it to create a new local user. The new one
will be shown on the Local User List immediately.

®  Edit - If the username listed on the box above is not
satisfied, simply click the username and modify it on
the field of User Name. Later, click Edit to update the
information.

® Delete - If the local user listed on the box above is not
satisfied, simply click the username and click Delete to
remove it.

® Use only advanced authentication method for Admin
“WAN” login - Advanced authentication method can
offer a more secure network connection. In general,
the above basic password setting will be used for
authentication if such option is disabled. Simply check
the box to enable the following settings.

Administrator Local User Usually, the system administrator has the highest privilege to
modify the settings on the web user interface of the Vigor
router. However, in some cases, it might be necessary to
have other users in LAN to access into the web user interface
of Vigor router.

This feature is used to define other users in LAN who can
access into the web user interface with the same privilege as
the administrator.

Enable Local User - Check the box to enable Administrator
Local User setting and define the local user account and
password.

Use only advanced authentication method for Admin
“WAN” login - Advanced authentication method can offer a
more secure network connection. In general, the following
basic password setting will be used for authentication if such
option is disabled. Simply check the box to enable the
following settings.
®  Local User List - Display the username, authentication
method of the local user.

®  Specific User - Create the new user account as the
local user. Then specify the authentication method
(dividing into Basic and Advanced) for the user account.

>  User Name - Enter a user name.

»  Authentication method (Basic) - Vigor router will
authenticate the specific user via the local
password.

Local Password - Enter the password for the local
user.
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»  Authentication method (Advanced) - Vigor
router will authenticate the specific user via the
mOTP or 2-Step Auth code.

Mobile one-Time Password (mOTP) - Click it to
use mOTP as the advanced authentication
method. Enter the PIN code and secret settings for
one-time usage.

2-Step Authentication via SMS Profile and/or
Mail Profile - Click it to use authentication code
as the advanced authentication method. The
authentication code will be sent out based on the
selected SMS profile and Mail profile.

®  Add - After typing the user name and password above,
simply click it to create a new local user. The new one
will be shown on the Local User List immediately.

®  Edit - If the username listed on the box above is not
satisfied, simply click the username and modify it on
the field of User Name. Later, click Edit to update the
information.

® Delete - If the local user listed on the box above is not
satisfied, simply click the username and click Delete to
remove it.

When you click OK, the login window will appear. Please use the new password to access into
the web user interface again.
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VI-1-4 User Password

This page allows you to set new password for user operation.

System Maintenance >> User Password

JEnahle User Mode for simple web configuration
User Password | Setto Factory Default |

Password

Confirm Password

Password Strength:

Strong password requirements:
1. Hawe at least one upper-case letter and one lower-case letter.
2. Including non-alphanumeric characters is a plus.

Note:
1. Password can contain a-z 4-Z20-9, ;. "<=*+=|7@# ~ ! ()
2, Password can't be all asterisks{*). For example, '*' or "***' is jllegal, but '123*' or "*45' is 0K,

Available settings are explained as follows:

Item Description

Enable User Mode for After checking this box, you can access into the web user
simple web configuration | interface with the password typed here for simple web
configuration.

The settings on simple web user interface will be different

with full web user interface accessed by using the
administrator password.

Password Type in new password in this field. The length of the
password is limited to 31 characters.

Confirm Password Type in the new password again.

Password Strength Display the security strength of the password specified
above.

Set to Factory Default Click to return to the factory default setting.

When you click OK, the login window will appear. Please use the new password to access into
the web user interface again.

Below shows an example for accessing into User Operation with User Password.
1. Open System Maintenance>>User Password.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Type a new password in the field of New Password and click OK.
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System Maintenance >> User Password

MEnahle User Mode for simple web configuration

User Password | Setto Factory Default |

Passwaord |-......... |

Confirm Password |uuuuu |

Password Strength: IMedium

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter,
2, Including non-alphanumeric characters is a plus,

Hote:
1. Password can contain a-z -2 0-9, ;"< *+=|7@# ™~ ! {3
2. Password can't be all asterisks{™*). For example, "' or "***' is jllegal, but '123*' ar '"*48' is 0K,

3. The following screen will appear. Simply click OK.
System Maintenance >> User Password

Active Configuration

Password Hi

4. Log out Vigor router web user interface by clicking the Logout button.

Logout

5. The following window will be open to ask for username and password. Type the new user
password in the filed of Password and click Login.

DrayTek Vigor2765 series

Username

Password (eseee

Login

Security Warning: You are logging in without encryption which is
not recommended. To login securely click here.

Copyright © 2000-2019DrayTek Corp. All Rights Reserved.

6. The main screen with User Mode will be shown as follows.
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LAY Vigor2765 series >

|
Dashboard = |

- "

Wirsloss LAN [5 GH)

Syt Meia System Information

Disgnasties Madel Hame Vigorz?65vac System Up Time | 216:07:34
Raouter Hame OrayTek Cusreml Tiene Mon Jan 10 2000 00:06:07
Flrmwars Version 4.0.3_RCIB_STD Build Dats/Tima May 79 2019 13:54:45
DSL Version 08-08-00-0F-00-07 LAN MAC Address |00-10-A4-15-B0-C8

IPvd LAN Information

| Gisconnected

win Stream : QKbps / Up Stream : OKbps
. SWANL __WANZ _ JWANZ
Connected ; 0, @Portl _ g@Forta _ wPortd
All Rights Reserved. Connected :
5 | Connected |
Connected © 0, USE 1
0, Jusp2

Rlamata Dial-In Ugar / LAN to LAN

Usor mode
Statun: Randy

)
| [ oes .:anack Detected : |

Settings to be configured in User Mode will be less than settings in Admin Mode. Only basic
configuration settings will be available in User Mode.

(1)

Info Setting in User Mode can be configured as same as in Admin Mode.
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VI-1-5 Login Page Greeting

When you want to access into the web user interface of Vigor router, the system will ask you
to offer username and password first. At that moment, the background of the web page is
blank and no heading will be displayed on the Login window. This page allows you to specify
login URL and the heading on the Login window if you have such requirement.

System Maintenance == Login Page Greeting

Login Page Greeting

Login Page Default -
Logo:
BERE (FEETREE (Max 524 x 352 pixal)
Upload
Enable Greeting
Login Page Title Router Login
Welcome Message and Bulletin {Max 511 characters) Preview| Setto Factory Default

<hl><br<font color=redrlielcome Message</fontr</b></hl><p>This welcoms message is
displayed in the Login page of the router. Replace this text with your own
message. </pr<ol»<li>The welcome message can be written in HTML so lists such as
this one can be created </li»<lix0ther markup tags such as p, font or img can be
used</lix</ol>

Examples of Welcome Message and Bulletin:
<hl><b><font color=red=Welcome Message</font></b></h1x>
<p>Message</p>

OK Cancel

Available settings are explained as follows:

Item Description

Login Page Logo Login page logo which is used as an identification of
enterprise can be uploaded and displayed on the login page.
You can use the default one, blank page or upload other
image files (the size no mare than 524 x 352 pixel) to have an
image of enterprise or have the effect of advertisement.

Upload afile

Default

Blank

Upload a file
Enable Greeting Check this box to enable the login customization function.
Login Page Title Type a brief description (e.g., Welcome to DrayTek) which

will be shown on the heading of the login dialog.

Welcome Message and Type words or sentences here. It will be displayed for
Bulletin bulletin message. In addition, it can be displayed on the

login dialog at the bottom.
Note that do not type URL redirect link here.

Preview Click it to display the preview of the login window based on
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the settings on this web page.

Set to Factory Default

Click to return to the factory default setting.

Below shows an example of login customization with the information typed in Login

Description and Bulletin.

DrayTek

y lgor27 65 Series

Router Login

Username |admin

Password |sesss

Login

Security Warning: You are logging in without encryption which is
not recommended. To login securely click here.

Copyright @ 2000-2019DrayTek Corp. All Rights Reserved

Welcome Message

This welcome message 1s displayed in the Login page of the router. Replace this text with vour own message.

1. The welcome message can be written n HTML so lists such as this one can be created

2. Other markup tags such as p, font or img can be used
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VI-1-6 Configuration Backup

Such function can be used to apply the router settings configured by Vigor2760 to Vigor2765.

Backup the Configuration

Follow the steps below to backup your configuration.
1.

Go to System Maintenance >> Configuration Backup. The following page will be
popped-up, as shown below.

System Maintenance == Configuration Backup

Configuration Backup / Restoration
Restore

Restore settings from a configuration file.

¢ | EERE | REESTREE
USBE Storage 2
Restore configuration except the login password.
Note:

This will work only if the selected configuration file was created from this device
Restore

Backup
Back up the current settings into a configuration file.
Protect with password
Backup
Note:

The router's certificates are not part of the configuration file. Please use Certificate
Management == Certificate Backup for backup.

A uto Backup to USB storage

Enable
Backup folder &2
Periedic backup
Cycle duration: |0 v |days and |0 ¥ |hours
Backup after change configuration
OK

Note:
1. Auto backup to USB: if settings do not change, configuration doesn't backup.

2. Auto backup to USB: if configuration backup multiple times in one hour, the old file will be
overwritten with the same filename.

Available settings are explained as follows:

Item Description

Restore Choose File - Click it to specify a file to be restored.

Click Restore to restore the configuration.

Backup

Click it to perform the configuration backup of this router.

2.  Click Backup button to get into the following dialog. Click Save button to open another

dialog for saving configuration as a file.
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File Download

o } You ate downloading the File:
-

config.cfg from 192.168.1.1

“wiould pou like to open the file or zave it to pour computer’?

[ Open ] [ Save ] [ Cancel ] [ More Info

Alwaps azk before opening this type of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name by

yourself.
Save As |E”X|
Save in: | @ Desktop V| & ? (o '

@:}My Dacuments

4 My Computer
My Recent qrﬂy Metwork Places
Documents | (@IRYS-COM Like

6;

= CAnnex &
[ (Cymmm
Desktop [C)MwSnap300
|7 TeleDanmark,
= [ Tools
.’__;' config

vzkz_232_corfig_L

My Documents | ==
% wzke_250_corfig_L

©

My Computer

-

File name: |c:0nfig b | [ Save ]

My Metwork | Save as bype: |Configuration file v| [ Cancel ]

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or Linux
platform will appear different windows, but the backup function is still available.

1)

Info Backup for Certification must be done independently. The Configuration
Backup does not include information of Certificate.
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Restore Configuration

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up as shown below.

System Maintenance == Configuration Backup

Configuration Backup [ Restoration
Restore

Restore settings from a configuration file.

o | EERE | FREEAEE
USE Storage &=
Restore configuration except the login password.
Note:

This will work only if the selected configuration file was created from this device.
Restore

Backup
Back up the current settings inte a configuration file.
Protect with password
Backup
Note:

The router's certificates are not part of the configuration file. Please use Certificate
Management == Certificate Backup for backup.

lAuto Backup to USB storage
Enable
Backup folder e
Pericdic backup
Cycle duration: [0 v |days and |0 ¥ |hours
Backup after change configuration

OK

Note:

1. Auto backup to USB: if settings do not change, configuration doesn't backup.

2. Auto backup te USB: if configuration backup multiple times in one hour, the old file will be
overwritten with the same filename.

Click Choose File button to choose the correct configuration file for uploading to the
router.

Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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VI-1-7 SysLog/Mail Alert

SysLog function is provided for users to monitor router.

System Maintenance => SyslLog / Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup Mail Alert Setup
Enable Enable Send a test e-mail
Syslog Save to: SMTP Server
Syslog Server SMTP Port 25
USB Disk .
i s Mail To
Maximum Syslog folder space|l GB v
When Syslog folder is full: | Overwrite oldest logs ¥ Return-Path
Router Name DrayTek Use SSL
Server IP/Hostname Authentication
. ) Username
Destination Port 514
Mail Svslo Enabl Password
V=109 nable Enable E-Mail Alert:
Enable syslog message:
. DoS Attack
Firewall Log APPE
VPN Log
VPN LOG
User Access Log i
APPE Signature
Call Log bebud Lo
WAN Log g teg
Router/DSL information
WLAN Log

Note:
1. USBE Syslog space is available from 256-1024 MBE or 1-16 GB.

2. Mail Syslog cannot be activated unless USE Disk is ticked for "Syslog Save to".

3. Mail Syslog feature will send the Syslog when it is full.
4. We only support secured SMTP connection on port 465.

QK Clear

Available settings are explained as follows:

Item

Description

SysLog Access Setup

Enable - Check Enable to activate function of syslog.

Syslog Save to - Check Syslog Server to save the log to Syslog
server.

Check USB Disk to save the log to the attached USB storage
disk.

Router Name

Display the name for such router configured in System
Maintenance>>Management.

If there is no name here, simply lick the link to access into
System Maintenance>>Management to set the router name.

Server IP / Hostname - Enter the IP address or the hostname
of the Syslog server.

Destination Port - Assign a port for the Syslog protocol.

Mail Syslog - Check the box to recode the mail event on
Syslog.

Enable syslog message - Check the box listed on this web
page to send the corresponding message of firewall, VPN,
User Access, Call, WAN, Router/DSL information to Syslog.

Mail Alert Setup

Check Enable to activate function of mail alert.

Send a test e-mail - Make a simple test for the e-mail
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address specified in this page. Please assign the mail address
first and click this button to execute a test for verify the mail
address is available or not.

SMTP Server/SMTP Port - The IP address/Port number of the
SMTP server.

Mail To - Assign a mail address for sending mails out.

Return-Path - Assign a path for receiving the mail from
outside.

Use SSL - Check this box to use port 465 for SMTP server for
some e-mail server uses https as the transmission method.

Authentication - Check this box to activate this function
while using e-mail application.

Username - Type the user name for authentication.
Password - Type the password for authentication.

Enable E-mail Alert - Check the box to send alert message to
the e-mail box while the router detecting the item(s) you
specify here.

Click OK to save these settings.

For viewing the Syslog, please do the following:

1.
2.

Just set your monitor PC’s IP address in the field of Server IP Address

Install the Router Tools in the Utility within provided CD. After installation, click on the
Router Tools>>Syslog from program menu.

f@ Router Tool: V351 W About Router Tools
ﬁ Finmware Tpgrade Ttility

i3 Uninstall Router Tools ¥3.5.1
@] Visit DrayrTek Web Site
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3.  From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.

Otherwise, you won’t succeed in retrieving information from the router.

| DrayTek

EE

Ellz :Eo1p

Log Filter
Keyword

Apply k0!

| Firewal i

172.16.3.130 7 WA Information
it T Rate

==
Syslog Utility

R Rate

| |

Tool Setup | Telnet Read-ont Sstup || Codepage Information | Recovervl Network Information | et State |

Syskem|

Host Name
NIC Description
MIC Infarmation
MAC Address
1P Address
Subnet Mask

DMS Servers

Defaul: Geteway

DHCP Server

Lease Obtained

Lease Expires

cartie-0c7ch251

|Atheros ARG1Z1fARE113/AREL L4 PCI-E Ethernet Controller - Packet Schedub v |

©n Line Routers

EO-CBAEDA-45-79 IP Address Mask. WA

192.166.1.10 2 192.168.1.5 255.255.25... 00-50-7F-CD-0...
255.255,255.0

0844
08488

192.165.1.5
192,166.1.5

Tue Aug 27 00:04:10
2013

Fri Aug 30 00:04:10

I

|~
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VI-1-8 Time and Date

It allows you to specify where the time of the router should be inquired from.

System Maintenance == Time and Date

Time Information

Current System Time 2000 Jan 10 Mon O : 44 : 22 Inguire Time
Time Setup
Use Browser Time
* Use Internet Time
Time Server pool.ntp.org
Priority Auto v
Time Zone (GMT) Greenwich Mean Time : Dublin v
Enable Daylight Saving Advanced
Automatically Update Interval 30 mins ¥
Send NTP Request Through Auto ¥
oK Cancel

Available settings are explained as follows:

Item

Description

Current System Time

Click Inquire Time to get the current time.

Use Browser Time

Select this option to use the browser time from the remote
administrator PC host as router’s system time.

Use Internet Time

Select to inquire time information from Time Server on the
Internet using assigned protocol.

Time Server

Type the web site of the time server.

Priority

Choose Auto or IPv6 First as the priority.

Time Zone

Select the time zone where the router is located.

Enable Daylight Saving

Check the box to enable the daylight saving. Such feature is
available for certain area.

Advanced - Click it to open a pop up dialog.

Daylight Saving Advanced
# Default

Start: Last Sunday in March
End: Last Sunday in October
Customized: By Date
Start: |Month ¥ Day
End: |Month ¥ Day
Customized: By Weekday
Start: | January ¥ First v Sunday v | |(00:00 v

-

0o:00 v
00:00 v

-

End: January ¥ First v Sunday ¥ 00:00 v

oK Close

Use the default time setting or set user defined time for your
requirement.

Automatically Update
Interval

Select a time interval for updating from the NTP server.

Send NTP Request

Specify a WAN interface to send NTP request for time
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synchronization.

Click OK to save these settings.

VI-1-9 SNMP

This page allows you to configure settings for SNMP and SNMPV3 services.

The SNMPv3 is more secure than SNMP through the encryption method (support AES and DES)
and authentication method (support MD5 and SHA) for the management needs.

System Maintenance >= SHMP

SHMP Setup

[enable SMMP Agent

Enable SNMPY1 Agent
Enable SHNMPY2C Agent

Get Community

Set Community

Manager Host IP{IPwv4)

Manager Host IP{IPvE)

Trap Cormmunity

Motification Host IP{IPw4)

Motification Host IP(IPvE)

Trap Timeout

Enable SMNMPY3 Agent
USM User

Auth algorithm
Auth Password
Privacy Algorithm

Privacy Password

public
private
Index ] Subnet Mask
1
2
3
Index IPvE Address i;;;?ﬁ
1 /0
2 f0
3 /0
public
Index ]
1
2
Index IPvE Address
1
2
10

Note:

SMMP service also shall be enabled for Internet access in System Maintenance >> Management.

[ DK ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Enable SNMP Agent

Check it to enable this function. Then, enable SNMPV1
agent/SNMPV2C agent.

Get Community

Set the name for getting community by typing a proper
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character. The default setting is public.
The maximum length of the text is limited to 23 characters.

Set Community

Set community by typing a proper name. The default setting
is private.
The maximum length of the text is limited to 23 characters.

Manager Host IP (IPv4)

Set one host as the manager to execute SNMP function.
Please type in IPv4 address to specify certain host.

Manager Host IP (IPv6)

Set one host as the manager to execute SNMP function.
Please type in IPv6 address to specify certain host.

Trap Community

Set trap community by typing a proper name. The default
setting is public.
The maximum length of the text is limited to 23 characters.

Notification Host IP (IPv4)

Set the IPv4 address of the host that will receive the trap
community.

Notification Host IP (IPv6)

Set the IPv6 address of the host that will receive the trap
community.

Trap Timeout

The default setting is 10 seconds.

Enable SNMPV3 Agent

Check it to enable this function.

USM User

USM means user-based security mode.

Type a username which will be used for authentication. The
maximum length of the text is limited to 23 characters.

Auth Algorithm

Choose one of the encryption methods listed below as the
authentication algorithm.

Mo Auth v

MDS
SHA

Auth Password

Type a password for authentication. The maximum length of
the text is limited to 23 characters.

Privacy Algorithm

Choose one of the methods listed below as the privacy
algorithm.

Ma Priv |»

DES
AES

Privacy Password

Type a password for privacy. The maximum length of the
text is limited to 23 characters.

Click OK to save these settings.
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VI-1-10 Management

This page allows you to manage the settings for Internet/LAN Access Control, Access List from

Internet, Management Port Setup, TLS/SSL Encryption Setup, and Device Management.

The management pages for IPv4 and IPv6 protocols are different.

VI-1-10-1 IPv4 Management Setup

System Maintenance »> Management

IPv4 Management Setup

IPvt Management Setup

LAN Access Setup

Router Name DrayTek

[J pefault:Disable Auto-Logout

[ Enable validation Code in Internet/LAN Access

Internet Access Control

Dorain narme allowed

FTP Server

HTTPS Server
Telnet Server
TROGY Server
S5H Server
SHMP Server
Disable PING from the Internet

[ allow management from the Internet

HTTP Server Enforce HTTPS Access

Access List from the Internet
O Apply Access List to PING

List index_ in
IP_Object

1

2

3

4

5

il

7

a

9

10

1P/ Mask

Management Port Setup
@ User Define Ports O Default Ports

Telnet Port 23 (Default: 23)
HTTF Port 80 {Default: 803
HTTPS Port 443 (Default: 443)
FTP Port 21 (Default: 213
TREOG9 Port 8069 {Default: 8069)
S5H Port 22 {Default: 223
Brute Force Protection
[ Enable brute force login protection

O FTP Server

O HTTP Server

O HTTPS Server

O Telnet server

[J Tros3 Server

[J s5H server

Maxirnum login failures u] times

Penalty period u] seconds

Blocked IP List

TLS/SSL Encryption Setup
MEnable TLS 1.2
MEnable TLS 1.1
MEnable TLS 1.0
[Jenable sSL 3.0

AP Management
¥lEnable 4P Management

[“IDevice Management

respond to external device

Available settings are explained as follows:

Item

Description

Router Name

Type in the router name provided by ISP.

Default: Disable

Auto-Logout

If it is enabled, the function of auto-logout for web user

interface will be disabled.
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The web user interface will be open until you click the
Logout icon manually.

Loogout

Enable Validation Code in
Internet/LAN Access

If it is enabled, the mechanism of validation code will be
offered by Vigor router. That is, the client must type
validation code while accessing into Internet or web user
interface of Vigor router.

Internet Access Control

Allow management from the Internet - Enable the checkbox
to allow system administrators to login from the Internet.
There are several servers provided by the system to allow
you managing the router from Internet. Check the box(es) to
specify.

Disable PING from the Internet - Check the checkbox to
reject all PING packets from the Internet. For security issue,
this function is enabled by default.

Access List from the
Internet

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

Apply Access List to PING - The behavior of this feature is
related to the function of Disable PING from the Internet.

When Disable PING from the Internet is disabled
(unchecked) and Apply Access List to PING is enabled
(checked), Vigor router will ping only the IPs list below
(index in IP Object). When both Disable PING from the
Internet and Apply Access List to PING are disabled
(unchecked), Vigor router allows ping job of any IP.

index in |P_Object- Type the index number of the IP object
profile. Related IP with Subnet Mask will appear
automatically.

Management Port Setup

User Define Ports - Check to specify user-defined port
numbers for the Telnet, HTTP, HTTPS, FTP, TR-069 and SSH
servers.

Default Ports - Check to use standard port numbers for the
Telnet and HTTP servers.

Brute Force Protection

Any client trying to access into Internet via Vigor router will
be asked for passing through user authentication. Such
feature can prevent Vigor router from attacks when a hacker
tries every possible combination of letters, numbers and
symbols until find out the correct combination of password.

Enable brute force login protection - Enable the protection
mechanism.

Maximum login failure - Specify the maximum number of
wrong password that client can try for logging to Vigor
router.

Penalty period - Set a period of time to block the IP address
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which is used (by user or hacker) for passing through the user
authentication again and again but failed always. When the
time is up, Vigor system will unblock that IP and allow it to
access into Vigor router again.

Blocked IP List - Open another web page which displays
current blocked IPs.

TLS/SSL Encryption Setup

Enable SSL 3.0 and TLS 1.0/1.1/1.2 - Check the box to
enable the function of SSL 3.0 and TLS 1.0/1.1/1.2 if
required.

Due to security consideration, the built-in HTTPS and SSL
VPN server of the router had upgraded to TLS1.x protocol. If
you are using old browser(eg. IE6.0) or old SmartVPN Client,
you may still need to enable SSL 3.0 to make sure you can
connect, however, it's not recommended.

AP Management

Enable AP Management - Check it to enable the function of
Central Management>>AP. If unchecked, menu items
related to Central Management>>AP will be hidden.

Device Management

Check the box to enable the device management function for
Vigor2765.

Respond to external device - If it is enabled, Vigor2765 will
be regarded as slave device. When the external device
(master device) sends request packet to Vigor2765,
Vigor2765 would send back information to respond the
request coming from the external device which is able to
manage Vigor2765.

After finished the above settings, click OK to save the configuration.
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VI-1-10-2 IPv6 Management Setup

System Maintenance == Management

IPv4 Management Setup IPv6 Management Setup

LAN Access Setup

Management Access Control
Allow management from the Internet
Telnet Server { Port : 23)
HTTP Server ( Port : 80) Enforce HTTPS Access
HTTPS Server [ Port : 443)
SSH Server ( Port @ 22)
SNMP Server ( Port : 161}

#| Disable PING from the Internet
IPv6 Address Security Option

¥/ Enable Random Interface Identifiers(IIDs) instead of EUI-64 I1IDs

Access List from the Internet

Apply Access List to PING

List ~indexin IPv6 / Prefix

IPv6 Object

L ¢ T = R L

10
Note:

Telnet / Http server port is the same as IPv4.

OK

Available settings are explained as follows:

Item

Description

Management Access
Control

Allow management from the Internet - Enable the checkbox
to allow system administrators to login from the Internet.
There are several servers provided by the system to allow
you managing the router from Internet. Check the box(es) to
specify.

Enable PING from the Internet - Check the checkbox to
enable all PING packets from the Internet. For security issue,
this function is disabled by default.

IPv6 Address Security
Option

Enable Random Interface Identifiers (1IDs)... - The IPv6
address will be generated randomly but not using LAN/WAN
MAC to prevent the attack from the hacker.

Access List from the
Inernet

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

Index in IP_Object- Type the index number of the IP object
profile. Related IP address will appear automatically.

After finished the above settings, click OK to save the configuration.
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VI-1-10-3 LAN Access Control

Maint M ~
System nce »> gement d

IPv4 Manayement Setup IPv6 Management Setup LAN Access Setup

¥ allow management from LaN
¢/ FTP Server
HTTP Server Enforce HTTPS Access
HTTPS Server
Telnet Server
TROG9 Server
¥/ SSH Server

% & (& &

Apply To Subnet Index in 1P Object
4 LaNL
4 LAN2

¥/ 1P Routed Subnet

Note:
If an IP Object is specified in a LAN Subnet,the setting will be applied to the selected IP only.

Ok

Available settings are explained as follows:

Item Description

Allow management from Enable the checkbox to allow system administrators to login
LAN from LAN interface. There are several servers provided by
the system which allow you to manage the router from LAN
interface. Check the box(es) to specify.

Apply To Subnet Check the LAN interface for the administrator to use for
accessing into web user interface of Vigor router.

Index in IP_Object- Type the index number of the IP object
profile. Related IP address will appear automatically.

After finished the above settings, click OK to save the configuration.
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VI-1-11 Panel Control

The behavior of the LEDs, buttons, USB ports and LAN ports on the front panel of the Vigor
router can be customized as desired.

For LED

By default, the LEDs are enabled, and will illuminate or blink continuously to show the status
of the various functions in the router. However, they can be configured to remain off at all
times, or remain off until a button is pressed to wake them up.

System Maintenance >> Panel Control

LED Button usB LAN Port | Refresh |

¢/ Enable LED
¥/ Enable Sleep Mode
Turn off LED after 1 minutes (Default: 1 minute)
Status : Wake up LED

Note:

Enable the Sleep Mode will make the functions of "Wireless Button" and "Factory Reset Button” on
the front panel as below:

LED Status LED On LED Off
Wireless Button Wireless On/Off/WPS
Press 1 second: Turn LED off immediately* Turn LED On*
Factory Reset Button Press till the ACT light flashing: Reset router

*S5till functional even the buttons are disabled.

OK
Available settings are explained as follows:
Item Description
Refresh Click to refresh the page to display the latest information.
Enable LED Select to enable front panel LEDs.

® Enable Sleep Mode/Turn off LED after _ minutes -
Available when Enable LED is selected. Select this
option to turn off the LEDs after the specified number
of minutes.

® When sleep mode is enabled, LEDs can be woken up by
pressing either the Wireless LAN ON/OFF/WPS button
or the Factory Reset button on the front panel, or by
clicking the Wake up LED button on this page. When
LEDs are lit, they can be put to sleep by briefly pressing
the Factory Reset button, or by clicking the LED sleep
immediately button on this page.
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Status

Shows the status of the LEDs:

Status : Wiake up LED .
LEDs are in sleep

mode. To wake them up, do one of the following:

®  press the Wake up LED button on this page

®  press the Wireless On/Off/WPS button on the front
panel

®  press the Factory Reset button on the front panel.

Status : 1 [ LED sleep immediately ]

— LEDs are awake. To put them to sleep immediately

® press the LED sleep immediately button on this page
® press the Factory Reset button on the front panel for 1
second.

After finished the above settings, click OK to save the configuration.

For Button

The Factory Reset and Wireless ON/OFF/WPS buttons on the front panel are enabled by
default and can be enabled or disabled if required. Disabling the Factory Reset button will
prevent tampering by unauthorized parties, or to avoid accidental triggering of a router reset
when being used wake up LEDs. Disabling the wireless button will prevent changing the
wireless setting when LED Sleep Mode is enabled, and the buttons are primarily used to turn

the LEDs on and off.

Click the Button tab to get the following page.

System Maintenance == Panel Control

LED Button UsB LAN Port Refresh
Enable Button
v Wireless
i Factory Reset
Note:

front panel as below:

Enable the Sleep Mode will make the functions of "Wireless Button" and "Factory Reset Button" on the

LED Status

LED On LED Off

Wireless Button

Wireless On/Off/WPS

Factory Reset Button

Press 1 second: Turn LED off immediately=
Press till the ACT light flashing: Reset router

Turn LED On™

*=5till functional even the buttons are disabled.
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Available settings are explained as follows:

Item

Description

Refresh

Click to refresh the page to display the latest information.

Enable Wireless Button

The default value is Enabled.

Deselect to disable the ability of the Wireless button to
control WLAN and WPS functions.

Disabling the wireless button only prevents it from being
used to control WLAN functions. It can still be used to wake
up the LEDs when LED sleep mode is enabled.

Enable Factory Reset
Button

The default value is Enabled.

Deselect to disable the reset function of the factory reset
button.

Disabling the Factory Reset button only prevents it from
being used to reboot Vigor router with default settings. It
can still be used to wake up the LEDs when LED sleep mode is
enabled.

After finished the above settings, click OK to save the configuration.

For USB

The USB ports can be individually enabled or disabled. When a USB port is disabled, attached
devices will not be recognized by the router.

System Maintenance == Panel Control

LED Button usB LAN Port Refresh
Port Enable Status
1 + No Device
2 d No Device
QK

Available settings are explained as follows:

Item Description

Refresh Click to refresh the page to display the latest information.

Port The number corresponds to the USB port number shown on
the front panel.

Enable Deselect to disable the USB port. The default value is
enabled.

Status Shows the status of the USB port.

No device - no USB device is connected to the port.
Connected - a USB device is connected to the port.
--- - the USB port is disabled.

After finished the above settings, click OK to save the configuration.
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For LAN Port

The 4 LAN ports can be individually enabled or disabled. When a LAN port is disabled,
attached devices will not be recognized by the router.

System Maintenance == Panel Control

LED usB LAN Port Refresh
Enable Status Speed
1 v Link Up 1000Mbps
v Link Up 1000Mbps
7 Link Down ===
OK

Available settings are explained as follows:

Item Description

Refresh Click to refresh the page to display the latest information.

Port The number corresponds to the LAN port number shown on
the front panel.

Enable Deselect to disable the LAN port. The default value is
enabled.

Status Shows the status of the USB port.
Link Up - An active Ethernet device is connected to the port.
Link Down - No active Ethernet device is detected.
--- - The LAN port is disabled.

Speed Shows the negotiated speed of the LAN port.

1000Mbps - Negotiated speed of the LAN port is 1000 Mbps.
100Mbps - Negotiated speed of the LAN port is 100 Mbps.
10Mpbs - Negotiated speed of the LAN port is 10 Mbps.

--- - The LAN port is disabled or there is no active device
connected.

After finished the above settings, click OK to save the configuration.
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VI-1-12 Self-Signed Certificate

A self-signed certificate is a unique identification for the device (e.g., Vigor router) which
generates the certificate by itself to ensure the router security. Such self-signed certificate is
signed with its own private key.

The self-signed certificate will be applied in SSL VPN, HTTPS, and so on. In addition, it can be
created for free by using a wide variety of tools.

System Maintenance => Self-Signed Certificate

Self-Signed Centificate Information

Certificate Name self-signed

C=TW, ST=HsinChu, L=HukKou, O=DrayTek Corp., GU=DrayTek Support,

CMN=\igor Router

Subject : C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=0DrayTek Support,
CH=\igor Fouter

Subject Alternative Name :

walid From : Jun 2 13:05:46 2016 GMT

valid To Jun 2 13:05:46 2046 GMT

PEM Format Content @

Iszuer:

MIIDcTCCAlngAwIBAGT JAPET T 8uyeNL IMAOGC 3qGS Ih 3D QEE CulTAMH C = AJE glv
BATTAIFMRAVD VD VIO IEwAT o 2 1u) Z2h 1MQdwDATD V] QHEWV I AU cwd TEWME QGALUE
ChMIPHIheVE1avyEDb 3IwL JEVMEYTGALUE CxMPFRHThe VRl ayETdxEwh 3 JOMRUWEwYD
VOQDEwRTalWdwoiE5h 30 ZX I wile NI T Tl ] Ay THwN T Q 2 Wh e HND Toll ] AyMTHMWNTO 2
B4 swCOYD VO GEwIUVzE QMA4GA L UE CEMHS Hp bk No dTE OMAWGA L TEEXMF 2 HVL
b F AUE G VEAC TDURy VA 1UZ WS g0 2 9yc CAx GDATE giVEAS TD ORy VX LUZ W2 g3V
cGIyADEVMEMGA LTE A MM VL lnb 3TgTn 2 1AGYVYMITET JANE gk ghk 1 GOw0BAQEFALQC
AQSANTTECGKECANEAYYS ) GoThUEPCcMEODH g /] CienV I Ix PEdOww 7 S0Py Pw0S0H
LWLENFLtens ¥ 7T YpSadKsyip v U3 0h] 0IeWhukend Ve dgTx6aVa gt TOSKE1RT
zIFoichLNNidtS 16V EEGivsFIRZ10EB5udCeaa INoeHTiVy 34,/ JuluE cVakgV l1held
CcIGvpVEARLIDMISWN sTCulK S 1 FuCREpPoka)as s £ 9 =0Ty Z2TloE0zuD D21 D ekl
lhkqdk jX56V] =066,/ wlKTnEw B0l SMFMik 3 /uolk JREE SHbaE 35 o thy FNOFOTT
byl IDNOHSE0Wic Stk IXEOguOvyEdTacc s tw IDAQAEMANGC 3 qGS Ih 3D QEECyA
AATEAQNEZ4HTEE T gMnipn5usVai0dPrbol gtD L3 EEZ ULk GGak d04] tL T gO+ELUZ
HatTdzxEgL3tn¥ ¥ ingPTs /EGne T LA tGleB0veC3EC )b T+g0¥ o VnEaY 0wIE
BEQ1TgITHcolPsFChik=f+Fbl16LAARTwT 7185 fqkHyFuydaga S LO43vEgTalai ik
jged+piagqbhxet / 1VEWE3Tezh /THSIDESETITICIF /yiedvdigigoddsccklgqZxcE
LbRGEL4+x0T=Msgd W3 g5 ZeRe 0z 3ul+iRFEqi0bh JOVNZD = 4Ky 1Wop r NG41 F7c LR
JHAP=Helogs0TEl 3Ny LICur=z=1

Note:

1.Please setup the System Maintenance >> Time and Date correctly before you try to regenerate a self-
signed certificatel!

2. The Time Zone MUST be setup correctly!!
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Click Regeneration to open Regenerate Self-Signed Certificate window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then

click GENERATE.

System Maintenance == Regenerate Self-Signed Certificate

Regenerate Self-Signed Certificate

Certificate Name

Subject Alternative Name
Type
IF

Subject Name

Country (C)

State (ST)

Location (L)
QOrganization (Q)
Qrganization Unit (QU)
Common Mame (CM)

Email (E)

Key Type

Key Size

self-signed

IP Address

m
-
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VI-1-13 Reboot System

The Web user interface may be used to restart your router. Click Reboot System from System
Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

* Using current configuration
Using factory default configuration

Reboot Now
Auto Reboot Time Schedule

Schedule Profile : | None v |, | None v None v None v

f 1

Note: Action and Idle Timeout settings will be ignored.

QK Cancel

Schedule Profile - You can type in four sets of time schedule for performing system reboot.
All the schedules can be set previously in Applications >> Schedule web page and you can use
the number that you have set in that web page.

If you want to reboot the router using the current configuration, check Using current
configuration and click Reboot Now. To reset the router settings to default values, check
Using factory default configuration and click Reboot Now. The router will take 5 seconds to
reboot the system.

1)

Info When the system pops up Reboot System web page after you configure web
settings, please click Reboot Now to reboot your router for ensuring normal
operation and preventing unexpected errors of the router in the future.
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VI-1-14 Firmware Upgrade

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site is
www.DrayTek.com (or local DrayTek's web site) and FTP site is ftp.DrayTek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade 0

Firmware Version Status

Current Firmware Version: 4.0.2_RC3b_STD Check The Latest Firmware

Web Firmware Upgrade

Select a firmware file.
BERTE  FEETREE
Click Upgrade to upload the file. | Upgrade Preview

Note:
Upgrade using the ALL file will retain existing router configuration, whereas using the RST file will reset
the configuration to factory defaults.

Choose the right firmware by clicking Select. Then, click Upgrade. The system will upgrade
the firmware of the router automatically.

Click OK. The following screen will appear. Please execute the firmware upgrade utility first.
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VI-1-15 Firmware Backup

The firware for Vigor router can be saved on the host as a backup firmware. After that, if the
router crashes due to the firmware error, the backup firmware will be applied to make the

router run normally.

System Maintenance == Firmware Backup

Automatic Firmware Recovery

# Enable automatic firmware recovery

If the router unexpectedly reboots three times in a row then the backup
firmware will be restored to the unit on the third reboot.

Backup Setting

Backup after reboot

® Backup after system uptime of |1 day D hour {max. 7 days)

Backup manually

Backup Firmware: 4.0.3_RC3b_STD
Last backup:2000/01/01 23:59:59

OK Cancel

Available settings are explained as follows:

Item

Description

Backup Setting

Backup after reboot - Current firmware will be backup after
rebooting Vigor router.

Backup after system running - Perform the firmware backup
after a period of time.

Backup manually - Click this option and click OK, firmware
backup will be performed immediately.

Firmware Version - Display recent firmware backup version.
Last backup - Display the time of recent firmware backup.

Automatic Firmware
Recovery

Enable automatic firmware recovery - Vigor router will be
recovered with the backup firmware automatically once
failed to reboot for three times.

Simply specify the condition to run the firmware backup and click OK to save the settings.
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VI-1-16 Modem Code Upgrade

This function is used to upgrade modem code if you find built-in modem code is not suitable for
Vigor router. Contact with your dealer for further assistance if required.

System Maintenance >> Modem Code Upgrade

Web DSL Modem Code Upgrade
Select a modem code file,

EEEE AEEFFEE
Click Upgrade to upload the file. | Upgrade

VI-1-17 Activation

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

After you have finished the setting profiles for WCF (refer to Web Content Filter Profile), it
is the time to activate the mechanism for your computer.

Click System Maintenance>>Activation to open the following page for accessing
http://myvigor.draytek.com.

System Maintenance == Activation Activate via interface : | auto-selected v

Web-Filter License Activate
[Status: Inactivated]

Authentication Message

Note:
1. If you want to use email alert or sysleg, please configure the SysLog/Mail Alert Setup page.
2. If you change the service provider, the configuration of the function will be reset.

oK Cancel

Available settings are explained as follows:

Item Description

Activate via Interface Choose WAN interface used by such device for activating
Web Content Filter.

Activate The Activate link brings you accessing into
www.vigorpro.com to finish the activation of the account
and the router.

Authentication Message As for authentication information of web filter, the process
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of authenticating will be displayed on this field for your
reference.

Below shows the successful activation of Web Content Filter:

System Maintenance »> Activation Activate via interface : | auto-selected w

Web-Filter License Activate
[Status:Commtouch] [Start Date:2011-03-28 Expire Date: 2011-04-27]

Authentication Message

WebFilter, Activation authenticate fail, contact with supportfdraytek.com, ZC
01 00:00:24

Note: If vou want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
If vou change the service provider, the configuration of the function will be reset

QK ] [ Cancel
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VI-1-18 Dashboard Control

There are nine groups of setting information which can be displayed on Dashboard as a
reference for administrator/user. Except for Front Panel and System Information, the settings
information regarding to the groups listed on this page can be hidden if required.

System Maintenance == Dashboard Control

Front Panel

System Information
¥/ 1Pv4 LAN Information
¢/1Pv4 Internet Access
#/1PvE Internet Access
¥ Interface
¥| Security
¢/ System Resource
¥ Quick Access

oK Cancel
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Application Notes

A-1 How to prevent CPE's settings from being changed by the end-users?

Sometimes network administrator does not wish end-users to change the configuration of CPE
device.VigorACS (the administrator) server could use the KeepProfile Setting in the Provision
page to always keep the parameter as original.

Admin passwond = admin123 q |

Kup admin password = admin123 m
o AR I

Vigor Router OK, Maodify Acs 5l Server
{CPE)
Admin password = 123 — —
Detect parlmutlrnf password
Vigor Router Send parameter of passwond ACS 5l Server
{CPE)
Birarp Lok
Admin password = admini23 — e

Keep admin password = admini23

g ==

Vigor Routar OK, Modify ACS 5] Server
{CPE)

This document will demonstrate how to keep the adminl123 as admin password via ACS SI.

Keep Profile Setup on VigorACS Sl
1. Setup the parameter in KeepProfile Setting

VigorACS

DrayTek

HE =6 K ? O

Go to Provision page

Click Provision Setting >> KeepProfile Setting

From Network View, select the device which network administrator want to keep
the setting
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®  Click on drop menu to select on the setting menu, and choose
SystemMaintenance _AdminPassword

Click Password parameter then drag it to left block

Type adminl123 in Value field

Click Save button to save the setting

2. ACS server will pops up “Save Success” window.

Save successl!!

3. Check ACS log: Go to Log page, select Device Action >> SetParameterLog, and we could
see there's one log says that parameter has been applied.

DrayTek

Essentials

SetParameterValueslog

reliable networking selutions partner

Log 1D Device o) Device Name Parameterkiey Create Time Finish Time Status
m

16

() DevieaSystog

) cPENotdyLog
() Systam

Verifying

14
13
12

22925 DOLDAAI 192,168,101 | roel

1o

WEE erwm KX T

1. Go to the CPE router, login with the password (adminl123) set in KeepProfile Setting, and
it could login successfully.

Dr aYTek lgor2 .. 62 Series

Username admin

Password sonne

Login

Copyright & 2000- 2017 DrayTek Corp. &l Rights Reserved.
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2. Try to modify the admin password to 123, then check whether ACS server will detect the
changes and keep the original setting.

System Maintenance >> Administrator Password Setup

Administrator Password

0Old Password
Hew Password (Max. 23 characters allowed)
Confirm Password '---| |(Max. 23 characters allowed)

Note: Password can containonly a-z A-Z20-9,;:."<>*+=\|?@ & ~!()

3. Wait a period of time for CPE inform. Then from the ACS log, we will find ACS has
detected the parameter difference but assigned the original value again.

Dray Tek

SetParameterValuesiog

Your reliable networking solutions parfner

(I YR A

| Roottoup

¥ [ Devicn Actisn

[ actontog Log 18 Device Pe—— MAC | DevicelP | Use | Parameterkiey Croate Time | Finish Tima Status '
[} Rebaction o Address. 1
() ReboctByCPELog I 1 1 DrayTok_0O1DAA_Vigor2925 OOIDAAE 192.168.1.1 oot 145621 raret ‘{ o
Ly Resersymempassnordiog fll 20 2 o 9250 00 68,11 KeesSetngProfie_145621 2 5 0
w5 Sy ]
B |2 [
and 17 |2 5 0
() Settinghrofietog i 12 =
() DevicaSystog = S
() CPeweatyiog
14 2016/02/22 08:05 2016/02/2204:05 Par ® 0
» L1 System
1 |2 5 OOIDAAE 192.168.L1 ot 5613 2016/02/22 04:03 Far o
12 ‘ek_0OIDAR_Vigor29250 DOLDAAE 1921 aot 613 2016/02/22 04:02 2016/02/22 04:02 Far « been valdated and 3¢ 0
1 O10MA_Viger2132e COIDAAE 1 i ot 561 2016/02/22 04:02 Farame: o
10 5 GOIDAAE 192.168.L1 ot 2 2016/02/22 04:01 Par o
s 3 DrayTeke_0010M_Vigor2132e DOIDME 192.168.1.11 oot 2016/02/22 04:00 Far o
] 2 DrayTeke_0010M_Vigor2925r 0OIDME 19216810 oot | Keepbet have been valdated and 35 0

4. Go back to login the router, type 123 as password, we will find the password is incorrect,
which means ACS has kept the password as admin123.

]I QY Vigor2762 series

Username
Password
The username or password you entered s incorrect,
Login
; =
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VI-2 Bandwidth Management

Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer) applications
(e.g., BitTorrent) always need many sessions for procession and also they will occupy over
resources which might result in important accesses impacted. To solve the problem, you can
use limit session to limit the session procession for specified Hosts.

Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

Quality of Service (QoS)

Deploying QoS (Quality of Service) management to guarantee that all applications receive the
service levels required and sufficient bandwidth to meet performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase their
transmission rate and consume all available bandwidth, which is called TCP slow start. If
other applications are not protected by QoS, it will detract much from their performance in
the overcrowded network. This is especially essential to those are low tolerant of loss, delay
or jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of
interconnected circuits mismatch or traffic aggregates, packets will queue up and traffic can
be throttled back to a lower speed. If there’s no defined priority to specify which packets
should be discarded (or in another term “dropped’) from an overflowing queue, packets of
sensitive applications mentioned above might be the ones to drop off. How this will affect
application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility. In
a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS domain
owner should sign a Service License Agreement (SLA) with other DS domain owners to define
the service level provided toward traffic from different domains. Then each DS node in these
domains will perform the priority treatment. This is called per-hop-behavior (PHB). The
definition of PHB includes Expedited Forwarding (EF), Assured Forwarding (AF), and Best
Effort (BE). AF defines the four classes of delivery (or forwarding) classes and three levels of
drop precedence in each class.
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Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP header
of bypassing traffic, to allocate certain amount of resource execute appropriate policing,
classification or scheduling. The core routers in the backbone will do the same checking
before executing treatments in order to ensure service-level consistency throughout the
whole QoS-enabled network.

w

e D s <

SLA

5
Kl AF class 2

(medium drop)

Private Network DS domain 1 DS domain 2

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.
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Web User Interface

Below shows the menu items for Bandwidth Management.

VI-2-1 Sessions Limit

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

IPv4 IPv6

Enable '® Disable

Default Max Sessions: 100

Limitation List (Max. 10 entries)
Indexr Start IP

Specific Limitation

Start IP: End IP:

Maximum Sessions:

| Add | | Edit | |

Max Sessions

Delete |

Administration Message (Max 255 characters)

|  Default Message |

You have reached the maximum number of permitted Internet sessions.<p>Please close one or more
applications to sllow further Internet access.<p:Contact your system administrator for further

information.

Time Schedule

Schedule Profile : | None ¥ | |Mone ¥, |MNone ¥ |, | None v
Note: Action and Idle Timeout settings will be ignored.
OK

To activate the function of limit session, simply click Enable and set the default session limit

Available settings are explained as follows:

Item Description

Session Limit
session.

session.

Enable - Click this button to activate the function of limit

Disable - Click this button to close the function of limit
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Default Max Sessions - Defines the default session number
used for each computer in LAN.

Limitation List

Displays a list of specific limitations that you set on this web
page.

Specific Limitation

Start IP- Defines the start IP address for limit session.

End IP - Defines the end IP address for limit session.
Maximum Sessions - Defines the available session number
for each host in the specific range of IP addresses. If you do
not set the session number in this field, the system will use
the default session limit for the specific limitation you set for
each index.

Add - Adds the specific session limitation onto the list above.

Edit - Allows you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Administration Message

Type the words which will be displayed when reaches the
maximum number of Internet sessions permitted.

Default Message - Click this button to apply the default
message offered by the router.

Time Schedule

Schedule Profile - You can type in four sets of time schedule
for your request. All the schedules can be set previously in
Application >> Schedule web page and you can use the
number that you have set in that web page.

After finishing all the settings, please click OK to save the configuration.
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VI-2-2 Bandwidth

Limit

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management >> Bandwidth Limit

IPv4 IPvG
Enable '® Disable VPN Traffic
Default Limit (Per User)
Tx Limit: 2000 Kbps * R Limit: |3000 Kbps *
Limitation List (Max. 10 entries)
Index Start IP/Group End IP/Chject TX limit BX limit Shared
Add Entry By: ® IP Range IP Object StartIP: End IP:
* Each Shared TX Limit: Kbps ¥ | RX Limit: Kbps v

Add Edit Delete

Auto-Adjustment

Smart Bandwidth Limit

T Limit : 200

Allow user to use more bandwidth than the assigned limit when there are bandwidth available.

Apply the below limit to users not in Limitation List and user more than |1000 sessions

Kbps v | RX Limit: 800 Kbps ¥

Time Schedule
Schedule Profile : |None

¥ |, |None ¥ |, None ¥ |, |None v

Note:

1.Use "0" for TX/RX Limit for unlimited bandwidth.
2. Available bandwidth is calculated according to the maximum bandwidth detected or the Line Speed defined in WAN

= General Setup when in

"According to Line Speed" Load Balance mode.

3.The Action and Idle Timeout settings in the Schedule Profile will be ignored.

OK

To activate the function of limit bandwidth, simply click Enable and set the default upstream

and downstream limit.

Available settings are explained as follows:

Item

Description

Enable

Click this button to activate the function of limit bandwidth.

VPN Traffic - Check this box to apply the bandwidth limit to

the traffic via VPN tunnel.

Default limit (Per User)

® TX LImit - Define the default speed of the upstream for
each computer in LAN.

® RX limit - Define the default speed of the downstream
for each computer in LAN.

Disable

Click this button to close the function of limit bandwidth.

Limitation List

Display a list of specific limitations that you set on this web
page.

Vigor2765 Series User’s Guide

391



392

Add Entry By

IP Range - All the IPs within the range defined will be
restricted by bandwidth limit defined by TX Limit and RX
Limit below.

) Start IP - Define the start IP address for limit
bandwidth.

) End IP - Define the end IP address for limit bandwidth.

IP Object - All the IPs specified by the selected IP object or
IP group will be restricted by bandwith limit defined by TX
Limit and RX Limit below.

® [P Group - Specify an IP group by using the drop down
list.

® [P Object - Specify an IP object by using the drop down
list.

Each / Shared - Select Each to make each IP within the range
of Start IP and End IP having the same speed defined in TX
limit and RX limit fields; select Shared to make all the IPs
within the range of Start IP and End IP share the speed
defined in TX limit and RX limit fields.

®  TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the
system will use the default speed for the specific
limitation you set for each index.

® RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific
limitation you set for each index.

Add - Add the specific speed limitation onto the list above.

Edit - Allow you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Allow-Adjustment

Allow user to use more bandwidth--- - Check this box to
make the best utilization of available bandwidth.

Smart Bandwidth Limit

Apply the below limit to ... - Check this box to have the
bandwidth limit determined by the system automatically.

® TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the
system will use the default speed for the specific
limitation you set for each index.

®  RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific
limitation you set for each index.

Time Schedule

Schedule Profile - You can type in four sets of time schedule
for your request. All the schedules can be  set previously in
Application >> Schedule web page and you can use the
number that you have set in that web page.
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VI-2-3 Quality of Service

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management >> Quality of Service

General Setup

Set to Factory Default

Inbound/ Qutbound Bandwidth Class 1 Class 2 Class 3 Others  Status
--Kbps/ --Kbps 25 % (25 % (25 % (25 %  Status
100 vibps ¥ [ (100 Mbps v | |25 % |25 % |25 % |25 %  Status
100 Mbps v | |100 Mbps v | |25 % (25 % |25 % (25 % Status

Index Enable Direction
WAN1 BOTH
WAN2 BOTH
WAN3 BOTH
Note:

QoS may not work properly if the bandwidth entered is not correct. Before enable QoS, you may run speed test (from
e.g. http://speedtest.net) or contact your ISP for the accurate bandwidth.

Class Rule

Index Enable

Qos Class Local Address Remote Address DSCP Service Type
Add

Note:

1. The packets that don't match any class rules above will be classified into 'Others’
2. Go to User Defined Service Type to edit/delete user-defined service type profiles.

VolIP Prioritization

¥/ Enable the First Priority for VolP SIP/RTP:
SIP UDP Port:|5060 (Default:5060)
Tag Outbound Traffic
Class 1 Add DSCP or Precedence Value | Default v
Class 2 Add DSCP or Precedence Value | Default v
Class 3 Add DSCP or Precedence Value | Default v
oK Cancel

Available settings are explained as follows:

Item

Description

General Setup

Index - Display the WAN interface number link that you can
edit.

Enable - Check the box to enable the QoS function for WAN
interface. If it is enabled, you can configure general QoS
setting for each WAN interface.

® Direction - Define which traffic the QoS Control settings
will apply to.
B IN- apply to incoming traffic only.
B OUT-apply to outgoing traffic only.
B BOTH- apply to both incoming and outgoing traffic.

® Inbound/Outbound Bandwidth - Set the connecting
rate of data input/output for other WAN. For example, if
your ADSL supports 1M of downstream and 256K
upstream, please set 1000kbps for this box. The default
value is 10000kbps.

® Class 1 ~ 3/ Others - Define the ratio of bandwidth to
upstream speed and bandwidth to downstream speed.
There are four queues allowed for QoS control. The first
three (Class 1 to Class 3) class rules can be adjusted for
your necessity. In which, the “Others” field is used for
the packets which are not suitable for the three class
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Item Description
rules.

Status - Display the online statistics of WAN interface.

Class Rule Set detailed settings for the selected Class.

Index - Display the class number that you can edit.

Enable - Display the status of this class rule.

QoS Class - Display the QoS class level.

Local Address - Display the local IP address for the rule.
Remote Address - Display the remote IP address for the rule.

DSCP - Display the levels of the data for processing with QoS
control.

Service Type - Display detailed settings for the service type.
Add - Click it to create a class rule for QoS.

VolP Prioritization Enable the First Priority for VolP SIP/RTP - When this feature
is enabled, the VolP SIP/UDP packets will be sent with highest
priority.

SIP UDP Port - Set a port number used for SIP.
Tag Outbound Traffic Add DSCP or Precedence Value for Class 1 to Class 3 - Check

the box to add DSCP or Precedence value to Class 1 to Class 3.

This page displays the QoS settings result of the WAN interface. Click the Setup link to access
into next page for the general setup of WAN interface. As to class rule, simply click the Edit
link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.

Online Statistics

Display an online statistics for quality of service for your reference. This feature is available
only when the Quality of Service for WAN interface is enabled.

Bandwidth Management >> Quality of Service

WAN1 Online Statistics Refresh Interval: |5 ¥ seconds | Refresh |
Index Direction Class Name Reserved-bandwidth Ratio Inbound Throughput {(bps) Outbound Throughput (bps)

1 BOTH VoIP - o ]
2 BOTH 25 o u]
3 BOTH 25 o ]
4 BOTH 25 u] ]
5 BOTH Others 25 o ]

Inbound Status Qutbound Status

WalP WalP

Others Others

0 g 10 (bps) o 5 10 (hps)

Cancel
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General Setup for WAN Interface

Click WAN interface number link to configure the limited bandwidth ratio for QoS of the WAN
interface.

Bandwidth Management >> Quality of Service »> WAN1

O Enable UDP Bandwidth Control
Limited_bandwidth Ratio |25 %

Outbound TCP ACK Prioritize

[ B[4 ] [ Cancel

Available settings are explained as follows:

Item Description
Enable UDP Bandwidth Set the limited bandwidth ratio. This is a protection of TCP
Control application traffic since UDP application traffic such as

streaming video will exhaust lots of bandwidth.

Limited_bandwidth Ratio - The ratio typed here is reserved
for limited bandwidth of UDP application.

Outbound TCP ACK The difference in bandwidth between download and upload
Prioritize are great in ADSL2+ environment. For the download speed
might be impacted by the uploading TCP ACK, you can check
this box to push ACK of upload faster to speed the network
traffic.

Info The rate of outbound/inbound must be smaller than the real bandwidth to
ensure correct calculation of QoS. It is suggested to set the bandwidth value
for inbound/outbound as 80% - 85% of physical network speed provided by
ISP to maximize the QoS performance.

Edit the Class Rule for QoS

1. Class rules (Class 1 to Class 3) can be adjusted for your necessity. To add, edit or delete
the class rule, please click the Add / Edit button of that one.
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Bandwidth Management >> Quality of Service

General Setup Set to Factory Default

Index Enable Direction Inbound/ Qutbound Bandwidth Class 1 Class 2 Class 3 Others  Status
WAN1 BOTH r --Kbps/ --Kbps 25 % |25 % |25 % |25 % Status
WAN2 BOTH + 100 Mbps ¥ [ (100 Mbps v | |25 % |25 % |25 % |25 % Status
WAN3 BOTH ~ 100 Mbps v I |100 Mbps v | |25 % |25 % |25 % (25 %% Status
Note:

QoS may not work properly if the bandwidth entered is not correct. Before enable QoS, you may run speed test (from
e.g.,http://speedtest.net) or contact your ISP for the accurate bandwidth.

Class Rule
Index Enable Qos Class Local Address Remote Address DSCP Service Type
1 e Class 1 Any Any ANY GRE
Add
Note:

1. The packets that don't match any class rules above will be classified into "Others'
2. Go to User Defined Service Type to edit/delete user-defined service type profiles.

VolP Prioritization
¥ Enable the First Priority for VoIP SIPIRTP:
(Default:5060)

k

SIP UDP Port: 5060

Tag Outbound Traffic

Class 1 Add DSCP or Precedence Value | Default v

Class 2 Add DSCP or Precedence Value | Default v

Class 3 Add DSCP or Precedence Value |Default v
oK Cancel

2. For adding a new rule, click Add to open the following page.

Bandwidth Management >> Quality of Service

Rule 1
Enable Hardware Acceleration
IP Version *IPv4 IPvE
Local 1P Add Any
oca ress -
Edit
Any
Remote IP Address -
Edit
DiffServ CodePoint ANY v
Service Type DNS(TCP/UDP:53) v
Qos Class Class1 »
oK Delete Cancel

Available settings are explained as follows:

Item Description

Enable Check this box to invoke these settings.

Hardware Check this box to enable the hardware acceleration when
Acceleration such rule is applied.

IP Version Please specify which protocol (IPv4 or IPv6) will be used for

this rule.

Local Address

Click the Edit button to set the local IP address (on LAN) for
the rule.
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Remote Address

Click the Edit button to set the remote IP address (on

LAN/WAN) for the rule.

@ 192.1681.1/doc/QoslpEdt htm - Google Chrome
® T2 | 192.168.1.1/doc/QosIpEdt.htm

[=[=3] = |

Ethernet Type: IPv4

Address Type Any Address v

Start IP Address 0.0.0.0

End IP Address 0.0.0.0

Subnet Mask v
OK Close

Address Type - Determine the address type for the source
address.

For Single Address, you have to fill in Start IP address.

For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address and
Subnet Mask.

DiffServ CodePoint

All the packets of data will be divided with different levels
and will be processed according to the level type by the
system. Please assign one of the levels of the data for
processing with QoS control.

Service Type

It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down
list. Those types are predefined in factory. Simply choose the
one that you want for using by current QosS.

QoS Class

Specify the QoS class (1, 2 or 3) for this rule.

3.  After finishing all the settings here, please click OK to save the configuration.

Bandwidth Management >> Quality of Service

General Setup

Set to Factory Default

Index Enable Direction Inbound/ Outbound Bandwidth Class 1 Class 2 Class 3 Others  Status
WAN1 BOTH --Kbps/ --Kbps 25 % |25 % |25 % |25 % Status
WANZ BOTH v 100 Mbps v |f (100 Mbps ¥ | (25 % |25 % |25 % |25 % Status
WAN3 BOTH 100 lbps ¥ |/ (100 Mbps ¥ | (25 % |25 % |25 % |25 % Status
Note:

QoS may not work properly if the bandwidth entered is not correct. Before enable QoS, you may run speed test (from
e.g.,http://speedtest.net) or contact your ISP for the accurate bandwidth.

Class Rule
Index Enable Qos Class Local Address Remote Address DSCP Service Type
1 v Class 1 Any Any ANY GRE
Add
Note:

1. The packets that don't match any class rules above will be classified into 'Others’
2. Go to User Defined Service Type to edit/delete user-defined service type profiles.

VolIP Prioritization

¥/ Enable the First Priority for VoIP SIP/RTP:
SIP UDP Port:|5060 (Default:5060)

&

Tag Outbound Traffic

Class 1 Add DSCP or Precedence Value | Default v

Class 2 Add DSCP or Precedence Value | Default d

Class 3 Add DSCP or Precedence Value | Default A
OK Cancel
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You can set up to 20 rules and 10 service types for a Class. If you want to edit an existed rule,
please click index number of the rule to open the rule edit page for modification.

Retag the Packets for Identification

Packets coming from LAN IP can be retagged through QoS setting. When the packets sent out
through WAN interface, all of them will be tagged with certain header and that will be easily
to be identified by server on ISP.

For example, in the following illustration, the VolP packets in LAN go into Vigor router
without any header. However, when they go forward to the Server on ISP through Vigor router,
all of the packets are tagged with AF (configured in Bandwidth >>QoS>>Class) automatically.

QoS Class 1 : VolP

| Qos Class 2 : HTTP|
[ Qos Class 3 : Mail |

A
W W/

W AassA (Low UTop) 4
AF Class4 (Medium Drop)
AF Class4 (High Drop) hd

Tag Outbound Traffic

Class 1 ¥ Add DSCP or Precedence Value | Default hd

Class 2 Add DSCP or Precedence Value | Default hd

Class 3 Add DSCP or Precedence Value |Default v
QK Cancel
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VI-2-4 APP QoS

The QoS function is used to do bandwidth management for the services with certain IP or port
number. However, there is no effect of bandwidth management on the service such as VNC or

PPTV without fixed IP or port number.

APP QoS employs the function of APP Enforcement to detect the types of software in
application layer. By combining the function of QoS (adjustment on Inbound/Outbond

bandwidth and bandwidth ratio), Vigor router can perform the bandwidth management for

the protocols, streaming, remote control, web HD and so on.

Click Bandwidth Management>>APP QoS to open the following page.

Bandwidth Management > APP QoS

APP QoS
Enable * Disable
Traceable Untraceahle
Select All Clear All Apply to all: | QoS Class 1 (High) v
Enable Protocal Yersion Action
DMS Q03 Class 1 (High)
FTP Q03 Class 1 (High)
HTTP 1.1 QoS Class 1 (High)
IMAP 4,1 QoS Class 1 (High)
IM&P STARTTLS 4.1 QoS Class 1 (High)
IRC 2.4.0 Z0S Class 1 (High)
NMTP Z0S Class 1 (High)
POP3 Q03 Class 1 (High)
POP3 STARTTLS Q03 Class 1 (High)
QuUIC Q025 Q03 Class 1 (High)
SMEB 3.0 QoS Class 1 (High)
SMTP QoS Class 1 (High)
SMTP STARTTLS oS Class 1 (High)
SHMP 2C Z0S Class 1 (High)
S5H 2 Z0S Class 1 (High)
S5L/TLS 3.0/1.2 Q03 Class 1 (High)
TELMET Q03 Class 1 (High)
Note:
Please remember to adjust Inbound/Outbound bandwidth of your network in "Quailty of Service".
This will help QoS to work more efficient.

QK Cancel

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable to activate APP QoS function.
Click Disable to deactivate APP QoS function.

Traceable

The protocol listed below is traceable by Vigor router.

Each tab offers different types of protocols to fit your
request.
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Untraceable

The protocol listed below is not easy to be traced by Vigor
router.

Each tab offers different types of protocols to fit your
request.

Select All Click it to select all of the protocols.
Clear All Click it to de-select all of the protocols.
Apply to all Choose one of the actions from the drop down list. It is
prepared for applying to all protocols.
wpply to all: | QoS Class 1 (High) ¥ | Apply
P G5 Class 1 (High)
'.,-" L= )
=reion Q0% Class 2 (Medium)
QoS Class 3 (Low) )
| o5 Other (Lowest) ) v
Apply - Click it to make the selected action be applied all of
the selected protocols immediately.
Action There are many protocols which can be specified with

different QoS Class.
Action
CloS Class 1 (High) v

Clas Class 1 (High)
Clo3 Class 2 (Medium)
Clo3 Class 3 (Low)
|05 Other (Lowest)

After finishing all the settings, please click OK to save the configuration.
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VI-3 Hotspot Web Portal

The Hotspot Web Portal feature allows you to set up profiles so that LAN users could either be
redirected to specific URLs, or be shown messages when they first connect to the Internet
through the router. Users could be required to read and agree to terms and conditions, or
authenticate themselves, prior to gaining access to the Internet. Other potential uses include
the serving of advertisements and promotional materials, and broadcast of public service
announcements.

Web User Interface

ent

VI-3-1 Profile Setup

Select Profile Setup to create or modify Portal profiles. Up to 4 profiles can be created to
meet different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP
addresses, etc.

Hotspot Web Portal == Profile Setup d

Hotspot Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
1. Click-through None Previey
2. Click-through None Previev
3. Click-through None Preview
4, Click-through None Preview
Note:

1. The router must connect to the Internet before webpage redirection will work.
2.If the LAN clients are using another DNS server on LAN, please make sure the DNS guery for domain
name "portal.draytek.com" will be resolved by the router.

oK
Available settings are explained as follows:

Item Description

Index CIicI_< the index number link to view or update the profile
settings.

Enable Check the box to enable the profile.

Comments Shows the description of the profile.

Login Mode Shows the login mode used by the profile. See the section
Login Mode for details.
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Applied Interface Shows the interfaces to which this profile applies.

Preview Click this button to preview the Hotspot Web Portal page that
will be displayed to users.

VI-3-1-1 Login Method
There are several login methods to choose from for authenticating network clients. Each login
mode will present a different web page to users when they connect to the network.
(A) Skip Login, landing page only

This mode does not perform any authentication. The user will be redirected to the landing
page. The user can then leave the landing page to visit other websites.

(B) Click-through

The following page will be shown to the users when they first attempt to access the Internet
through the router. After clicking Accept on the page, users will be directed to the landing
page (defined in Captive Portal URL) and be granted access to the Internet.

(C) Various Hotspot Login

An authentication page will appear when users attempt to access the Internet for the first
time via the router. After authenticating themselves using a Facebook, Google account, PIN
code, password for RADIUS sever, they will be directed to the landing page and be granted
access to the Internet.

(D) External Portal Server

External RADIUS server will authenticate the users when they attempt to access the Internet
for the first time via the router.

VI-3-1-2 Steps for Configuring a Web Portal Profile

Login Method

Click the index link (e.g., #1) of the selected profile to display the following page.

Vigor2765 Series User’s Guide



Hotspot Web Portal »> Profile Setup

Login Method

[JEnable this profile

Comments:

Portal Server

N N 7N N

2 | | 3 | I._ 4 | | 5 |
/ AN AN AN
Background Login Page Setup YWhitelist Setting More Options

Portal Method

Captive Portal URL

Login Methods

O Skip Login, landing page only
QO Click through

® “arious Hotspot Login

O External Portal Server

http:// % |portal.drawtek.com

Choose Login Method

[ Login with Facebook

Hote : Wwhen Login with Facehaook is zelected, the protocol of the Captive Portal URL will be changed to
HTTPS.

[ Lagin with Google
[ Receive PIN via SMS
[ Login with RADIUS

’ Save and Mext ] ’ Cancel

Available settings are explained as follows:

Item

Description

Enable this profile

Check to enable this profile.

Comments

Enter a brief description to identify this profile.

Portal Server

Portal Method

There are four methods to be selected as for portal server.
Q Skip Login, landing page only
Q Click through
® “arious Hotspot Login
O External Portal Server

Captive Portal URL

Enter certain URL as captive portal URL.

Redirection URL

It is available when External Portal Server is selected as portal
method.

Enter the URL to redirect the client.

RADIUS Server

It is available when External Portal Server is selected as portal
method.

Specify authentication method, enable RADIUS MAC authentication
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and choose MAC address format.

Login Methods

Choose Login It is available when Various Hotspot Login is selected as portal
Method method. Select and check desired login method(s)

O Lagin with Facebook
O Lagin with Google
O] Receive PIM via SMS
O Lagin with RADIUS

Facebook It appears when Login with Facebook is selected as login method.
Facebook APP ID - Enter a valid Facebook developer app ID.

If you do not already have an app ID, refer to section A-1 How to
create a Facebook App ID for Web Portal Authentication for
instructions on obtaining an APP ID.

Facebook APP Secret - Enter the secret configured for the APP ID
entered above.

Refer to section A-1 How to create a Facebook App ID for Web
Portal Authentication for details.

Google It appears when Login with Google is selected as login method.
Google App ID - Enter a valid Google app ID.

If you do not already have an app ID, refer to section A-2 How to
create a Google App ID for Web Portal Authentication for
instructions on obtaining an APP ID.

Google App Secret - Enter the secret configured for the APP ID
entered above.

Refer to section A-2 How to create a Google APP ID for Web Portal
Authentication for details.

SMS Provider It appears when Receive PIN via SMS is selected as login method.

Receiving PIN via SMS Provider - Select the SMS Provider used to
send PIN notifications SMS providers are configured in Objects
Setting >> SMS / Mail Service Object.

Radius Server It appears when Login with RADIUS is selected as login method.

Authentication Method - Choose an external RADIUS server for
authenticating web portal client.

RADIUS MAC Authentication - Check Enable to activate user
authentication by MAC address.

MAC Address Format - Select a desirable format for MAC address.

Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to save the configuration on this page and proceed to the
next page.

If you have chosen Skip Login, landing page only or External Portal Server as the portal
method, skip to step 4 Whitelisting below.

Otherwise, proceed to configure the login page by following steps 2 and 3.
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Background
If you have selected a Login Mode that requires authentication, select a background for the

login page.

Hotspot Web Portal >> ProfileSetup

TN TN TN TN
"/ @ >/ \*/ >/

Login Method Backyround Login Page Setup Whitelist Setting haore COptions

Choose Login Background

® Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Colar

3. Login Methods Background Color

1. Browser Tab Title

2. Logo Image

3. Loging Methods Background Color and Opacity

4. Background Image

Browser Table Title |Draytek Hotspat
Logo Image |Defau|t Draytek Logo White | %
Logo Background Color

Bt e

Login Method Background Color
e

[Save and Mesxt ] [ Cancel ]

Available settings are explained as follows:

Item Description

Choose Login Select either Color Background or Image Background as the login
Background page background scheme.

Browser Tab Title Enter the text to be shown as the webpage title in the browser.
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Logo Image

The DrayTek Logo will be displayed by default. However, you can
enter HTML text or upload an image to replace the default logo.

Login Method
Background Color

Select the background color of the login panel from the predefined
color list, or select Customize Color and enter the RGB value.
Click Preview to preview the selected color.

igor Grey P
MHorne

Customize Color
Yigor Red

\-’iEDr Gold

Wigor Blue
Yigor Green

Opacity (10 ~ 100)

Available when Image Background is selected. Set the opacity of
the background image.

Background Image

Available when Image Background is selected. Click Browse... to
select an image file (.JPG or .PNG format), then click Upload to
upload it to the router.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.

If you have selected Skip Login, landing page only or External Portal Server as the portal
method, proceed to Step 4 Whitelist Setting; otherwise, continue to Step 3 Login Page Setup.
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Login Page Setup

In this step you can configure settings for the login page.

Click Through

This section describes the Login Page setup if you have selected Click Through as the Login
Method.

Hotspot Web Portal »> Profile Setup

(D) () () () ()
\_/ N \_/ \_/ \_/
Login Method Background Login Page Setup Whitelist Setting Wlore Options

Configure Login Method and Details

Welcome! Welcome Message
We are pleased to provide free
Wi-Fi to you!

Terms and Conditions Description and Content

By cheking he bulian belc
Terms and Conditis

Accept Button Description and Color

Welcome Message Welcome!<br />Please log in to enjoy Wi-Fi.

(Max 1360 characters)

By clicking the button below you agree to the Terms and
Conditions.

(Max 170 characters)

Terms and Conditions Description

Terms and Conditions Content

(Max 1360 characters)

<span style="ecolor:wvhite: ">Jubmit</span>

(Max 170 characters) Default
Accept Button Color

Accept Button Description

[ Save and Mext ] [ Cancel ]

Available settings are explained as follows:

Item Description
Welcome Message Enter the text to be displayed as the welcome message.
Terms and Enter the text to be displayed as the Terms and Conditions
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Conditions hyperlink text.
Description
Terms and Enter the text to be displayed in the Terms and Conditions pop-up

Conditions Content

window.

Accept Button
Description

Enter the text to be displayed on the accept button

Accept Button Color

Select the color of the accept button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.

Vigor2765 Series User’s Guide



Various Hotspot Login

This section describes the Login Page setup step if you have selected Various Hotspot Login
the login method. You will see only settings that are relevant to the selected login method(s).

Hotspot Wehb Portal >> Profile Setup

;T ;T - ;T T

E 1\' { 2\' 3.1 Z 3.;' { 4\' { s\l

N N N N N
Login Method Background Login Page Setup Whitelist Setting hare Options

Configure Login Method and Details

Welcome! Welcome Message

Piease log in to enjoy Wi-Fi.

By thcking the button b

Terms and Con

Terms and Conditions Description and Content

ﬂ Log in with Facebook Facebook Login

3 Lag in with Google Google Login

Or log in with PIN code.

Hint Message for PIN

Receive PIN via SMS Receive PIN via SMS Description
Enter Existing PIN m Enter PIN and Submit Button

Or log in with your account. Hint MBSBQB for RADIUS
Usemame
Password RADIUS Login

Welcome Message

Welcome !<br /»Please log in to enjoy Wi-Fi.

(Max 1360 characters)

Terms and Conditions Description

Terms and Conditions Content

By clicking the button helow you agree to the Terms and
Conditions.

(Max 170 characters)

(Max 1360 characters)

Settings that are common to Facebook, Google, PIN, and RADIUS authentication are:

Item

Description

Welcome Message

Enter the text to be displayed as the welcome message.

Terms and Enter the text to be displayed as the Terms and Conditions
Conditions hyperlink text.

Description

Terms and Enter the text to be displayed in the Terms and Conditions pop-up

Conditions Content

window.
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If you have selected Facebook login, the setting will appear:

Facebook Login Description Log in with Facebook

(Max 170 characters)

Item Description
Facebook Login Enter the text to be displayed on the Facebook login button.
Description

If you have selected Google login, the setting will appear:

Google Login Description Log in with Google

(Max 170 characters)

Item Description
Google Login Enter the text to be displayed on the Google login button.
Description
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If you have selected PIN login, these settings will appear:

Hint Message for PIN

Loy in with PIN code.

{(Max 170 characters)

Receiving PIN via SMS Description

Receiving PIN via SM5 Content

Receive PIN wia SM3

(Max 170 characters)

Welcome to DrayTek Hotspot! ¥our PIN i=s <PIN:>. This PIN is wvalid

for 10 min.

(Max 150 characters)

Enter PIN Description

Submit Button Description

Submit Button Color

Enter Existing PIN

(Max 170 characters)

<span style="color:wvhite;">3ubmit</spans>

{(Max 170 characters)

Customize Color (%

(format - FFFFFF)

AZAZAD

Item

Description

Hint Message for PIN

Enter the text used to suggest users to choose SMS authentication.

Receiving PIN via
SMS Description

Enter the text to be displayed on the button that the user clicks to
receive an SMS PIN.

Receiving PIN via
SMS Content

Enter the message to be sent by SMS to inform the user of the PIN.
The PIN variable is specified by <PIN> within the message.

Enter PIN
Description

Enter message to be displayed in the PIN textbox to prompt the
user to enter the PIN.

Submit Button
Description

Enter the text to be displayed on the submit PIN button

Submit Button Color

Select the color of the submit button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.
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If you have selected RADIUS account login, these settings will appear:

Hint Message for RADIUS Log in with your acocount.
{Max 170 characters)
RADIUS Account Description U=ername
{Max 170 characters)
RADIUS Password Description Password
{Max 170 characters)
Login Button Description <span style="color:white;":Login</span>
{Max 170 characters)
Login Button Color Customize Color %
28282 fformat - FFFFFF)
Item Description
Hint Message for Enter the text used to suggest users to choose RADIUS
RADIUS authentication.
RADIUS Account Enter a brief description for reminding the user about the account.
Description
RADIUS Password Enter a brief description for reminding the user about the
Description password.
Login Button Enter the text to be displayed on the login button.
Description
Login Button Color Select the color of the login button from the predefined color list,
or select Customize Color and enter the RGB value. Click Preview
to preview the selected color.

And finally, the save and cancel buttons are always displayed.

Save and Next Cancel
Item Description
Save and Next Click to save the configuration on this page and proceed to the
next page.
Cancel Click to abort the configuration process and return to the profile
summary page.
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2nd-stage Page for PIN Login

If you have selected PIN Login as the login method, you will also need to configure the page
that is displayed to users when they request a PIN.

Hotspot Weh Portal >> Profile Setup

T - ' s T

() () ( 3;\F_{:€E> (4 (s)

N N N N4 N
Login Method Background Login Page Setup Whitelist Setting tore Options

Configure 2nd-stage Page for SMS Login

Back Button

PIN Code Message

Default Country, Enter Mobile Number Description

ter your mobile number

Send PIN Send Button Description and Color

Send Succeeded Message

Enter PIN and Submit Button

Back Button Description Back

(Max 170 characters)

PIN Code Message PIN code will he sent over via 3HN3.

{(Max 170 characters)

Default Country Code | + 93 Afghanistan v

Enter Mohile Number Description

enter wour mobile nunber ‘

(Max 170 characters)

Send Button Description

<span style="color:white; ">S3end PIN</span> ‘

{(Max 170 characters)

Customize Color %
28242 | fiormat : FFFFFF)

Send Button Color

PIN Code has heen sent.Cliek <b>Send PIN«</b> again if not

Send Succeeded Message
receiving PIN in 3 minutes.

(Max 170 characters)

[ Save and MNext ] [ Cancel I

Available settings are explained as follows:

Item

Description

Back Button
Description

Enter text for the label of the hyperlink to return to the previous
page.

PIN Code Message

Enter text to be displayed as the body text on the page.

Default Country

Select the default country code to be displayed using the dropdown
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Code

menu.

Enter Mobile
Number Description

Enter message to be displayed in the mobile number textbox to
prompt the user to enter the mobile number.

Send Button
Description

Enter the label text of the send button.

Send Button Color

Select the color of the send button from the predefined color list,
or select Customize Color and enter the RGB value. Click Preview
to preview the selected color.

Send Succeeded
Message

Enter text to be displayed to notify the user after the PIN has been
sent.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.
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Whitelist Setting

In this step you can configure the whitelist settings. Users are allowed to send and receive
traffic that satisfies whitelist settings.

Hotspot Weh Portal »> Profile Setup

©

Login hethod Whitelist Setting hlore Options
NAT Rules Dest Domain Dest IP Dest Port Source IP
Always allow outbound connections from hosts in O MAT =» Port Redirection
[ WAT »» Open Ports
O WAT => DMZ
[ Save and MNext ] [ Cancel

Available settings are explained as follows:

Item Description

NAT Rules To prevent web portal settings from conflicting with NAT rules
resulting in unexpected behavior, select the NAT rules that are
allowed to bypass the web portal. Hosts listed in selected NAT
rules can always access the Internet without being intercepted by
the web portal.

Dest Domain Enter up to 30 destination domains that are allowed to be
accessed.

Dest IP Enter up to 30 destination IP addresses that are allowed to be
accessed.

Dest Port Enter up to 30 destination protocols and ports that are allowed
through the router.

Source IP Enter up to 30 source IP addresses that are allowed through the
router.

Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to abort the configuration process and return to the profile

summary page.
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More Options

In this step you can configure advanced options for the Hotspot Web Portal.

Hotspot Web Portal >> Profile Setup

o o () a
o, ./ ), ), @

Login Method Background Login Page Setup Whitelist Setting More Options

Quota Management

Login Method Quota Policy Profile Valid Time Device Allowed Bandwidth Limit Session Limit
RADIUS Login 0d 5h Om Unlirmited Unlimited Unlimited
Note:

To rodify the quota settings, please go to Hotspot Web Portal »> Quota Management.

Web Portal Options

HTTPS Redirection [“IEnable

When an unauthenticated client opening a HTTPS page, redirect will work but
certificate errors may be shown.

Dizable this function to redirect only HTTP pages. HTTPS browsing will timeout
without redirection and also no certificate errors

Captive Portal Detection Enable

Trigger the unauthenticated client to automatically pop-up the YWeh Partal page
when connects to Wi-Fi.

This function is not available when using Social Login because the page may not
be shown correctly due to the limitation of the OF built-in Captive Portal Detection.

Landing Page After Authentication

@ Fixed URL ‘htq::/fwww.draytek‘com

O User Reguested URL

O Bulletin Message

(Max 511 characters) Default Message

Note;
Landing Page may not be shown correctly when using OF built-in Captive Portal Detaction.

Applied Interfaces

Subnet Orant Cians

WLARN 2.46G [Ossi01 (DrayTek)
OssI02 (DrayTek_Guest)
Oesinz
Ossins

5G OssI01 (DrayTek_5&)

[Ossinz (DrayTek_5G_cuest)
Ossipz
Ossios

Available settings are explained as follows:

Item Description

Quota Management

Quota Policy Profile | Choose a policy profile to apply to web portal client.

Web Portal Options

HTTPS Redirection If this option is selected, unauthenticated clients accessing HTTPS
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websites will be redirected to the login page, but the browser may
alert the user of certificate errors. If this option is not selected,
attempts to access to HTTPS website will time out without
redirection.

Captive Portal
Detection

If this option is selected, the web portal page is triggered
automatically when an unauthenticated client tries to access the
Internet. This function is not available when the Login Mode is
Social Login, as the web portal page may not be shown correctly
due to the limitations of the operating system’s built-in Captive
Portal Detection.

Landing Page After Authentication

Fixed URL

Specifies the webpage that will be displayed after the user has
successfully authenticated.

The user will be redirected to the specified URL. This could be used
for displaying advertisements to users, such as guests requesting
wireless Internet access in a hotel.

User Requested URL

The user will be redirected to the URL they initially requested.

Bulletin Message

The message configured here will be briefly shown for a few
seconds to the user.

Default Message - This button is enabled when Bulletin Message is
selected. Click to load the default text into the bulletin message
textbox.

Applied Interfaces

Subnet The current Hotspot Web Portal profile will be in effect for the
selected subnets.

WLAN The current Hotspot Web Portal profile will be in effect for the
selected WLAN SSIDs.

Finish Click to complete the configuration.

Cancel Click to abort the configuration process and return to the profile

summary page.
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VI-3-2 Quota Management

The system administrator can specify bandwidth and sessions quota which is only applicable
to the web portal clients.

Settings configured in Quota Management will override the policies set in Bandwidth
Management>>Bandwidth Limit and Bandwidth Management>>Limit.

Hotspot Web Portal => Quota Management

Web Portal Bandwidth and Session Limit

The settings here will apply only to the web portal clients and will override the policies set in Bandwidth Management.
Bandwidth Limit

Session Limit

Quota Policy Profile

. . Device . :
Expired Time after Reconnection Bandwidth ) .
Index Name First Login Ali\owed PET  Time Restriction Limit Session Limit
ccount
1 Default 0d sh Om Unlimited Unlimited Unlimited Unlimited
Add (up to 20)
Cancel oK
Available settings are explained as follows:
Item Description
Bandwidth Limit Check the box to override the policy configured in Bandwidth

Management>>Bandwidth Limit.

Session Limit Check the box to override the policy configured in Bandwidth
Management>>Session Limit.

Quota Policy Profile | Add - Create up to 20 policy profiles in such page.
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To create a new quotal policy profile, click Add to open the followining page.

Hotspot Web Portal => Management == Quota Policy Profile 2

Profile Name

Account Validity

level 2

Expired Time After the First Login 0 vidays /5 ¥ hours|0 ¥ min

Idle Timeout

Device Control

Devices Allowed per account

0 min

Unlimited *

Recennection Time Restriction At |0 v 0 ¥|everyday

Block the same user from reconnecting before the set ime

® |0 v hours|0 ¥|min

Block the same user from reconnecting for the set period

Bandwidth and Session Limit

Bandwidth Limit
Download Limit
Upload Limit

Session Limit

0 * Kbps Mbps
0 * Kbps Mbps
D SE5510NS

Cancel QK

Available settings are explained as follows:

Item

Description

Profile Name

Enter a name for a new profile.

Account Validity

Set a period of valid time for the client accessing Internet via web
portal.

Expired Time After the First Login - Set the days, hours, and
minutes. After expired time, Vigor router will block the client to
access into network/Internet.

Idle Timeout - After checking the box, Vigor router will terminate
the network connection if no activity for the user account after the
time configured here.

Device Control

Set the number of devices that each account can control, and
specify the time restriction for the client accessing Internet via
web portal.

Decices Allowed per account - Use the drop-down list to select a
number. Each account allows the number of devices (defined here)
for accessing into network.

Reconnection Time Restriction - For each account, Vigor router
can set a time for network connection

® At ... Everyday - Set the time to block the same client from
reconnecting Vigor router before the time set here.

® Hours.. min - Set the time period to block the same client
from reconnecting Vigor router.
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Bandwidth and Bandwidth Limit - Check the box to configure bandwidth limit for
Session Limit web portal client.

® Download/Upload Limit - Set a value.

Session Limit- Check the box to configure session limit for web
portal client.

After finishing all the settings here, please click OK to save the configuration.
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Application Notes

A-1 How to allow users login to Vigor’'s Hotspot with their social media accounts
(e.g., Facebook & Google)

Vigor Router supports Hotspot Web Portal function. The network administrator can set Vigor
Router as a Hotspot provider with web authentication and allow users to log in with their
social media accounts, such as Facebook and Google. We demonstrate how to set up the
hotspot web portal with Facebook login in the following paragraphs.

Vigor Router Setup

1. Make sure the router is connected to the Internet.

Online Status

Physical Connection System Uptime: Oday 0:11:28
IPv4 IPv6

LAN Status Primary DNS: 168.95.1.1 Secondary DNS:; 168.95.192.1
IP Address TX Packets RX Packets
192.168.60.1 5,950 6,130

WAN 1 Status >> Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet PPPoE 0:11:23
IP GWIP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
P L ThEVh! Ik el 5,041 215 5,689 393

2. Go to Hotspot Web Portal >> Profile Setup, click on an available index.

Hotspot Web Portal >> Profile Setup a

Hotspot Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
Click-through None Preview |
2 Click-through None Preview
3 Click-through None Preview |
4. Click-through None Preview |
Note:

1.The router must connect to the Internet before webpage redirection will work.
2.If the LAN clients are using another DNS server on LAN, please make sure the DNS query for domain
narme "portal.draytek.com" will be resolved by the router.

OK
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3.

¢/ Enable this profile a

Enter the values as the following figure.

Comments: ISociaI_Iogin

Portal Server

Portal Method

Captive Portal URL

Login Methods

Skip Login, landing page only

Click through

® \arious Hotspot Login ¢

portal.draytek.com

Choose Login Method

Facebook

#| Login with Facebook ¢

< Login with Google
Receive PIN via SMS

Facebook APP ID @
Facebook APP Secret

Google

238347780110670

Google App ID d

Google App Secret

17325375647 3-0156nbah63

f | Saveand Next | | Cancel |

(a) Click Enable this profile.

(b) Enter the comments.

(c) Select Various Hotspot Login for Portal Method.

(d) Choose Login with Facebook or Login with Google as Login Method.

If Login with Facebook is selected, the protocol of the Captive Portal URL need
to be changed to HTTPS instead of HTTP because Facebook force to use HTTPS

URL in their policy.

(e) Enter the APP ID and secret.
(f) Click Save and Next.
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4.  Choose the Color Background, customize the information a logo color, and click Save

and Next.

Hotspot Web Portal >= Profile Setup

O NI W W oy
(1 ] { 3 } | 4 )
N Nl L

Login Method

Choose Login Background

Background

Login Page Setup

Whitelist Setting

7 :"\,I
o/

More Options

'® Color Background

1. Browser Tab Title

Image Background

2. Logo Image & Logo Background Color

3. Login Methods Background Color

1. Browser Tab Title

2. Logo Image

4. Background Image

3. Loging Methods Background Color and Opacity

Login Page URL

Browser Table Title

portal draytek com

Draytek Hotspot

Logo Image | Default Draytek Logo Red =
Logo Background Color igor Red i

FOSB59 (format - FFFFFF) | Praview
Login Method Background Color igor Gold T

FAE1DO (format : FFFFFF) | Preview

Save and MNext Cancel
I8 i L

You can click the Step Icon on the top of the page to go to the step you want. The router
will save your setting automatically.
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Or choose the Image Background, customize the information and background image,

and click Save and Next.

Hotspot Web Portal >> Profile Setup

.-/F_\. ’/;ﬂ\\
[ 1 { ]
\5__/' ( ) \__/'

Login Method Background Login Page Setup

Choose Login Background

< AT
L4 ) (5 )
i R
Whitelist Setting Maore Options

Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Golar

3. Login Methods Background Color

* Image Background

1. Browser Tab Titla

2. Logo Image

3. Loging Methods Background Color and Opacity

4. Background Image

Login Page URL

Browser Table Title

|portal draytek com

.nraymk Hotspot

Logo Image

Default Draytek Logo Red v |

DrayTek

Login Method Background Color

VigorGold v

[FaE1DO (format : FFFFFF) | Preview |
Opacity(10 ~ 100) o |%
Background Image Choose File | Mo file chosen (max size: 1MB) | Upload |
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5.  Customize the descriptions on the login page, then click Save and Next.

Configure Login Method and Details

Welcome! Welcome Message
Please log in to enjoy Wi-Fi.

By cliehing Ie Dulken Bt yo A 19 T8

Term st s Terms and Conditions Description and Content

“ Lag in with Facebook Facebook Login
~ . :
3 Log in with Google Google Login
Welcome Message Welcome to Draytek Video!<br />Please log in to enjoy Wi-Fi.

Pl

{Max 1360 characters)

Terms and Conditions Description By clicking the button below you agree to the Terms and Conditions.

Pl

{Max 170 characters)

Terms and Conditions Content

(Max 1360 characters)

Facebook Login Description Log in with Facebook

Pl

{Max 170 characters)

Google Login Description Log in with Google

P

(Max 170 characters)

| saveandNext | | cancel |

6. You can set the Whitelist for the profile here to allow specific clients to access the
internet or certain websites can be visited without login.

Hotzpot Web Portal >> Profile Setup

= FN R g
“/1 \3 {2 j '/ 3 | "/;\‘ -
\___/J WEL 2 \.,____/l l‘\__./' \\__r/

Login Method Background Login Page Setup Whitelist Setting More Options

NAT Rules Dest Domain Dest IP Dest Port Source IP

Abways allow outbound canneclions fram hosis in U NAT == Port Redirection
O NAT »> Open Ports
NAT == DMZ

I- Save and Next ] | Cancel |
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7. Set up the Expired Time After Activation and Landing Page After Activation that
Hotspot clients will see after they login successfully. Finally, select the interfaces to
which you would like this hotspot profile apply to, then click Finish to save the setting.

Hotspot Web Portal == Profile Setup

© o O @ ®©

Login Method Background Login Fage Seiup Whitelist Satt More Options

Web Portal Options

| Expired Time After Activation |0 ¥ [days |5 ¥ |hours [0 ¥ [min |
HTTPS Redirection Enable

When an unauthenticated client opening a HTTFS page, redirect will work but
cestificate errors may be shown.

Dizable this function to redirect only HTTP pages. HTTPS browsing will timeaout
without redirection and also no cerificate errors.

Captive Portal Detection Ensble

Trigger the unauthenticated client to automatically pop-up the Web Porial page
when connects to W
This function is not avai 3I: e when using Social Logln because the page may not
b shown correctly due to the limitation of the OS built-in Captive Porta

Dietaction.

Landing Page After Authentication

® Fixed URL |hitp:/fwwa draytek.com

User Regquested URL

Bulletin Meszage Himl v
&
(Max 511 characters) Default Message
Note:

Landing Page may not be shown comrectly when using OF built-in Captive Porial Detection.

Applied Interfaces

Subnet ¥ LANL LANZ LANZ LAN4 LANS
SSID1 | tor_2925_WLC_test)

SEID2 (DrayTek_Guest)

=]
s
[n]

WLAN

S5ID3
S5ID4

SSID1 (

wn
[

SEID2 (DrayTek_5G_Guest)

Ss5ID3

S5ID4

Cancel Finish

8.  Then the Hotspot setup is finished. You may click Preview to check the login page.

Hotspot Web Portal == Profile Setup é

Hotspot Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
1 = DrayTek Social Login LAN(L) Preview |
2. Click-through Mone Praview |
3 Click-through Mone Preview |
4, Click-through Mone Praview |
MNote:

1. The router must connect to the Internet before webpage redirection will work.
2.If the LAM clients are using ancther DNS server on LAM, please make sure the DNS query for domain
name "portal.draytek.com” will be resolved by the router.

oK
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Hotspot Clients Login

9. Now, when clients connect to the selected router interface, and try to access internet,
they will be redirected to "portal.draytek.com".

DrayTek

Enjoy our WiFi service.

Please review the terms of service and
click "Log in with Facebook™ to accept
and login.

n Log in with Facebook

® Due to security concerns, the browser might warns that it cannot verify server
identity, the clients would need to tap "Continue" before they can proceed to
portal.draytek.com.

® The client might not be able to access "portal.draytek.com” if this domain name
is resolved by a DNS server on LAN. If so, set up LAN DNS to make sure the domain
name will be resolved to the router's LAN IP.

10. Tap on a login method, and it will open the social media login page. Enter the social
media accounts and password to log in.

seoce LS = L1132 o 54% W

& facebook.com ¢

Log into your Facebook account to
connect to DrayTek Hotspot
Email or Phone

Facebook Password

Create Account
Mot now

Forgot Passwaord? - Help Centar

English (US) MR
Tiéng Viét Bahasa Indonesia
Espafiol Portugués (Brasil)
i it ! ==
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11. If the credentials are correct, the client will be redirected to the landing page and be

able to access the Internet afterward.

LTLISO = T R EF1:43 + 50% W

draytek.com &

DrayTek

MyVigor / Old Website / English -

License Key U

e VIGORACS 2

SMART MANAGEMENT
MADE EASY

Simply manage and menitor all the Vigor devices on the
Internet

This website is using cookies. X

Continue  Learn more

< M BEl

User Information

Network administrator can plug the USB disk to router, to record the basic information of the
users who connect to the Wi-Fi and login with their social media accounts. The users' basic
information will be listed on Hotspot Web Portal >> Users Information page.

Hotspot Web Portal >> Users Information

User Info Database Setup

= Select Columns to Filter Users

Profile Login Method

0K
Usar Table
Auto Refresh (per min) off v Balrash Now
2 Online Users / 2 All Users User v Search
Login .
Index Status Profile User Methods P MAC Email Phone Number Expired Time o]
1 Online 1 MW Anderson facebook 192.168.162.10 80:7a:bf:zd.bd.wl yiouiouylltiBgmail.com 2017-10-25 11:04:54
2 Online : #yoy 2 Thuan

facebook 192.168.162.11 6c:8dicl:nziiiias  =rvyrloa=rds Bgmail.com 2017-10-25 11:08:57
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A-2 How to allow hotspot clients to get login PIN code via SMS?

Since 3.8.4.3 version firmware, Vigor Router can act as a hotspot gateway and provide
internet access only to the authenticated clients. Network Administrator may set up the
router to allow hotspot client to get the login PIN code from an SMS message. This note is
going to demonstrate how to set up Vigor Router as a hotspot gateway and be able to send the
PIN code to clients by SMS messages.

Vigor Router

Hotspot Client

Vigor Router Setup

1. Make sure the router is connected to the Internet.

Online Status

Physical Connection System Uptime: Oday 0:11:28
IPv4 IPv6

LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.60.1 5,950 6,130

WAN 1 Status >> Drop PPPoE
Enable Line Name Made Up Time
Yes Ethernet PPPoE 0:11:23
IP GW IP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
R £ e MakVh ikl 5,041 215 5,689 393

2. Create an SMS Object to send SMS messages. Go to Objects Setting >> SMS Service
Object, and click on an available profile.

Objects Setting >> SMS [ Mail Service Object

SMS Provider Mail Server Set to Factory Default

Index Profile Name SMS Provider

kotsms.com.tw [TW)
kotsms.com.tw [TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw [TW)
kotsms.com.tw [TW)
kotsms.com.tw (TW)

[ | [~ [o | [ e |

Custom 1

=
=

Custom 2
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3. Enter the Service Provider details, and click OK to apply.

Objects Setting >> SMS [ Mail Service Object

Profile Index: 1

Profile Name
Service Provider
Username
Password

Quota

Sending Interval

|hotspot |

| kotsms.com.tw (TW) v

m |

10 |

|3 | (seconds)

4. Go to Hotspot Web Portal >> Profile Setup, click on an available profile.

Hotspot Web Portal >> Profile Setup

o

Hotsport Web Portal Profile:

Index Enable

Comments

Login Mode
Skip Login
Skip Login
Skip Login
Skip Login

Applied Interface

5. Enable the profile, give a comment, and choose “PIN Code Login”. Then click Next.

Hotspot Web Portal >> Hotspot Web Portal Setup

Profile 1

¥ Enable

Comments: [SMS authenticate

Choose How Users Receive Internet Access

! Skip Login
skip login phase and redirect to landing
page immediately

S Tek

Welcome!
Please log in to enjoy Wili.

By king the bution bakow y

Via SMS

430

! Click-through

DrayTek

¥e

Welcome!
Please log in to enjoy Wil

Accept

A space for you to display the terms and
conditions. Users have to click Accept
button (wording configurable) to get WiFi
access

2 Social or PIN Login

DrayTek

Welcome!
Please log in to enjoy Wifi

pd Condstion

.F Login with Facebook

) Social Login

DrayTek

Welcome!
Piease log in to enjoy Wifi

Login with Facebook

f
G

Login with Google

Login with Facebook or Google account
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6. Choose a login page design, customize the details, and click Next.
Hotspot Web Portal >> Hotspot Web Portal Setup

Profile 1
Design Login Page Appearance

‘® Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Color

3. Login Methods Background Color

Image Background
1. Browser Tab Title

2. Logo Image

Dray Ivk

3. Loging Methods Background Coelor and Opacity

7. Edit the message on the login page, and click Next.

Receiving PIN via SMS Description

Get password wia SM5

e

(Max 170 characters) Default l

Welcome to DrayTek Hotspot!Your password is <PIM>.This PIN will be
valid for 1@ min.

(Max 150 characters) Default I

Recieving PIN via SMS Provider |1 - hotspot *
Set SMS Provider in Objects Setting »> SMS / Mail Service Object

Recieving PIN via SMS Content

4

Enter PIN Description Enter password

“

(Max 170 characters) Default l

Submit Button Description <font color="white">Login</font>
(Max 170 characters) Default I
Submit Button Color [:;‘\2;\2."‘-.2 (format : FFFFFF) Default l

Back I Mext I Cancel]

8. Edit the details for SMS settings, then click Next.
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Back Button Description

PIN Code Message

Default Country Code
Enter Mobile Number Description

Send Button Description

Send Button Color

Send Successed Message

(Max 170 characters)

Password will be sent over wia SMS.

(Max 170 characters)

enter your mobile number

(Max 170 characters)

S

Default |

4

Default I

Default l

<font color="white">Get password</Tont>

(Max 170 characters)

[n2n282 (format - FFFFFF)

Pas
rec

g password in 3 minutes.

{Max 170 characters)

&
P

Default I
Default

has been sent. Click <b>>Get password</b> again if not

4

Default

9. Edit the landing page, choose the interfaces to which the SMS login should apply, and then

click Finish.

Hotspot Web Portal => Hotspot Web Portal Setup

Profile 1
Configure Landing Page After Login

® Fixed URL [’.ﬂtlp fwerer draytek.com

User Requested URL

Bulletin Message Html v
&
(Max 4095 characters) Default Message
Configure Applied Interfaces
Subnet Hant  BLanz
WLAN 2.4G ) sSID1 (DrayTek)

¥ SSID2 (DrayTek_Guest)

L SsID3
LI SS5ID4

10. Now, the hotspot settings are applied to the selected interfaces. You may click Preview
to check how the login page looks.
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[J]

Hotspot Web Portal >> Profile Setup

Hotsport Web Portal Profile:

Index Enable Comments Login Mode Applied Interface
1. 7 SMS authenticate  PIN Code Login WLAN2.4G(2)
2. (] Skinlanin Rlong
[ Draytek Hotspot - Google Chrome = O x
2
4 [ 192.168.86.1/doc/hslogp1.htm

Note:
The router m

Welcome!
Please log in to enjoy Wifi.

Get password via SMS

Enter password m

Hotspot Client Login

11. If the client connected to the selected interface of the router and try to open a webpage,
they will be redirected to hotspot login page. If they do not have a password yet, they can
click on the button to get a password.

5:01 PM

portal.draytek.com

DrayTek

Welcome!
Please log in to enjoy Wifi.

Get password via SMS

Entar password
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Info ® Due to security concerns, the browser might warns that it cannot
verify server identity, the clients would need to tap "continue" before
they can proceed to portal.draytek.com.

® The client might not be able to access "portal.draytek.com" if this
domain name is resolved by a DNS server on LAN. If so, set up LAN DNS
to make sure the domain name will be resolved to the router's LAN IP.

12. Enter the mobile phone number to receive the SMS message.

eemno BHFFEEE F 5:02 FM

portal.draytek.com

Dray Tek

Password will be sent over via SMS.

+ 536 o188

Get password
Enter password
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13. The number will get a message about the password.

seseC (PEREZ T 502PM @ H
< Messages OUULULNIIE  Details
= 200U

Today 5:02 PM

Welcome to
DrayTek Hotspot!
Your password is
Uni5t.This PIN will
be valid for 10 min.

[]] | Send

14. Enter the password on the login page, and click Login.

senes (hERE < 5:03 PM

portal.draytek.com

Password has been sent. Click >Get
password again if not receiving password in

3 minutes.

IErllu' password

< Done
1 2 3
4 5 6
7 8 9
PGRS TUY WRYZ
+ % # 0 &
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15. If the password is correct, the client will be redirected to the landing page, and after that,
they will be able to surf the Internet.

sesel PERE F 5:04 PM

draytek.com

DrayTek

— MyVigor / Old Website / English~

i, ' o
Connect For a

Bigger Future
Vigor2925 LTE Series
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VI-4 Central Management (AP)

Vigor2765 can manage the access points supporting AP management via Central AP
Management.

AP Map

AP Map is helpful to determine the best location for VigorAP in a room. A floor plan of a room
is required to be uploaded first. By dragging and dropping available VigorAP icon from the list
to the floor plan, the placement with the best wireless coverage will be clearly indicated
through simulated signal strength

AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the
access point.

Load Balance for AP

The parameters configured for Load Balance can help to distribute the traffic for all of the
access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain
access points.

AP Load Balance (Traffic overload)

Traffic: 50Mbps Traffic: 30Mbps
(Traffic overload)

N ~
Traffic Limit: 50M Traffic Limit: 50M
Traffic: 50Mbps Traffic: 30Mbps
(Traffic overload)
’) ") i Note:
! AP with the same
N SSID and security
is the same entry
Traffic Limit: 50M Traffic Limit: 50M in scan list.
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Web User Interface

438

VI-4-1 Status

This page displays current status (online, offline or SSID hidden, IP address, encryption,
channel, version, password and etc.) of the access points managed by Vigor router.

Central Management == AP == Status

| Clear | Refresh |

i)
S\ VigoraPaoz w%g:gﬂztéﬁﬂmﬁ i % g— 0d 00:011.1.5.1 %
Note:
\ s Onling =5 Offline : Hidden SSID

Maximum support 20 APs,

When AP Devices connect via an intermediary switch, please ensure that UDP:4944 port and the HTTP port of AP
Devices are not blocked so that the AP status can be retrieved.

Available settings are explained as follows:

Item

Description

Index

Click the index number link for viewing the settings summary
of the access point.

Device Name

The name of the AP managed by Vigor router will be displayed
here.

IP Address Display the IP address of the access point.

SSID Display the SSID configured for the access point(s) connected
to Vigor2765.

Ch. Display the channel used by the access point.

STA List Display the number of wireless clients (stations) connecting to
the access point.
In which, 0/64 means that up to 64 clients are allowed to
connect to the access point. But, now no one connects to the
access point.
The number displayed on the left side means 2.4GHz; and the
number displayed on the right side means 5GHz.

AP List Display the number of the AP around the device.

Uptime Display the duration of the AP powered up.

Version Display the firmware version used by the access point.

Vigor2765 Series User’s Guide



Password Vigor2765 can get related information of the access point by
accessing into the web user interface of the access point.

This button is used to modify the logging password of the
connected access point.
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VI-4-2 WLAN Profile

WLAN profile is used to apply to a selected access point. It is very convenient for the
administrator to configure the setting for access point without opening the web user interface
of the access point.

Central Management == AP => WLAN Profile

Set to Factory Default

1 Default DrayTek-LAN-A WPA+WPAZ/PSK Enable MNone Mone
2 - - - . -

L =

Click the number link of the selected profile to modify the content of the profile. Available
settings are explained as follows:

Item Description
Profile There are five WLAN profiles offered to be configured. Simply
click the index number link to open the modification page.
Name Display the name of the profile.
The default profile cannot be renamed.
Main SSID Display the SSID configured by such wireless profile.
Security Display the security mode selected by such wireless profile.
Multi-SSID Enable means multiple SSIDs (more than one) are active.

Disable means only SSID1 is active.

WLAN ACL Display the name of the access control list.

Rate Ctrl Display the upload and/or download transmission rate.

Clone It can copy settings from an existing WLAN profile to another
WLAN profile.

First, you have to check the box of the existing profile as the
original profile. Second, click Clone. The following dialog will

appear.
L] 172.16.5.143: 28600 0cfwlelone Tim +
1Original Profile Name Default
Renamed as
[Select Profile Index 1-{Mone) v
[_clear | [ Cancel | [ Apply |

Third, choose the profile index to accept the settings from the
original profile. Forth, type a new name in the field of
Renamed as. Last, click Apply to save the settings on this
dialog.

The new profile has been created with the settings coming
from the original profile.

To AP Click it to apply the selected wireless profile to the specified
Access Point.
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6.3.143.2860/ ochvlapply him

Existing Device Selected Device
1-APE10_0076204826810
2-APB00_00507F223343

Simply choose the device you want from Existing Device field.
Click >> to move the device to Selected Device field. Then,
click OK.

The selected WLAN profile will be applied to the selected
access point immediately. Later the access point will reboot.

To Local WLAN Profile configured in this page is specified for VigorAP
connected to Vigor router.

If required, these settings also can be applied to Vigor router.
Select and check one of wireless profiles and click this button
to apply the settings onto the WI-Fi wireless settings
configured for such Vigor router.
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How to edit the wireless LAN profile?

1. Select the WLAN profile (index number 1 to 2) you want to edit.
2. Click the index number link to display the following page.

Central Management == AP == WLAN Profile

WLAN Profile Edit

Profile Name Default ) Auto Provision
Administrator
Password l-—|

2nd Subnet '® Enable ' Disable
- Enable Management VLAN:
Management VLAN LAN-A VLAN ID |0 (0 ~ 4095)
LAN-B VLAN ID |0 (0 ~ 4095)

WLAN General Setting

2.4GHz | |

Wireless LAN ® Enable ' Disable
Limit Client [ Enable (3 ~ 128, default: 64)
Operation Mode AP v
2.4G Mode Mixed(11b+11g+11n) ¥
2.4G Channel 2462MHz (Channel 11) ¥
Airtime Faimess -/ Enable Airtime Fairness:

Triggering Client Number ,2—| (2 ~ 128, default: 2}
T e I Enable l?’iand Steering: .

Check Time for WLAN Client 5G Cap. |15—| seconds (1 ~ &0, default: 15)

I Minimum Basic Rate Mbps

'® Disable RSSI Requirement

© Strictly Minimum RSSI - [73 | dbm (42 F%) (default: -73)
Roaming © Minimum RSSI - |66 |dom (B0 |%) (default: -66)
with Adjacent AP RSSI over 5 dB (default: 5)
L/ Enable Fast Roaming(WPAZ2/802.1x):
PMK Cache Pericd |10 minutes (10 ~ 600, default: 10)
WMM ) Enable ® Disable
Tx Power [100% |

Channel Width Auto 20740 MHz v

wd

Info The function of Auto Provision is available for the default WLAN profile.
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3. After finished the general settings configuration, click Next to open the following page
for 2.4G wireless security settings.

Central Management >> AP >» WLAN Profile

SSID1

2.4G 551D

SSID2 SSID3 SSID4

Active Enable Disable
SSID [DrayTek-LAr-A | [Lana v| [CHide s8I0
VAN lu—| [(untag)
Isolate CIFrom Member
Security Settings
[WPAHWPAZIPSK |
Set up RADIUS Server if 802.1¥ is enabled,
WPA
WPRA Algorithms OTRIP OBES @ TKIP/LAES
Encryption Pass Phrase |. |
Key Renewal Interval Seconds
WEP
Setup WEP Key if WEF is enabled.
202, 1% WER Enahle Disahble
Access Control
Mode
List
Clignt's MAC Address : |:|: |:|:|:|:|:|: |:||:|
[ #dd | [ Delete ] [ Edit | [ cCancel |
Bandwidth Limit
Status (JEnable & Disahle Auto Adjustment Enahle Disahle
Upload o | kbps Download o | Kbps
[ Back | [ Cancel | [ MNest |
Backup ACL Cfg Upload From File: FEEE
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Central Management == AP => WLAN Profile

4. After finished the above web page configuration, click Next to open the following page
for 5G wireless security settings.

5G SSID1 5G SSID2 5G SSID3 5G SSID4

Active “ Enable Disable
SSID DrayTek-5G | LAN-A v | [ Hide SSID
VLAN |0—| (0:untag)
Isolate L From Member
Security Settings
| Disable v
Set up RADIUS Server if 802.1X is enabled.
WPA
WPA Algorithms TKIP AES © TKIP/AES
Encryption Pass Phrase |Max: 64 characters |
Key Renewal Interval Seconds
WEP
Setup WEP Key if WEP is enabled.
802.1X WEP Enable * Disable

Access Control

Mode |None v
List &7
Client's MAC Address : l:ll:l : l:ll:l : I:II:I
| Add | | Delete | [ Edit | [ Cancel |
Bandwidth Limit
Status ) Enable ® Disable Auto Adjustment Enable '* Disable
Upload 0 | Kbps Download |0 Kbps
Station Control
Status () Enable @ Disable
C_onnection 1 hour - R_econnection 1 hour -
Time Time
Note:
1. 5GHz SSID Configuration only work with VigorAP800 v1.1.1 and newer APM Client.
2. S5ID can contain only A-Za-z0-9 _-. @ # % % ™
| Back | | Cancel | | MNext |

5. When you finished the above web page configuration, click Finish to exit and return to

the first page. The modified WLAN profile will be shown on the web page.
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VI-4-3 AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the

access point.

1)

Info Config Backup can be performed to one AP at one time. Others functions
(e.g., Config Restore, Firmware Upgrade, Remote Reboot can be performed
to more than one AP at one time by using Vigor2765.

Central Management > AP => AP Maintenance

AP Maintenance

Select Action
Action Type:

File/Path:

Select Device
Existing Device
1-APB02

Config Backup v
EEEE | REETAEE

Selected Device

»
«
nAll

cAll

OK Cancel

Available settings are explained as follows:

Item Description
Action There are four actions provided by Vigor router to manage the
access points.
Config Backup w
Config Backup
Config Restare
Firmare Upgrade
Femote Reboat
Factory Heset
Vigor router can backup the configuration of the selected AP,
restore the configuration for the selected AP, perform the
firmware upgrade of the selected AP, reboot the selected AP
remotely and perform the factory reset for the selected AP.
File/Path Specify the file and the path which will be used to perform

Config Restore or Firmware Upgrade.

Select Device

Display all the available access points managed by Vigor
router. Simply click << or >> to move the device(s) between
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Select Device and Selected Device areas.

Selected Device Display the access points that will be applied by such function
after clicking OK.

After finishing all the settings here, please click OK to perform the action.

VI-4-4 Traffic Graph

Click Traffic Graph to open the web page. Choose one of the managed Access Points, LAN-A
or LAN-B, daily or weekly for viewing data transmission chart. Click Refresh to renew the
graph at any time.

Central Management == AP => Traffic Graph

Enable

Show Chart: |Mone ¥ | |[LAMN-A v | Daily v Refresh Min{s): |1 ¥ Refresh

Note:
Enabling/Disabling AP Traffic Graph will also Enable/Disable the External Devices Function.

The horizontal axis represents time; the vertical axis represents the transmission rate (in
kbps).

1)

Info Enabling/Disabling such function will also enable/disable the External
Devices function.
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VI-4-5 Load Balance

The parameters configured for Load Balance can help to distribute the traffic for all of the
access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain

access points.

Central Management >> AP >> Load Balance

Station Number Threshold

Choose to Apply

All APs v

AP Load Balance By Station Number or Traffic v

Wireless LAN {2.4GHz) B4 (3-128)

Wireless LAN {5GHz) |64 (3-128)

Wireless LAN {5GHz-2) 64 (3-128)

Traffic Threshold

Upload Limit User defined v 0K bps (Default unit: K)
Download Limit| User defined v |OK bps (Default unit: K)

Action When Threshold Exceeded

* Stop accepting new connections
Dissociate existing station by longest idle time
Dissociate existing station by worst signal strength if it is less than -0 dBm {100 %)

Note:

The maximum station number of Wireless LAN (2.4GHz) will be applied to both Wireless LAN (2.4GHz) and
Wireless LAN {5GHz) if the firmware version of AP900 is less than or equal to 1.1.4.1.

oK Cancel

Available settings are explained as follows:

Item

Description

AP Load Balance

It is used to determine the operation mode when the system
detects overload between access points.

Disable - Disable the function of AP load balance.

By Station Number -The operation of load balance will be
executed based on the station number configured in this page.
It is used to limit the allowed number for the station
connecting to the access point. The purpose is to prevent lots
of stations connecting to access point at the same time and
causing traffic unbalanced. Please define the required station
number for WLAN (2.4GHz) and WLAN (5GHz) separately.

By Traffic - The operation of load balance will executed
according to the traffic configuration in this page.

By Station Number or Traffic - The operation of load balance
will be executed based on the station number or the traffic
configuration.

Station Number
Threshold

Set the number of stations as a threshold to activate AP load
balance.
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Traffic Threshold

Upload Limit -Use the drop down list to specify the traffic
limit for uploading.

Download Limit - Use the drop down list to specify the traffic
limit for downloading.

Action When Threshold
Exceeded

Stop accepting new connections - When the number of
stations or the traffic reaches the threshold defined in this
web page, Vigor router will stop any new connection asked by
other access point.

Dissociate existing station by longest idel time - When the
access point is overload (e.g., reaching the limit of station
number or limit of network traffic), it will terminate the
network connection of the client’s station which is idle for a
longest time.

Dissociate existing station by worst signal strength if it is
less than - When the access point is overload (e.g., reaching
the limit of station number or limit of network traffic), it will
terminate the network connection of the client’s station with
the weakest signal.

Choose to Apply

The settings configured for Load Balance can be applied to all
of AP devices or selected AP devices.

Specific APs [+
Al APs

Snecific APs

After finishing all the settings here, please click OK to save the configuration.
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VI-5 Central Management (External Devices)

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed
configuration.

Central Management >> External Device

External Device Syslog

External Device Auto Discovery
External Devices Connected Refresh

Below shows available devices that connected externally:

For security reason:

If you have changed the administrator password on External Device, please click the Account button to
retype new username and password. Otherwise, the router will be unable to monitor the External
Device device properly. Click the Clear button to Clear the off-line information and account information.

OK
Available settings are explained as follows:
Item Description
External Device Syslog Check this box to display information of the detected device
on Syslog.
External Device Auto Check this box to detect the external device automatically
Discovery and display on this page.

From this web page, check the box of External Device Auto Discovery. Later, all the
available devices will be displayed in this page with icons and corresponding information. You
can change the device name if required or remove the information for off-line device
whenever you want.

External Device Auto Discovery
External Devices Connected

Below shows available devices that connected externally:
On Line VigorAP900, YigoraP900, Connection Uptime:18:15:27

IP Address: 10.28.60,12
On Line P2261, Connection Uptime:18:15:17
IP Address: 102,168,1.226

For security reason:

If wou have changed the administrator password on External Device, please click the Account button to
retype new username and password, Otherwise, the router will be unable to monitor the External Device
device properly. Click the Clear button to Clear the off-line information and account infarmation.

When you finished the configuration, click OK to save it.

1)

Info Only DrayTek products can be detected by this function.
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Part VIl Others

Define objects such as IP address, service type,
keyword, file extension and others. These
pre-defined objects can be applied in CSM.

Objects Settings

USB device connected on Vigor router can be
regarded as a server or WAN interface. By way
of Vigor router, clients on LAN can access, write
and read data stored in USB storage disk with

USB

Vigor2765 Series User’s Guide




VII-1 Objects Settings

Define objects such as IP address, service type, keyword, file extension and others. These
pre-defined objects can be applied in CSM.
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Web User Interface

Objects Setfing

VII-1-1 IP Object

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group for applying it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address)

You can set up to 192 sets of IP Objects with different conditions.
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Objects Setting == IP Object

Create from ARP Table
Create from Routing Table

IP Object Profiles:

Set to Factory Default

View: |All v Search
Index Name Address Index Name Address
1 17.
2 18.
3. 19.
4. 20.
5. 21.
6. 22,
Iic 2.
8. 24,
9 25.
10. 26.
1. 27.
12. 28.
13. 29,
14. 30.
15. 3.
16. 32.
<< 1-32 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 == Next =
Objects Backup/Restore
Available settings are explained as follows:
Item Description
Set to Factory Default Clear all profiles.
Index Display the profile number that you can configure.
Name Display the name of the object profile.
Address Display the IP address configured for the object profile.
Objects Backup/Restore Click it to backup or restore the IP object.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:
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Objects Setting == IP Object

Profile Index : 1

Name:
Interface:
Address Type:
Mac Address:

RD Department

Any v

Range Address v

00 |00 00 0O 0O [{0O

Start IP Address: 0.0.0.0 Select
End IF Address: 0.0.0.0 Select
Subnet Mask: 255255255254 /31 v
Invert Selection:
Next =
oK Clear Cancel

Available settings are explained as follows:

Item

Description

Name

Type a name for this profile. Maximum 15 characters are
allowed.

Interface

Choose a proper interface.

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN/RT/VPN or any
IP address. If you choose LAN/RT/VPN as the Interface here,
and choose LAN/RT/VPN as the direction setting in Edit
Filter Rule, then all the IP addresses specified with
LAN/DMZ/RT/VPN interface will be opened for you to choose
in Edit Filter Rule page.

Address Type

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet for
IP address.

Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.

Fange Address

Any Address
single Address
Range Address
Subnet Address
Mac Address

MAC Address

Type the MAC address of the network card which will be
controlled.

Start IP Address

Type the start IP address for Single Address type.

End IP Address

Type the end IP address if the Range Address type is
selected.

Subnet Mask

Type the subnet mask if the Subnet Address type is selected.

Invert Selection

If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.
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4.  After finishing all the settings here, please click OK to save the configuration. Below is
an example of IP objects settings.

Objects Setting >> IP Object

IP Object Profiles:

Index Name Index

1. RD Department 17.
2 Financial Dept 18.
3. HR Department 19.
4 20.
5 21
A 27
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VIl-1-2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group

IP Group Table: Set to Factory Default
Index Name Index Name
1 1r.
2. 18.
3. 18.
4. 20.
N 21.
6. 22.
I 23.
8. 24.
9. 23.
10. 26.
n. 21.
12. 28.
13. 29.
14. 30.
15. 3.
16. 32.

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

Objects Backup/Restore Click it to backup or restore the IP group object.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.
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2. The configuration page will be shown as follows:

Objects Setting == IP Group

Profile Index : 1

Mame:
Interface: Any ¥
Available IP Objects Selected IP Objects (Up to 12)
»
€«$
QK Clear Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects

All the available IP objects with the specified interface
chosen above will be shown in this box.

Selected IP Objects

Click >> button to add the selected IP objects in this box.

3.  After finishing all the settings here, please click OK to save the configuration.

VII-1-3 IPv6 Object

You can set up to 64 sets of IPv6 Objects with different conditions.
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Objects Setting == IPv6 Object

IPv6 Object Profiles: Set to Factory Default
Index Name Index Name
L 17
2. 18.
3. 18.
4. 20.
5. 21.
6. 22.
1. 23.
8. 24.
9. 25.
10. 26.
1. 21.
12 28.
13. 29.
14. 30.
15. 3.
16. 32.
<< 132 | 3364 = Next =

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

Objects Backup/Restore Click it to backup or restore the IPv6 object.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting == |IPvG Object

Profile Index : 1

Name:
Address Type: Subnet Address ¥
Mac Address: 00 @00 [{00 {00 (0O |:|DO

FFO2::1
Start IP Address:

Select
End IP Address: =

Select
Prefix Length:
Invert Selection:

Next =
oK Clear Cancel

Available settings are explained as follows:

Iltem Description
Name Type a name for this profile. Maximum 15 characters are
allowed.
Address Type Determine the address type for the IPv6 address.
Select Single Address if this object contains one IPv6 address
only.
Select Range Address if this object contains several IPv6s
within a range.
Select Subnet Address if this object contains one subnet for
IPv6 address.
Select Any Address if this object contains any IPv6 address.
Select Mac Address if this object contains Mac address.
Range Address
Any Address
|single Address
‘Fange Address
subnet Address
hac Address
Mac Address Type the MAC address of the network card which will be
controlled.
Start IP Address Type or click Select to choose the start IP address for Single
Address type.
End IP Address Type or click Select to choose the end IP address if the Range
Address type is selected.
Prefix Length Type the number (e.g., 64) for the prefix length of IPv6
address.
Invert Selection If it is checked, all the IPv6 addresses except the ones listed
above will be applied later while it is chosen.

3.  After finishing all the settings, please click OK to save the configuration.

460

Vigor2765 Series User’s Guide



VII-1-4 IPv6 Group

This page allows you to bind several IPv6 objects into one IPv6 group.

Objects Setting == IPv6 Group

IPv6 Group Table: Set to Factory Default
Index Name Index Name
1 17.
2 18.
3. 19.
4. 20.
2. 21.
6. 22,
1. 23.
8. 24,
9. 23.
10. 26.
n. 27.
12. 28.
13. 29.
14. 30.
15. 3.
16. 32,

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

Objects Backup/Restore Click it to backup or restore the IPv6 object.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting == IPv6 Group

Profile Index : 1

Name:

Available IPv6 Objects Selected IPv6 Objects (Up to 8)

OK Clear Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available IPv6 All the available IPv6 objects with the specified interface

Objects chosen above will be shown in this box.

Selected IPv6 Objects | Click >> button to add the selected IPv6 objects in this box.

3.  After finishing all the settings, please click OK to save the configuration.

VII-1-5 Service Type Object

You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting == Service Type Object

Service Type Object Profiles: Set to Factory Default
Index Name Index Name
L 17.
2. 18.
3. 19.
4. 20.
3. 21.
6. 22,
L 23.
8. 24.
9. 25.
10. 26.
1. 21.
12. 28,
13. 29.
14. 30.
15. .
16. 32.
<< 132 | 33-64 | 65-96 == Next =

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

Objects Backup/Restore Click it to backup or restore the service type object.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
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2. The configuration page will be shown as follows:

Objects Setting >> Service Type Object Setup

Profile Index : 1

MName WWW
Protocol TCP v |6
Source Port =T ~ |§5535
Destination Port =T ~ |§5535
Next =
OK Clear Cancel

Available settings are explained as follows:

Iltem Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Protocol Specify the protocol(s) which this profile will apply to.

TCF
Any
ICMP
IGMP
UDFP
TCRUDP

2 ICMPwG
Other

Source/Destination
Port

Source Port and the Destination Port columns are available
for TCP/UDP protocol. It can be ignored for other protocols.
The filter rule will filter out any port number.

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
(=) - when the first and last value are the same, it indicates
all the ports except the port defined here; when the first and
last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) - the port number greater than this value is available.

(<) - the port number less than this value is available for this
profile.
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3. After finishing all the settings, please click OK to save the configuration.

Objects Sefting =* Service Type Object

Service Type Object Profiles:

Index Name Ind
1. WOWW 17
2 SIP hE:
3. 1t

VII-1-6 Service Type Group

This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: Set to Factory Default
Group Name Group Name
1 17.
2 18.
ER 19.
4. 20.
3. 21.
6. 22,
1. 23.
8. 24,
9. 25.
10. 26.
1. 27.
12. 28.
13. 29.
14. 30.
15. 3.
16. 32

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.

Name Display the name of the group profile.

Objects Backup/Restore Click it to backup or restore the service type group object.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Group column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >= Service Type Group Setup

Profile Index : 1

MName:

Available Service Type Objects Selected Service Type Objects (Up to 8)

OK Clear Cancel

Available settings are explained as follows:

Iltem Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available Service All the available service objects that you have added on

Type Objects Objects Setting>>Service Type Object will be shown in this
box.

Selected Service Type | Click >> button to add the selected IP objects in this box.

Objects

3. After finishing all the settings, please click OK to save the configuration.
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VII-1-7 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL Web
Content Filter Profile.

Objects Setting == Keyword Object

Keyword Object Profiles: Set to Factory Default
Index Name Index Name
1 17.
2 18.
3. 19.
4. 20.
3. 21.
6. 22.
1. 23.
& 24.
9. 25.
10. 26.
1. 27.
12. 28.
13. 29.
14. 30.
15 3.
186. 32,

x\
#

-
o
(%]
(=]
3]
=
i

=
W

364 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 ==

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

Objects Backup/Restore Click it to backup or restore the keyword object.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >> Keyword QObject Setup

Profile Index - 1

Name

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:

1. backdoor

2. virus

3. keep out

Next =
0K Clear Cancel
Available settings are explained as follows:
Item Description
Name Type a name for this profile, e.g., game. Maximum 15
characters are allowed.

Contents Type the content for such profile. For example, type

gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3. After finishing all the settings, please click OK to save the configuration.
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VII-1-8 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups set
here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting => Keyword Group

Keyword Group Table: Set to Factory Default
Index Name Objects Index Name Objects

1. 17.

2. 18.

3 19.

4. 20

3. 21.

6. 22,

1. 23.

8. 24,

9. 25.

10. 26.

n. 2.

12. 28.

13. 29.

14. 30.

15. 31.

16 32,

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

Objects Backup/Restore Click it to backup or restore the keyword group object.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting == Keyword Group Setup

Profile Index : 1

Mame:

Available Keyword Objects Selected Keyword Objects (Up to 16)

OK Clear Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this group. Maximum 15 characters are
allowed.

Available Keyword You can gather keyword objects from Keyword Object page

Objects within one keyword group. All the available Keyword

objects that you have created will be shown in this box.

Selected Keyword

Objects Click button to add the selected Keyword objects in

this box.

3. After finishing all the settings, please click OK to save the configuration.

VI1I-1-9 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content Filter.
All the files with the extension names specified in these profiles will be processed according to
the chosen action.

Objects Setting => File Extension Object

File Extension Object Profiles: Set to Factory Default
Profile Name Profile Name
1 a.
2 6.
3. 1.
4. 8.

Objects Backup/Restore

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

Objects Backup/Restore Click it to backup or restore the file extension object.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Profile column for configuration in details.

2. The configuration page will be shown as follows:

QObjects Setting == File Extension Object Setup

Profile Index: 1 Profile Name:
Categories File Extensions
Image
Select Al O.bmp [l.dib  [.gif O.peg O.pg  O.pg2  [O.jp2
—_— [ .pet [ .pex [.pic O.pict  O.png 0O .4f [ tiff
Video
Select Al O .asf O.avi O.mov  O.mpe O.mpeg O.mpg [O.mpd
= .at O.rm Owmv O.3gp  O.zapp O.3gppz [.3g2
Audio
Selact Al [.aac [1.aiff [J.au Omp2 Omda O.mdp [O.ogg
- O.ra O.ram  O.vox Owav  O.wma
Clear All
Java . . . . _ .
Selact Al O.cdass [O.jad .jar .jav O.ava O.jcm O.js
Clear Al Dgse  Dsp [ltk
ActiveX
Select Al O .alx O.apb  O.axs O .ocx .olb O.ole O.tlb
— O wviv [.vrm

Comnression

Available settings are explained as follows:

Iltem Description

Profile Name Type a name for this profile. The maximum length of the
name you can set is 7 characters.

3. Type a name for such profile and check all the items of file extension that will be
processed in the router. Finally, click OK to save this profile.

470 Vigor2765 Series User’s Guide



VII-1-10 SMS/Mail Service Object

SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail Alert

Service.

Objects Setting == SMS [ Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider
1
2.
3.
4.
5.
6.
1.
8.
9. Custom 1
10. Custom 2

Objects Backup/Restore

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all of the settings and return to factory default
settings.

Index

Display the profile number that you can configure.

Profile

Display the name for such SMS profile.

SMS Provider

Display the service provider which offers SMS service.

Objects Backup/Restore

Click it to backup or restore the SMS service object.

To set a new profile, please do the steps listed below:

1. Click the SMS Provider tab, and click the number (e.g., #1) under Index column for

configuration in details.
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2. The configuration page will be shown as follows:

Objects Setting == SMS [ Mail Service Object

Profile Index: 1

Profile Name Line_down

Service Provider kotsms_com.tw (TW) v
Username line1

Password

Quota 10

Sending Interval 3 (seconds)

Note:
1. Only one message can be sent during the "Sending Interval" time.
2. If the "Sending Interval” was set to 0, there will be no limitation.

OK Clear Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such SMS profile. The maximum length of
the name you can set is 31 characters.

Service Provider Use the drop down list to specify the service provider which
offers SMS service.

Username Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the
service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Sending Interval To avoid quota being exhausted soon, type time interval for
sending the SMS.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings => SMS /| Mail Service Object

SMS Provider Mail Server | Set to Factory Default |
Index Profile Name SMS Provider
Line_down kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

= e |

lateme com B (T
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Customized SMS Service

Vigor router offers several SMS service provider to offer the SMS service. However, if your
service provider cannot be found from the service provider list, simply use Index 9 and Index
10 to make customized SMS service. The profile name for Index 9 and Index 10 are fixed.

Objects Setting == SMS [ Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider
1.
2.
3
4.
5.
6.
T
8.
9. Custom 1
10. Custom 2

Objects Backup/Restore

You can click the number (e.g., #9) under Index column for configuration in details.

Objects Setting == SMS5 [ Mail Service Object

Profile Index: 9

Profile Name

Service Provider

Custom 1

P

Please contact with your SMS provide to get the exact URL String

eg:bulksms.vsms.net: 5567 /eapi/submission/send_sms/2/2.07username=# #£txtlUserz £z
&password=# 2 #txtPwdE £ Z&msisdn=# 2 #txtDest £ £&message=## FixtMsgz £ £

Server Response
Username
Password

Quota

Sending Interval

Max: 32

Max: 3

Max: 3
10

3 (seconds)

Note:

1. Only one message can be sent during the "Sending Interval" time.
2. If the "Sending Interval" was set to 0, there will be no limitation.

OK Clear Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Display the name of this profile. It cannot be modified.

Service Provider

Type the website of the service provider.

Type the URL string in the box under the filed of Service
Provider. You have to contact your SMS provider to obtain
the exact URL string.
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Server Response

Enter the string.

Username

Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password

Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota

Type the total number of the messages that the router will
send out.

Sending Interval

Type the shortest time interval for the system to send SMS.

After finishing all the settings here, please click OK to save the configuration.

Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail Alert

Service.

Objects Setting == SMS [ Mail Service Object

SMS Provider Mail Server Set to Factory Default

Index

[ o [N I [ [ [

-
=

Profile Name

Objects Backup/Restore

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all of the settings and return to factory default
settings.

Index

Display the profile number that you can configure.

Profile

Display the name for such mail server profile.

Objects Backup/Restore

Click it to backup or restore the mail service object.
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To set a new profile, please do the steps listed below:

1. Click the Mail Server tab, and click the number (e.g., #1) under Index column for
configuration in details.

2. The configuration page will be shown as follows:

Objects Setting == SMS / Mail Service Object

Profile Index: 1

Profile Name Mail_Notify
SMTP Server 192.1658.1.98
SMTP Port 25
Sender Address carrie_ni@draytek.com
Use S5L

¥ Authentication

Username john

Password
Sending Interval 0 (seconds)

Note:
1. Only one mail can be sent during the "Sending Interval” time.
2. If the "Sending Interval” was set to 0, there will be no limitation.

DK Clear Cancel

Available settings are explained as follows:

Iltem Description

Profile Name Type a name for such mail service profile. The maximum
length of the name you can set is 31 characters.

SMTP Server Type the IP address of the mail server.

SMTP Port Type the port number for SMTP server.

Sender Address Type the e-mail address of the sender.

Use SSL Check this box to use port 465 for SMTP server for some

e-mail server uses https as the transmission method.

Authentication The mail server must be authenticated with the correct
username and password to have the right of sending message
out. Check the box to enable the function.

Username - Type a name for authentication. The maximum
length of the name you can set is 31 characters.

Password - Type a password for authentication. The
maximum length of the password you can set is 31
characters.

Sending Interval Define the interval for the system to send the SMS out.

3. After finishing all the settings here, please click OK to save the configuration.
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VII-1-11 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail Alert
Service.

You can set an object with different monitoring situation.

Objects Setting == Notification Object

Set to Factory Default

Index Profile Name Settings

-l Yl

Objects Backup/Restore

To set a new profile, please do the steps listed below:

1. Open Object Setting>>Notification Object, and click the number (e.g., #1) under Index
column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting == Notification Object

Profile Index: 1

Profile Name
Category Status
WAN Disconnected Reconnected
VPN Tunnel Disconnected Reconnected
Temperature Alert Out of Range
WAN Budget Limit Reached
Security Web Log-in
Telnet Log-in
SSH Log-in
TRO6&9 Log-in
FTP User Log-in
Config Changed(From WebUI and CLI)

OK Clear Cancel

Available settings are explained as follows:

Iltem Description

Profile Name Type a name for such notification profile. The maximum
length of the name you can set is 15 characters.

Category Display the types that will be monitored.

Status Display the status for the category. You can check the box

you want to be monitored.
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3. After finishing all the settings here, please click OK to save the configuration.

VII-1-12 String Object

This page allows you to set several profiles of string object.

Objects Setting => String Object

10 v | strings per page | Set to Factory Default

Add

Objects Backup/Restore
Available settings are explained as follows:

Item Description

Set to Factory Default Click it to clear all of the settings in this page.

Add Click it to create a new string object profile.

e String Object Add - Google Chrome =[=] ® ]
A F=2 | 182.168.1.1/doc/strobjadd.htm
String

testtest_987
OK Cancel

Objects Backup/Restore Click it to backup or restore the string object.

After creating a new string profile, the new added profile will be shown as follows:

Objects Setting == String Object

10 ¥ | strings per page | Set to Factory Default

Index  String Clear
1 testtest_987
Add

Objects Backup/Restore

Item Description

Index Click it to open the following page for modifying an existed
string object.

String
(Max.253 chars.)
QK Clear Cancel
String Display the name of a string profile.
Clear Choose the string that you want to remove. Then check the

box and click Clear to delete the selected string profile.

Add Click it to create a new string object profile.

Below shows an example to apply string object (in Route Policy):
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Index: 1

Destination Port
Send via if Criteria Matched

[ Enable
Comment | || Delete |
Criteria
Protocol Any \
Source Any r
Destination Domain Name ¥

| | Seled:t| | Delete |

@ String Object - Google Chrome

| ® Fz2 | 192.168.1.1/doc/strobjslt.htm

Interface

Gateway

Packet Ferwarding to

WAN AN via

Objects Setting == String Object

Index String
1 testtest_987

OK | | Cancel
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VII-1-13 Country Object

The country object profile can determine which country/countries shall be blocked by the
Vigor router’s Firewall.

Objects Setting => Country Object

Country Object Table: Set to Factory Default
Index Name Index Name
17.
18.
19.

[ P N [ e

PR REREI NP P =M=
FEEREBEREBREREBRRER]

I e R = i S L o S (i el =

Objects Backup/Restore

The country object, by grouping IP addresses for multiple countries, can be applied by other
functions such as router policy destination (refer to the following figure for example).

Routing == Load-Balance/Route Policy

Index: 1
Enable
Comment Delete
Criteria
Protocol Any v
Source Any v
Destination Country Ohject ¥
Destination Port v
Send via if Criteria Matched "

To set a new profile, please do the steps listed below:

1. Open Object Setting>>Country Object, and click the number (e.g., #1) under Index
column for configuration in details.
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2. The configuration page will be shown as follows:

Objects Setting »> Country Object

Profile Index : 1

Hame:

Available Country Selected Country
220-Taivean ' -

221-Tajikistan

222-Tanzania, United Republic of

223-Thailand #
224-Timor-Leste

225-Togo «
226-Tokelau

227-Tonga

228 Trinidad and Tahanno

Note:
The maximum number of Selected Country is 16,

QK Clear Cancel

Available settings are explained as follows:

Item Description

Name Type a name for such profile. The maximum length of the
name you can set is 15 characters.

Available Country / Select any country from Available Country. Click >> to move

Selected Country the selected country and place on Selected Country.
Note that one country profile can contain 1 up to 16
countries.

3. After finishing all the settings here, please click OK to save the configuration.

Ohjects Setting => Country Ohject

Country Object Table: | Setto Factory Default |
Index Name Index Name
1. Taiwan 17.
2. 18.
3. 19.
4. 20.
3. 21.
6. 22,
i 23.
8. 2,
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VII-1-14 Objects Backup/Restore

Objects Setting == Objects Backup/Restore

Backup
Select All

IP Object

IP Group

IPvE Object

IPVE Group

Service Type Object
Service Type Group
Keyword Object
Keyword Group

File Extension Object
SMS/Mail Service Object
MNotification Object
String Object

® Backup the current IP Objects with a CSV file

Download the default CSV template to edit

Download

Restore

Restore

BEEE | AESTAEE

Note:

For better compatibility, it's suggested to edit IP Objets with the provided default CSV template.

Available settings are explained as follows:

Item

Description

Backup

Usually, the IP objects can be created one by one through
the web page of Objects>>IP Object. However, to a user
who wants to save more time in bulk creating IP objects, a
quick method is offered by Vigor router to modify the IP
objects with a single file, a CSV file.

All of the IP objects (or the template) can be exported as a
file by clicking Download. Then the user can open the CSV

file through Microsoft Excel and modify all the IP objects at
the same time.

Select All - Check the box to select all of the items listed
below.

Backup the current IP Objects with a CSV file - Click it to
backup current IP objecsts as a CSV file. Such file can be
restored for future use.

Download the default CSV template to edit - After clicking
it, press Download to store the default CSM template (a table
without any input data) to your hard disk.

Download - Download the CSV file from Vigor router and
store in your hard disk.

Restore IP Object

Select - Click it to specify a predefined CSV file.
Restore - Import the selected CSV file onto Vigor router.

Vigor2765 Series User’s Guide

481



Application Notes

A-1 How to Send a Notification to Specified Phone Number via SMS Service in
WAN Disconnection

Follow the steps listed below:
1. Log into the web user interface of Vigor router.

2. Configure relational objects first. Open Object Settings>>SMS/Mail Server Object to
get the following page.

Objects Setting == SMS / Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider
1.
2.
3.
4.
5.
6.
1.
8.
9. Custom 1
10. Custom 2

Objects Backup/Restore

Index 1 to Index 8 allows you to choose the built-in SMS service provider. If the SMS
service provider is not on the list, you can configure Index 9 and Index 10 to add the new
service provider to Vigor router.

3. Choose any index number (e.g., Index 1 in this case) to configure the SMS Provider
setting. In the following page, type the username and password and set the quota that
the router can send the message out.

Objects Setting == SMS / Mail Service Object

Profile Index: 1

Profile Name Local number

Service Provider kotsms.com.tw (TW) d
Username abc5026

Password ~  |eesees

Quota 10

Sending Interval 3 (seconds)

Note:
1. Only one message can be sent during the "Sending Interval” time.
2. If the "Sending Interval" was set to 0, there will be no limitation.

Ok Clear Cancel
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4.  After finished the settings, click OK to return to previous page. Now you have finished
the configuration of the SMS Provider profile setting.

Objects Setting => SMS [ Mail Service Object

SMS Provider Mail Server Set to Factory Default
Index Profile Name SMS Provider

1 Local number kotsms.com.tw (TW)
'

3.

4.

5.

6.

I

8.

9. Custom 1

10. Custom 2

Objects Backup/Restore

5. Open Object Settings>>Notification Object to configure the event conditions of the
notification.

Objects Setting == Notification Object

Set to Factory Default

Index Profile Name Settings

Ll il o A

Objects Backup/Restore

6. Choose any index number (e.g., Index 1 in this case) to configure conditions for sending
the SMS. In the following page, type the name of the profile and check the Disconnected
and Reconnected boxes for WAN to work in concert with the topic of this paper.

Objects Setting => Notification Object

Profile Index: 1

Profile Name
Category Status
[VWAN Disconnected Reconnecied I
Bamams + Briscormrrected ferormreTted
Temperature Alert Out of Range
WAN Budget Limit Reached
Security Web Log-in
Telnet Log-in
SSH Log-in
TRO69 Log-in
FTP User Log-in
Config Changed(From WebUI and CLI)

0].4 | | Clear | | Cancel |
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7.

After finished the settings, click OK to return to previous page. You have finished the
configuration of the notification object profile setting.

Objects Setting >> Notification Object

Set to Factory Default

Index Profile Name Settings
WAN_Notify WAN I

[l N s

Objects Backup/Restore

Now, open Application >> SMS / Mail Alert Service. Use the drop down list to choose
SMS Provider and the Notify Profile (specify the time of sending SMS). Then, type the
phone number in the field of Recipient (the one who will receive the SMS).

Applications >> SMS / Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index SMS Provider Recipient Number Notify Profile Schedule(1-15)
1 1- Local number v | | |0910123458] | - wan oty v

2 1 - Local number 7 1 - WAN_ Matify ¥

3 1 - Local number v 1 - WWARN_Potify v

4 1 - Local number * 1 - WARN_Potify *

5 1- Local humber ¥ 1 - WAN_Matify *

6 1- Local number v 1 - WWAN_PMotify v

7 1 - Local number ¥ 1 - WARN_PMotify *

8 1- Local humber ¥ 1 - WAN_Matify v

9 1 - Local number 7 1 - WAN_Matify ¥

10 1 - Local number ¥ 1 - WARN_PMatify *

Note:

All the SMS alert profiles share the same "Sending Interval" setting if they use the same SMS Provider.

Ok | | Cancel

Click OK to save the settings. Later, if one of the WAN connections fails in your router,
the system will send out SMS to the phone number specified. If the router has only one
WAN interface, the system will send out SMS to the phone number while reconnecting
the WAN interface successfully.
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Remark: How the customize the SMS Provider

Choose one of the Index numbers (9 or 10) allowing you to customize the SMS Provider. In the
web page, type the URL string of the SMS provider and type the username and password. After
clicking OK, the new added SMS provider will be added and will be available for you to specify
for sending SMS out.

Objects Setting >> SMS / Mail Service Object

Profile Index: 9

Profile Name Custom 1

Service Provider clicktatell

P
Please contact with your SMS provide to get the exact URL String

eg:bulksms.vsms.net: 5567 /eapi/submission/send_sms/2/2.07username=# ##txtUser# &=
&password=###txtPwd## #&msisdn=###ixtDest# # #hmessage=## FixtMsgz =

Server Response Max: 32 characters

Username ilan123

Password CLTTTTeTTy

Quota 10

Sending Interval 3 (seconds)
Note:

1. Only one message can be sent during the "Sending Interval" time.
2. If the "Sending Interval" was set to 0, there will be no limitation.

QK Clear Cancel
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VII-2 USB Application

USB device connected on Vigor router can be regarded as a server or WAN interface. By way of
Vigor router, clients on LAN can access, write and read data stored in USB storage disk with
different applications. After setting the configuration in USB Application, you can type the IP
address of the Vigor router and username/password created in USB Application>>USB User
Management on the client software. Then, the client can use the FTP site (USB storage disk)
or share the SMB service through Vigor router.

1)

Info USB ports on Vigor router are allowed to connect to USB modem. Models of
the modems supported by Vigor router can be seen from USB
Application>>Modem Support List. For network connection via USB
modem, refer to WAN>>Internet Access and WAN>>General Setup for
detailed information.
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Web User Interface

VIl-2-1 USB General Settings

This page will determine the number of concurrent FTP connection, default charset for FTP
server and enable SMB service. At present, the Vigor router can support USB storage disk with
formats of FAT16 and FAT32 only. Therefore, before connecting the USB storage disk into the
Vigor router, please make sure the memory format for the USB storage disk is FAT16 or FAT32.
It is recommended for you to use FAT32 for viewing the filename completely (FAT16 cannot

support long filename).

USB Application >> USB General Settings

USB General Settings

General Settings
Simultaneous FTP Connections

Default Charset

O Enable @ Disable
Access Mode
LaM Only LaM And v aM

NetBios Name Service

Workgroup Mame

Host Mame

Printer Server
@ Enable O Disable

SMBE File Sharing Service (Network Neighborhood)

(Maximum )]

| English v

MWORKGROUP |

|\/ignr |

Available settings are explained as follows:

Item

Description

General Settings

Simultaneous FTP Connections - This field is used to specify
the quantity of the FTP sessions. The router allows up to 6
FTP sessions connecting to USB storage disk at one time.

Default Charset - At present, Vigor router supports four

types of character sets. Default Charset is for English based
file name.
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English b

(Simple)
Chinese(Traditional)
German

SMB File Sharing Service

Click Enable to invoke SMB file sharing service via the router.

Access Mode

LAN Only - Users coming from internet cannot connect to the
SMB server of the router.

LAN And WAN - Both LAN and WAN users can access SMB
server of the router.

NetBios Name Service

For the NetBios service of USB storage disk, you have to
specify a workgroup name and a host name. A workgroup
name must not be the same as the host name. The workgroup
name can have as many as 15 characters and the host name
can have as many as 23 characters. Both them cannot
contain any of the following--- ; : "<>*+=\] 2.

Workgroup Name - Type a name for the workgroup.
Host Name - Type the host name for the router.

Printer Server

Enable - Click it to make Vigor router act as a printer server
(with USB printer attached).

After finishing all the settings here, please click OK to save the configuration.

VIl-2-2 USB User Management

This page allows you to set profiles for FTP/SMB users. Any user who wants to access into the
USB storage disk must type the same username and password configured in this page. Before
adding or modifying settings in this page, please insert a USB storage disk first. Otherwise, an
error message will appear to warn you.
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USB Application == USB User Management

USB User Management Set to Factory Default
Index Enable Username Home Folder File Access Rule DII‘ECt:I;J\,;:CCESS
1.
2.
3.
4.
5.
6.
1.
8.
9.
10.
11.
12
13.
14,
1.
oK Cancel
Click index number to access into configuration page.
USB Application == USB User Management
Profile Index: 1
Enable
Username Max: 11 characters
Password Max: 11 characters
Confirm Password
Home Folder =
Access Rule
File Read Write Delete
Directory List Create Remove
Note:
The folder name can only contain the following characters: A-Z 3-z0-9%% '-_@ ~ " ! () and
space.
0].4 Clear Cancel
Available settings are explained as follows:
Item Description
Enable Activate this profile (account) for FTP service or SMB file

sharing service. Later, the user can use the username
specified in this page to login into FTP server.

Username Type the username for FTP/SMB users for accessing into FTP

limited to 11 characters.

server (USB storage disk). Be aware that users cannot access
into USB storage disk in anonymity. Later, you can open FTP
client software and type the username specified here for
accessing into USB storage disk. The length of the name is
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Note: “Admin” could not be typed here as username, for the
word is specified for accessing into web pages of Vigor router
only. Also, it is reserved for FTP firmware upgrade usage.

Note: FTP Passive mode is not supported by Vigor Router.
Please disable the mode on the FTP client.

Password

Type the password for FTP/SMB users for accessing FTP
server. Later, you can open FTP client software and type the
password specified here for accessing into USB storage disk.
The length of the password is limited to 11 characters.

Confirm Password

Type the password again to make confirmation.

Home Folder

It determines the folder for the client to access into.

The user can enter a directory name in this field. Then, after
clicking OK, the router will create the specific/new folder in
the USB storage disk. In addition, if the user types “/” here,
he/she can access into all of the disk folders and files in USB
storage disk.

Note: When write protect status for the USB storage disk is
ON, you cannot type any new folder name in this field. Only
*“/” can be used in such case.

You can click =7 to open the following dialog to add any
new folder which can be specified as the Home Folder.

TR httpoif1 92168, 1 SfloeMipmerfolder ks - Mierosoft Infernet Explorer

USB User Management

Choose Folder

| Folder Nama

Note: The folder name can only contain the following characters: A-2 -2 0-98 % '= _ @~ "1 () and
space, Only 11 characters are allowed.

Access Rule

It determines the authority for such profile. Any user, who
uses such profile for accessing into USB storage disk, must
follow the rule specified here.

File - Check the items (Read, Write and Delete) for such
profile.

Directory -Check the items (List, Create and Remove) for
such profile.

Before you click OK, you have to insert a USB storage disk into the USB interface of the Vigor
router. Otherwise, you cannot save the configuration.
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VII-2-3 File Explorer

File Explorer offers an easy way for users to view and manage the content of USB storage disk

connected on Vigor router.

USB Application == File Explorer

USBE Disk Connection Status: Mo Disk Connected | Refresh |
Mote:
1. File Explorer cannot be used, if USE disk is disconnected.
2, The folder can not be deleted when it is not empty,
After inserting a USB, the following page will be shown on the screen.
USE Application == File Explorer
LUSE Disk Connection Status: Disk Connected | Refresh |
File Explorer
+4 + ) Current Path: f
Mame Size Delete Rename
~1772014_2016 % =]
1 Systemn Yolume Information % i
] C?2014_2016 x L
=1 2272016 x =
1C22016 * =
'] USB DISK 1KB % Ol
4t Upload File
Select a file:
HiERE | HEHEEE
Upload
Hote:
1. File Explorer cannot be used, if USE disk is disconnected,
2, The folder can not be deleted when it is not empty.
Available settings are explained as follows:
Item Description
Click this icon to refresh files list.
Refresh
+ Click this icon to return to the upper directory.
Back
=Y Click this icon to add a new folder.
Create
Current Path Display current folder.
Upload Click this button to upload the selected file to the USB
storage disk. The uploaded file in the USB diskette can be
shared for other user through FTP.
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VII-2-4 USB Device Status

This page is to monitor the status for USB device connecting to Vigor router. In addition, the
status of the USB modem or USB printer or USB sensor connecting to Vigor router can be
checked from such page. If you want to remove the storage disk from USB port in router,
please click Disconnect USB Disk first. And then, remove the USB device later.

USE Application >> USB Device Status

Disk Modem Printer Sensor | Refresh |
USB Mass Storage Device Status

Connection Status: Mo Disk Connected Disconnect USE Disk
Disk Capacity: 0 MB
Free Capacity: 0 MBE  Refresh

USB Disk Users Connected

Index Service IP Address{Port) Username

Available settings are explained as follows:

Item Description

Connection Status If there is no USB device connected to Vigor router, “No Disk
Connected” will be shown here.

Disk Capacity It displays the total capacity of the USB storage disk.

Free Capacity It displays the free space of the USB storage disk. Click
Refresh at any time to get new status for free capacity.

Index It displays the number of the client which connects to FTP
server.

IP Address It displays the IP address of the user’s host which connects to
the FTP server.

Username It displays the username that user uses to login to the FTP
server.

When you insert USB device into the Vigor router, the system will start to find out such device
within several seconds.

USB Application == USB Device Status

Disk Modem Printer Sensor | Refresh |
USB Mass Storage Device Status

Connection Status: Disk Connected [Disconnect USHE Disk |
\Write Protect Status: Mo

Disk Capacity: 7666 MBE

Free Capacity: 6864 MBE  Refresh

USB Disk Users Connected
Index Service IP Address{Port) Username
Hote:

1.0nly support FAT16 and FAT32 farmat, FAT32 is recommended.

2.0nly support to mount single partition, maximum capacity is S00GE. If there are more then one
partition, only one of them will be mounted.

3.5ingle file size can be up to 4GB, which is the limitation of FAT32 format.

4.If the write protect switch of USE disk is turned on, the LUSE disk is in READ-OMLY mode, Mo data
can be written to it.
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VII-2-5 Temperature Sensor

A USB Thermometer is now available. It complements your installed DrayTek router
installations which will help you monitor the server or data communications room
environment and notify you if the server room or data communications room is overheating.

During summer in particular, it is important to ensure that your server or data
communications equipment are not overheating due to cooling system failures.

The inclusion of a USB thermometer in compatible Vigor routers will continuously monitor the
temperature of its environment. When a pre-determined threshold is reached you will be
alerted by either an email or SMS so you can undertake appropriate action.

Temperature Sensor Settings

USB Application »> Temperature Sensor Setting

Temperature Chart Temperature Sensor Settings
Display Settings

Temperature Calibration 0.00

Temperature Unit * Celsius Fahrenheit

iAlarm Settings
Enable Sysleg Alarm

Upper temperature limit 30.00
Lower temperature limit 16.00
Note:

Set 1) Notification Object, 2) SMS [ Mail Service Object, 3} SMS / Mail Alert Service to make Vigor router
send alert when the temperature reaches the limit.

. OK
Available settings are explained as follows:
Item Description
Display Settings Temperature Calibration - Type a value used for

correcting the temperature error.

Temperature Unit - Choose the display unit of the
temperature. There are two types for you to choose.

Alarm Settings Enable Syslog Alarm - The temperature log will be
recorded on Syslog if it is enabled.

Upper temperature limit/Lower temperature limit - Type
the upper limit and lower limit for the system to send out
temperature alert.
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Temperature Chart

Below shows an example of temperature graph:

USB Application => Temperature Sensor Graph

Temperature Chart Temperature Sensor Settings

Refrash Min(s): | Refresh |

1.0

0.8

0.6

0.4

0.2 -

0.0
24 011

Manufacturer:
Product:

Current Temperature:
Average Temperature:
Maximum Temperature:
Minimum temperature:

VII-2-6 Modem Support List

Such page provides the information about the brand name and model name of the USB
modems which are supported by Vigor router.

USB Application => Modem Support List

The fellowing compatibility test lists 3.5G/LTE modems supported by Vigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

Brand Model LTE Access Mode Status
4G system ¥SPlug P3 PPP Y
ASUS ASUS T500 PPP i
Aiko Aiko 76E PPP ¥
Aike 83D PPP L\
Alcatel L1DOV ] DHCP ¥
Alcatel L1OOV ] PPP ¥
Alcatel L80OO ) DHCP ¥
Alcatel w100 ] DHCP ¥
Alcatel Alcatel w100 ) PPP ¥
Alcatel wso0 ] DHCP M
Alcatel X0805 PPP ¥
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VII-2-7 SMB Client Support List

SMB Client Support List provides the test status information for applications with file sharing

operated under different platforms.

USB Application >> SMB Client Support List

The following compatibility test lists suggested SME clients supported by Vigor router,
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Platform Application Status
Microsoft@® WindowsE XP Built in I
Microsaft® Windows Vista ™ Built in v
Microsoft® Windows@ 7 Built in Y
Microsoft® Windows® 2 Built in M
Microsoft@® Windows@ 10 Built in A
OS5 wE 10.7.5 Built in Ay
05 x@E 10.10 Built in b
Ubuntu 14.04 Built in Y
zndroid ™ AndSME v
Andraid 1™ ES File Explorer ¥
Andraid 1™ File Erpeart ¥
Andraid 1™ File Manager ¥
fvm A T Solid Fenlorer Y

o
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Application Notes

A-1 How can | get the files from USB storage device connecting to Vigor router?

Files on USB storage device can be reviewed by opening USB Applicaiton>>File Explorer. If it
is necessary for you to delete, copy files on the device or write, paste files to the devcie, it
must be done through SMB server or FTP server.

SMB service is based on the original USB FTP service. You will need to setup USB FTP first. We
would like to give brief instructions on USB FTP setup here.

1.  Plug the USB device to the USB port on the router. Open USB Application>>USB Device
Status. Make sure Disk Connected appears on the Connection Status as the figure

shown below:

USB Application == USB Disk Status

USB Mass Storage Device Status

Connection Status: | Disk Connected

Write Protect Status: Mo
Disk Capacity: 2009 MB

USE Disk Users Connected

Index

Service

IP Address(Port)

Disconnect USE Disk

| Refresh |

Username

Note: If the write protect switch of USB disk is turned on, the USB disk is in READ-ONLY mode. No data
can be written to it.

2. Then, please open USB Application >> USB General Settings to enable SMB service.

USB Application »>> USB General Settings

USB General Settings

General Settings

Default Charset

Access Mode
& LAN Only

Host Mame

Simultaneous FTP Connections

* Enable Disable

LaM And WaN

NetBios Hame Service

Warkgroup Mame

5 (Maximum 6)

English

SMB File Sharing Service (Network Neighborhood)

YWORKGROUP
“igor

T

Note: 1. If character set is set to "English", only English long file name is supported.
2. Multi-session FTP download will be banned by Router FTP server. If your FTP client has a multi-
connection mechanism, such as FileZilla, you should limit client connections to 1 to improve
performance,
3. & workgroup name must be different from the host name. The workgroup name can have up to
15 characters and the host name can have up to 1& characters.Mames cannot contain any of the

following: . ;

Il
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Ok

Vigor2765 Series User’s Guide



Setup a user account for the FTP service by using USB Application >>USB User

Management. Click index #1 link, and click Enable to enable FTP/SMB User account.
Here we add a new account "userl" and assign authorities “Read”, “Write” and “List” to

It.

USB Application >> USB User Management

Profile Index: 1 —\
FTP/SMB User l O Enable| Dizable
Username
Password {Maximum 11 Characters)

Confirm Password

Horme Folder 2
Access Rule
File ¢ read  [#lwrite Delete
Directory # List Creat Remove
Note: The folder name can only contain the following characters: A-Z2 a-z2 0-9 8 % ' - _ @ ~ " ! { ) and
space.
[ (0]24 | | Clear | | Cancel |

Click OK to save the configuration.

Make sure the FTP service is running properly. Please open a browser and type
ftp://192.168.1.1. Use the account "userl" to login.

Log On As &|

Either the server does not allow anonymous logins ot the e-mail address was not
accepted.

FTP server: 192.168.1.1

Uset narne: | userl w |

Password; | |

After wou log an, vou can add this server to vour Favarites and return o it easily,

& FTP does not encrypt of encode passwords ar data before sending them ka the
server, To protect the security of vour passwords and data, use \Web Folders
{w'ebDaN) inskead,

Learn more about using Web Folders.

|:| Log on anonymoushy Save password

Log On l[ Cancel
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When the following screen appears, it means the FTP service is running properly.

File Edit ‘iew Faworites Tools  Help

eBack - \_:'l " /_F] Search

- Folders -

addrfss | (& frp 192, 168.1.1¢

ot R

FinalDataEn... opkg-instal

Other Places

ﬁ Internet Explorer

(£} My Documents ‘El 1@
|3y Shared Documents —

- 115.bmp 12-Always
& My Metwark Places Open.mp3

= I N

tempstorage  iTunes3etu,., wlc-1.1.5-wi..,

=, =
@
WP | M2 |

Air-supply-lask Crystal
inlave.mp3  Flower. mp3

Return to USB Application >> USB Disk Status. The information for FTP server will be

shown as below.

USB Application == USB Disk Status

USB Mass Storage Device Status

Connection Status: Disk Connected

Write Protect Status: Mo
Disk Capacity: 2009 MB

Disconnect USE Disk

USB Disk Users Connected | Refresh |
[ Index Service IP Address(Port) Username )
1. FTP 192.168.1.10(1963) userl Drap )

Now, users in LAN of Vigor2765 can access into the USB storage device by typing
ftp://192.168.1.1 on any browser. They can add or remove files / directories,
depending on the Access Rule for FTP account settings in USB Application >>USB User

Management.
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Part VIl Troubleshooting

This part will guide you to solve abnormal situations if
you cannot access into the Internet after installing
the router and finishing the web configuration

Troubleshooting

Vigor2765 Series User’s Guide




VIlI-1 Diagnostics

500

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the hardware status is OK or not.
Checking if the network connection settings on your computer are OK or not.

Pinging the router from your computer.

Checking if the ISP settings are OK or not.
®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer or DrayTek technical support for advanced help.
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Web User Interface

Fisrt, take a look at the menu items under Diagnostics. Diagnostic Tools provide a useful way

to view or diag

Nagnostics

nose the status of your Vigor router.

VIlI-1-1 Dial-out Triggering

Click Diagnostics and click Dial-out Triggering to open the web page. The internet
connection (e.g., PPPOE) is triggered by a package sending from the source IP address.

Diagnostics => Dial-out Triggering

Dial-out Triggered

Packet Header | Refresh |

HEX Format:
00 00 00 00 00 00-00 00 00 00 00 00-00 00

00000000 00000000-0000000000000000
00 00 0000 0000 0000-0000 000000000000
00 00 00 00 00 00 00 00-00 00 0000 00 00 00 00
00000000 00000000-0000000000000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00

Decoded Format:

0.0.0.0 -= 0.0.0.0
Prolen 00

Available settings are explained as follows:

Item Description

Decoded Format It shows the source IP address (local), destination IP
(remote) address, the protocol and length of the package.

Refresh Click it to reload the page.
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VIlI-1-2 Routing Table

Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

IPw4
| Befresh |
Eevy Destination Gareway Interface
3~ 192.1658.10.0/ 255.255.255.0 via 192.168.1.2 LAl
C 192.168.1.0/ 255.255.255.0 directly connected LAM1
S~ 211.100.88.0/ 255.255.255.0 wvia 192.168.1.3 LAN1
-
P
Key
C: Connected 5: Static R: RIP *: default ~ private
Note:
a4, WANS, WANG are router-borne Waks,
IPw6
| Refresh |
Destination Interface Flags Metric Next Hop
FEGO::/64 LAM1 o 256
FESO::/ 64 LANZ o 256
FESO::/ 64 DMZ i) 256
FFOO::/8 LAM1 o 256
FFOO::/8 LANZ o 256
FFOO::/8 DMZ o 256
A
Show Detail
Flag

L Route UP F: Default Route G Use Mext Hop S Static Route  R: RIPng

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.
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VIlI-1-3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics »> View ARP Cache Table

LAN WAN

Show: | ALL LANS v | and | ALL WLANs |+
Ethernet ARP Cache Tahle | Clear | Refresh |
IF Address Mac Addre LA HNethioz Name Interface VLA Port
""""""""""""""""""""""""" WLANZ [ T T Tt T T T T T T T T
19z2.165.1.5 00-05-5D- LA Al000351 LAN] VLANGO P11

WLANS

WLANS

WLANE

WLANT

4
O show comment

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.
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VIII-1-4 IPv6 Neighbour Table

The table shows a mapping between an Ethernet hardware address (MAC Address) and an IPv6
address. This information is helpful in diagnosing network problems, such as IP address
conflicts, etc.

Click Diagnostics and click IPv6 Neighbour Table to open the web page.

Diagnostics »> \View IPvG Neighbour Table

IPv6 Meighbour Table | Refresh |

|IPve Rddress Mac Rddress Interface

292NN =01
Sa—Uu=y

23 0-00-02 LN

=R

e

|5 L LG

] b k] kg fg b
o

(SR S o R oS

e

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.
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VIll-1-5 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics == View DHCP Assigned IP Addresses

IPv4 Address Assignment Table

Show : | ALL LANs v

Dynamic IP Assignment Table Static IP Assignment Table Show Comment Refresh |
Index IP Address MAC Address Leased Time HOST ID

[LANL : DHCP Server On IP Pool: 192.168.1.18 ~ 192.168.1.289]

1 192.168.1.12 @a-10-AA-aC-CD-a8 22:32:17

A

IPv6é Address Assignment Table Refresh |
Index IPvE Address IAID Link-layer Address Leased Time

Pz
Available settings are explained as follows:
Item Description
Index It displays the connection item number.
IP Address It displays the IP address assigned by this router for specified
PC.
MAC Address It displays the MAC address for the specified PC that DHCP
assigned IP address for it.
Leased Time It displays the leased time of the specified PC.
HOST ID It displays the host ID name of the specified PC.
Refresh Click it to reload the page.
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VIII-1-6 NAT Sessions Table

Click Diagnostics and click NAT Sessions Table to open the list page.

Diagnostics => NAT Sessions Table

NAT Active Sessions Table | Limit: 128 entries ) Refresh
Private IP :Port #Pseudo Port Peer IP :Port Interface

Available settings are explained as follows:

Item Description

Private IP:Port It indicates the source IP address and port of local PC.

#Pseudo Port It indicates the temporary port of the router used for NAT.

Peer IP:Port It indicates the destination IP address and port of remote
host.

Interface It displays the representing number for different interface.

Refresh Click it to reload the page.
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VIII-1-7 DNS Cache Table

Click Diagnostics and click DNS Cache Table to open the web page.

The record of domain Name and the mapping IP address for answering the DNS query from
LAN will be stored on Vigor router’s Cache temporarily and displayed on Diagnostics >> DNS
Cache Table.

Diagnostics »> DNS Cache Table

IPv4 DNS Cache Table Clear | Refresh |
Domain Mame IP Address TTL(s)

P
IPvG DNS Cache Table Clear | Refresh |
Domain Mame IP Address TTL(s)

A
Note:

an entry of which TTL shows "Static" is a domain name created in LAN DNS.
When an entry's TTL is larger than |0 s, this entry will be deleted from the table.

OK

Available settings are explained as follows:

Item Description
Clear Click this link to remove the result on the window.
Refresh Click it to reload the page.

When an entry’s TTL is Check the box the type the value of TTL (time to live) for
larger than.... each entry. Click OK to enable such function.

It means when the TTL value of each DNS query reaches the
threshold of the value specified here, the corresponding
record will be deleted from router’s Cache automatically.
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VIlI-1-8 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to open the web page.

Diagnostics >> Ping Diagnosis

Ping Diagnosis

*IPY4 IPYG
Ping through: |Auto ¥ Source IP: |Auto ¥

Ping to: |Host /1P ¥ IP Address:

IP

Run

Result Gateway 1 | Clear |
Gateway 2
| Gateway 3

Note:

1.If you want to ping a LAN PC or you don't want to specify which WAN to ping through, please select
"&uta" in Ping Through.

2.If you select "auto" in Source IP, we will fill Source IP according to the interface you ping through.

or

Diagnostics >> Ping Diagnosis

Ping Diagnosis

IPv4 @ IPYE

Ping through:
Ping IPvE Addiemi
WVANT
WYANZ Run

| WWAN3

Result | Clear |

Note:

1. If you want to ping a LAM PC or you don't want to specify which WAN to ping through, please select
"auta" in Ping Through.
2. If you select "Auto" in Source IP, we will fill Source IP according to the interface you ping through.

Available settings are explained as follows:

Item Description
IPV4 /IPV6 Choose the interface for such function.
Ping through Use the drop down list to choose the WAN interface that you

want to ping through or choose Auto to be determined by the
router automatically.
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Ping to Use the drop down list to choose the destination that you
want to ping.

IP Address Type the IP address of the Host/IP that you want to ping.

Ping IPv6 Address Type the IPv6 address that you want to ping.

Run Click this button to start the ping work. The result will be
displayed on the screen.

Clear Click this link to remove the result on the window.
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VIlI-1-9 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoking Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management »> Sessions Limit

Sessions Limit

Default Max Sessions: (100

Limitation List

Index Start IE End IF

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP Address,
TX rate, RX rate or Session link for arranging the data display.

Diagnostics »> Data Flow Monitor

Enahle Data Flow Monitor

Refresh Seconds: |10 ¥ | Page: |1 ¥ | Refresh |
Index IP Address TX rate{Kbps) BX rate(Kbps) Sessions Action APP QoS

Current / Peak / Speed  Current/ Peak/ Speed Current/ Peak

WAN1 - 070/ Auto 0/0/ Auto u]
WAN2 -— 0/0/ Auto 0/0/ auto u]
WAN3 -—- o/0/ Auto o/0/ auto ]
Total 0/0/Aauto o0/0/auto o/0
Note:

1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.,

2. The IP blocked by the router will be shown in red, and the session column will display the remaining
time that the specified IP will be blocked.

3. {Kbps): shared bandwidth
+ : residual bandwidth used
Current/Peak are average.

Available settings are explained as follows:

Item Description

Enable Data Flow Monitor | Check this box to enable this function.

Refresh Seconds Use the drop down list to choose the time interval of

Vigor2765 Series User’s Guide



refreshing data flow that will be done by the system
automatically.

Refresh Click this link to refresh this page manually.
Index Display the number of the data flow.
IP Address Display the IP address of the monitored device.

TX rate (kbps)

Display the transmission speed of the monitored device.

RX rate (kbps)

Display the receiving speed of the monitored device.

Sessions Display the session number that you specified in Limit
Session web page.
Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
Page: |1 ¥ | Refresh |
Sessions Action APP QoS
1 Block |Mone
Unblock -The device with the IP address will be blocked for
five minutes. The remaining time will be shown on the
session column. Click it to cancel the IP address blocking.
Page: |1 » | Refresh |
Sessions Action APP QoS
blocked / 299 Unblock |Mone | »
Current /Peak/Speed Current means current transmission rate and receiving rate

for WAN interface.

Peak means the highest peak value detected by the router in

data transmission.

Speed means line speed specified in WAN>>General Setup.
If you do not specify any rate at that page, here will display

Auto for instead.
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VIlI-1-10 Traffic Graph

Click Diagnostics and click Traffic Graph to open the web page. Choose WAN1/WAN2/WAN3
Bandwidth, Sessions, daily or weekly for viewing different traffic graph. Click Reset to zero
the accumulated RX/TX (received and transmitted) data of WAN. Click Refresh to renew the
graph at any time.

Diagnostics == Traffic Graph

Show Chart: | WAN1 Bandwidth v Refresh Min{s): |1 ¥ Refresh
10 WAN1 Bandwidth

WANZ2 Bandwidth

WAN3 Bandwidth

Sessions

Ping Detect

APE02

WANL total TX: 0 Bytes ,RX: 0 Bytes
WAN2 total TX: 0 Bytes ,RX: 0 Bytes Reset
WAN3 total TX: 0 Bytes ,RX: 0 Bytes

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN2/WAN3 Bandwidth chart, the numbers displayed on vertical axis represent the
numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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VIlI-1-11 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to trace
the routes from router to the host. Simply type the IP address of the host in the box and click
Run. The result of route trace will be shown on the screen.

Diagnostics >> Trace Route

Trace Route

or

1Py IPYE
Trace through: Auto ¥
Protocol: IChP »
Host [/ IP Address:
Run
Result | Clear |
P
Diagnostics >> Trace Route
Trace Route
IPY4  ® IPYAE
Trace Host / IP address:
Run
Result | Clear |

Available settings are explained as follows:

Item

Description

IPv4 / 1Pv6

Click one of them to display corresponding information for it.

Trace through

Use the drop down list to choose the interface that you want
to ping through.
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Protocol Use the drop down list to choose the protocol that you want
to ping through.

Host/IP Address It indicates the IP address of the host.

Trace Host/IP Address It indicates the IPv6 address of the host.

Run Click this button to start route tracing work.

Clear Click this link to remove the result on the window.

VIlI-1-12 Syslog Explorer
Such page provides real-time syslog and displays the information on the screen.

For Web Syslog

This page displays the time and message for User/Firewall/call/WAN/VPN settings. You can
check Enable Web Syslog, specify the type of Syslog and choose the display mode you want.
Later, the event of Syslog with specified type will be shown for your reference.

Diagnostics => Syslog Explorer

Weh Syslog USB Syslog
Enable Weh Syslog Export | Refresh | Clear |
Syslog Type |User % | Display Mode | Stop record when fulls bt
Time Message
2017-09-29 01:40: 18 [\"EBR] MAT = Port Redirection
2017-09-29 01:33:07 [Web]WwebUI login success from IP 192,168.1.10 [admin]
2017-09-28 08:42:24 admin Mode save [LaN =>> General Setup]
2017-09-22 08:42: 13 Admin Mode sawve [LAN >>> General Setup]
2017-09-28 08:42:01 Admin Mode save [LAN >>> General Setup >> LAN 1]
2017-09-28 08:42:01 [WEB] LAN TCP/IP and OHCP Setup
2017-09-28 08:39: 43 [Wweb]webUI login success from IP 192,168.1.11 [admin]
2017-09-28 06:12:45 [WEB]Dynamic DMS Setup=> Force Update
2017-09-28 06:11:55 [WEB]Dynamic DNS Setup> Force Update
2017-09-28 03:49:05 [TELMET] hspartal
2017-09-258 03:458: 58 [TELMET] hsportal
2017-09-28 03:48:10 [TELMET] hsportal
2017-09-258 03:47:35 [TELMET] hsportal
2017-09-238 03:46: 50 [Telnet]llogin success from IP 192,168.1.10
2017-09-28 03:35:22 [TELMET] wan
N F-N0-20 23 6 ITEI METT weme

Available settings are explained as follows:

Item Description

Enable Web Syslog Check this box to enable the function of Web Syslog.

Syslog Type Use the drop down list to specify a type of Syslog to be
displayed.

Export Click this link to save the data as a file.

Refresh Click this link to refresh this page manually.

Clear Click this link to clear information on this page.
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Display Mode There are two modes for you to choose.

Display Mode | Stop record when fulls v
Stop record when fulls

Always record the new event

Stop record when fulls - when the capacity of syslog is full,
the system will stop recording.

Always record the new event - only the newest events will
be recorded by the system.

Time Display the time of the event occurred.

Message Display the information for each event.

For USB Syslog
This page displays the syslog recorded on the USB storage disk.

Diagnostics »> Syslog Explorer

Weh Syslog USB Syslog
Note:
The syslog will show while the saved syslog file size is over 1MB.
Folder: n/a File: n/fa Page: n/a Log Type: nfa
Time Log Type Message

Available settings are explained as follows:

Item Description

Time Display the time of the event occurred.
Log Type Display the type of the record.
Message Display the information for each event.
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VIII-1-13 IPv6 TSPC Status

IPv6 TSPC status web page could help you to diagnose the connection status of TSPC.

If TSPC has configured properly, the router will display the following page when the user
connects to tunnel broker successfully.

Diagnostics ==> IPv6 TSPC Status

WAN1 WAN2 WAN3 | Refresh |
TSPC Enabled
TSPC Connection Status
Local Endpoint w4 Address : 114 44, 54,220
Local Endpoint vb Address: 2001:05c0: 1400: 000k: 0000: 0000: 0000:; 10b9
Router DNS name : 88886666 .broker.freenets.net
Remote Endpoint w4 Address : 81.171.72.11
Remote Endpoint vé Address : 2001:05c0: 1400: 000b: 0000: 0000: 0000: 10bs
Tspe Prefix : 2001:05c0: 1502: 0d00: 0000: 0000: 0000: 0000
Tspc Prefixlen : =1
Tunnel Broker : amsterdam.freenett.net
Tunnel Status : Connected

Available settings are explained as follows:

Item Description

Refresh Click this link to refresh this page manually.
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VIll-1-14 DSL Status

Such page is useful for RD debug or web technician.

Diagnostics == DSL Status

General

Tone Information

| Refresh |

ATU-R Information

Type:
Hardware:
Firmware:

Line State:
Running Mode:
Vendor ID:

ATU-C Information
Vendor ID:

Line Statistics

Actual Rate
Attainable Rate
Path Mode
Interleave Depth
Actual PSD
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Power Mngt Mode:

WDSL2

Annex A
08-0B-00-0F-00-07
DSL_G997_PMS_NA
TRAINING

fe004452 41590000

00000000 00000000 [----- 1

Downstream Upstream
0 Kbps 0

0 Kbps 0

Fast Fast

0 0

0.0 dB 0.0

Kbps
Kbps

dB
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VIlI-1-15 DoS Flood Table

This page can display content of IP connection detected by DoS Flooding Defense mechanism.
It is useful and convenient for network engineers (e.g., MIS engineer) to inspect the network
environment to find out if there is any abnormal connection.

Information of IP traced and destination port used for SYN Flood, UDP Flood and ICMP Flood
attacks will be detected and shown respectively on different pages.

Moreover, IP address detected and suspected to attack the network system can be blocked
shortly by clicking the Block button shown on pages of SYN Flood, UDP Flood and ICMP Flood.

Diagnostics >> DoS Flood Table

IPv4
SYH Flood UDP Flood ICMP Flood Refresh
Tracing IP Destination Port
192,168.1.22 80 BIO_Cl-(
192.168.1.205 40005(@) Block
IPvE
SYN Flood UDP Flood ICMP Flood Refresh
Tracing IP Destination Port

Info The icon - (@) - means there is something wrong (e.g., attacking the
system) with that IP address.
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VIlI-1-16 Route Policy Diagnosis

With the analysis done by such page, possible path (static route, routing table or policy route)
of the packets sent out of the router can be traced.

Diagnostics >> Route Policy Diagnosis

Test how the packets will be routed

Mode & analyze a single packet
O analyze multiple packets by uploading an input file

Packet Information

Protocal | ICKMP hd
Src [P Specify an IP ¥ [192.168.1.2
Dst IP Specify an IP o
Dst Port
or
Diagnostics »> Route Policy Diagnosis
Test how the packets will be routed
Mode O analyze a single packet
®  analyze multiple packets by uploading an input file
Input File
BEEE | FEEES ( download an example input file)
Available settings are explained as follows:
Item Description
Mode Analyze a single packet - Choose such mode to make Vigor
router analyze how a single packet will be sent by a route
policy.

Analyze multiple packets... - Choose such mode to make Vigor
router analyze how multiple packets in a specified file will be
sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

ICMP/UDP/TCP/ANY- Specify a protocol for diagnosis.
Src IP - Type an IP address as the source IP.
Dst IP - Type an IP address as the destination IP.
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Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page.

Input File It is available when Analyze multiple packets.. is selected as
Mode.

Select - Click the download link to get a blank example file.
Then, click such button to select that blank “.csv” file for
saving the result of analysis.

Mode
O analyze how a packet will be sent

G‘ ansz

THIIEREE
Input Fil?g}gﬁ; lgﬂ diagnose_example_input_file cov
4 anzE
Analyze
BEE TH# -
THIERE EHF BT

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Load Galance Rmae Policy >> Diagnose o

Mode
) analyze how a packat

& analyze how multiple

Bt File
ARE | #EEEE | downband an ecampla input fils)

[Anaima]
Anadysis wmpor anadysis |

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee it
will be 100% the same as the real case.
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VIII-2 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1.

Check the power line and WLAN/LAN cable connections.
Refer to “I-2 Hardware Installation™ for details.

Turn on the router. Make sure the ACT LED blink once per second and the correspondent
LAN LED is bright.

If not, it means that there is something wrong with the hardware status. Simply back to
“|-2 Hardware Installation” to execute the hardware installation again. And then, try
again.
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VIII-3 Checking If the Network Connection Settings on Your
Computer Is OK or Not

522

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

Info The example is based on Windows 7. As to the examples for other operation

systems, please refer to the similar steps or find support notes in
www.DrayTek.com.

Open All Programs>>Getting Started>>Control Panel. Click Network and Sharing
Center.

A LIS o]

(£ Java

| :‘: Metwark and Sharing Center
Personalization

] Recovery

In the following window, click Change adapter settings.

“+ Metwark and Sharing Center

é(_;ﬁ/ :f * Control Panel + &l Control Panel Ikerns = Metwork and Shar.ing Center

Control Panel Home Wieww wour basic network information and set up connect

Change adapter settings L«L-.. |}_’

Lhange advanced sharing W TPRO-SWR MNetwork 28
settings (This cormputer)

Icons of network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Local /
sahl
relif

::u Local &rea Connel  Diagnose 1 i
o MNetwark cable unp— scar
§¢ @7 TAP-Win32 Adapt ' Bridge Connections B |

Create Shortcut

fg' Renarne

‘P:.f'Properties
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4. Select Internet Protocol Version 4 (TCP/IP) and then click Properties.
2 Local Area Connection Froperties X

Metwiorking I Sharing ]

Connect using:

| l_-'." IntellR) PROA000 MT Metwark Connechion

Thiz connectian uses the fallowing items:

& Client for Microsoft Netwaorks

.@; Privacywane Filker Driver

.@QDS Packet Scheduler

] ,El, File: and Printer Sharing for Microsoft Netwaorks

f Lot Dok Lo C T DB

B8 | rternet Pre ion 4 [TCPAPw4)

: 0 Drriver
[ -« Link-Layer Topology Discovery Fesponder

Inztall.. itizkall Froperties

r

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocal Wersion 4 (TCR/APwd) Properties _'?Jﬂ
Gereral | Alternate Configuration |

‘fou can get IP settings assigned automatically iF wour network supports
this capability, Otherwise, vou need to ask vour netwark administrator
for the appropriate IP setkings.

(% Ohbtain an IP address automatically
T Use the ronammng 1P aoaress,

|
|
|

{* Obtain DMNS server address aukomaticalky

U Use the fFallowing DNS server addresses:

J
!

I late sektings Upc Advanced. ..
fa4 | Cancel ‘
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For Mac OS

1. Double click on the current used Mac OS on the desktop.
2. Open the Application folder and get into Network.
3. On the Network screen, select Using DHCP from the drop down list of Configure IPv4.

88N Network =)
” - —
« WAa6 g
Show all Di‘spla?rs Sound Ne[u;fnrk Startup Disk
Location: .Automatic ﬂ
Show: | Built-in Ethernet ﬂ
f TCPfIP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4 "Usiﬂg DHCP ﬂ
IP Address: 192.168.1.10 (" Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)

Router: 192.168.1.1

DNS Servers (Optional)

Search Domains (Optional)

IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4

( Configure IPv6__ ) o))
NS
I Click the lock to prevent further changes. ( Assistme... ) ( Apply Now )
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VIlI-4 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP
address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section VIII-3).

Please follow the steps below to ping the router correctly.

For Windows

1. Open the Command Prompt window (from Start menu> Run).

2.  Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista/7/8).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.268081

(C> Copyright 1985-20@1 Microsoft Corp.
D:~Documents and Settings:faerping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192 _168.1.1: bytes=32 time{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{lms TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4. Received = 4, Lost = 8 (B% loss),
Approximate round trip times in milli-seconds:

Hinimum = Bmz, Maximum = Bms, Average = Bmz

D:~Documents and Settingssfae>_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used MacOs on the desktop.
Open the Application folder and get into Utilities.
Double click Terminal. The Terminal window will appear.

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of *“64 bytes from
192.168.1.1: icmp_seq=0 ttl=255 time=xxxx ms” will appear.

oD
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ene Terminal — bash — 80x24

Last login: 3at Jan 3 BZ2:24:18 on ttwpl

Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192,168.1.1%: 56 data bytes

64 bytes from 192.168.1.1: icmp_seg=A ttl=255 time=A.755 ms
64 bytes from 192.168.1.1: icmp_zeg=1 ttl=255 time=A.697 ns
64 bytes from 192.168.1.1: icmp_seg=2 ttl=2E5 time=A.71& ms
64 bytes from 192.168.1.1: icmp_seq=3 ttl=255 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeg=4 ttl=255 time=A.72 ms
A

—— 192.168.1.1 ping statistics ——

b pocketz tronsmitted, 5 packetsz received, B% pocket loss
round-trip mindovg/max = B.697/8.723/8.756 ns

Yigori@:~ drovtek$ ||
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VIII-5 Checking If the ISP Settings are OK or Not

If WAN connection cannot be up, check if the LEDs (according to the LED explanations listed
on section I-1) are correct or not. If the LEDs are off, please:

® Change the Physical Type from Auto negotiation to other values (e.g., 100M full duplex).

® Next, change the physical type of modem (e.g., DSL) offered by ISP with the same value
configured in Vigor router. Check if the LEDs on Vigor router are on or not.

® If not, please install an additional switch for connecting both Vigor router and the modem
offered by ISP. Then, check if the LEDs on Vigor router are on or not.

@ |f the problem of LEDs cannot be solved by the above measures, please contact with the
nearest reseller, or send an e-mail to DrayTek FAE for technical support.

® Check if the settings offered by ISP are configured well or not.
When the LEDs are on and correct, yet the WAN connection still cannot be up, please:

® Open WAN >> Internet Access page and then check whether the ISP settings are set
correctly. Click Details Page of WAN1~WAN4 to review the settings that you configured
previously.

WAHN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

AN 1 ADSL f WDSL2 PPPOE [ PPPOA +| [Details Page] [IPvE |
Mane

ANz Ethermet PPPOE | PPPoA

WA USE MPoA | Static ar Dynamic IP

[DHCP Client Optian |
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VIlI-6 Problems for 3G/4G Network Connection

When you have trouble in using 3G/4G network transmission, please check the following:

Check if USB LED lights on or off

You have to wait about 15 seconds after inserting 3G/4G USB Modem into your Vigor2765.
Later, the USB LED will light on which means the installation of USB Modem is successful. If
the USB LED does not light on, please remove and reinsert the modem again. If it still fails,
restart Vigor2765.

USB LED lights on but the network connection does not work

Check the PIN Code of SIM card is disabled or not. Please use the utility of 3G/4G USB Modem
to disable PIN code and try again. If it still fails, it might be the compliance problem of system.
Please open DrayTek Syslog Tool to capture the connection information (WAN Log) and send
the page (similar to the following graphic) to the service center of DrayTek.

Dray Tek PS5 slog Urility |

|
| P - WaAN Information
F;‘ == ‘@‘Eﬂ ‘>~ G‘ 172,16.3.130 bt TiRate  RXRate
Lag Filker 4
LA Infaormation

Keyword: hd o TX Packets  R¥ Packets AN TP Gateway IP
Apply to: al v [ [ [ |

Firewall | ¥PM || User Access | Connection | WAN | IPPEX || Others

[} () Show Traffic Grraph [ Pamse

System Time Router Time Host Message

2013-08-27 15:11:09  Aug 27 07:10:53  Vigor-router  statistic: Session Usage: 123 (S min average)
2013-08-27 15:11:09  Aug 27 07:10053  Vigor-rouker  statistic: WANL: Tx 81 Kbps, Rx 12 Kbps {5 min average)
2013-08-27 15:10:07  Aug 27 07:09:51  Vigor-router  [USB]Host Controller Driver: OTG

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]EndpaintAddress=82 (in), Attributes=02 (Bull)
2013-08-27 15:10:06  Aug 27 07:0%:51  Vigor-router  [USB]EndpainktAddress=01 {out), Attributes=02 (Bulk)
2013-08-27 15:10:06  Aug 27 07:09:51  Wigor-router  [USEB]Mass Storage device class

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-rouker  [USB]Interface Class:SubClass:Protocol = [05:06:50]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Interface: O

2013-08-27 15:10:06  Aug 27 07:09:51  Wigor-router  [USE]Per-interface classes

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Device Class:SubClass:Protacol = [00:00:00]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]SerialMumber:[3] ED96EQTS

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Productk:[2] Mass Storage

2013-08-27 15:10:06  Aug 27 07:02:51  Vigor-rouker  [USBIManufacturer:[1] Generic

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Ush new dewice: Yendor 1D [058F], Product ID: [6357]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]num of interfaces=1

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USEJusb_set_configuration: configuration=1
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Usb Device Connected at Port 0

Transmission Rate is not fast enough

Please connect your Notebook with 3G/4G USB Modem to test the connection speed to verify
if the problem is caused by Vigor2765. In addition, please refer to the manual of 3G/4G USB

Modem for LED Status to make sure if the modem connects to Internet via HSDPA mode. If you
want to use the modem indoors, please put it on the place near the window to obtain better
signal receiving.
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VIII-7 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware. Such function is available in Admin Mode only.

1)

Info

After pressing factory default setting, you will loose all settings you did

before. Make sure you have recorded all useful settings before you pressing.
The password of factory default is null.

Software Reset

You can reset the router to factory default via Web page. Such function is available in Admin
Mode only.

Go to System Maintenance and choose Reboot System on the web page. The following screen

will appear. Choose Using factory default configuration and click Reboot Now. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

®' Using current configuration
Using factory default configuration

Reboot Now
Auto Reboot Time Schedule

Schedule Profile : | None v |, | None v |, | None v None v

.

Note: Action and Idle Timeout settings will be ignored.

OK Cancel
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Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold for
more than 5 seconds. When you see the ACT LED blinks rapidly, please release the button.
Then, the router will restart with the default configuration.

P4 P3 P2 Pi

WLAN
OHIOFFIWPS use

After restore the factory default setting, you can configure the settings for the router again
to fit your personal request.

VIII-8 Contacting DrayTek

If the router still cannot work correctly after trying many efforts, please contact your dealer

for further help right away. For any questions, please feel free to send e-mail to
support@DrayTek.com.
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Part IX DrayTek Tools
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IX-1 SmartVPN Client

532

IX-1-1 DrayTek Android-based SmartVPN APP for the establishment
of SSL VPN connection

DrayTek has been the world-leading company to integrate VPN with Vigor SOHO routers to
serve professionals and business customers with secure data transactions over Internet. The
facilities of VPN let businesses are able to receive and send data over Internet with secure
tunnels. We provide multiple protocol VPN connections such as IPSec/PPTP/L2TP protocols
for secure data exchange and communication. With SSL VPN embedded on Vigor routers,
teleworkers can have convenient and simple access to central site VPN. The teleworkers do
not need to install any VPN software manually. From regular web browser, you can establish
VPN connection back to your main office even in a guest network or web cafe.

Dray Tek
| s )
:

vpn
S5LTunnel VN

(5 smartvPN

Description vpn
Server 100.100.100.100
Port 443

Enable server certificate authentication

Use default gateway on remote network

DrayTek provided free SmartVPN for Windows-based users to easily establish VPN tunnels.
There were million downloads. Now, DrayTek released Android-based SmartVPN app for those
who would like to set up SSL VPN connection with the VPN server working at the main office.
The SmartVPN app is available for your free download! Then, you can use the SmartVPN App
on smartphone/tablet PC to establish SSL VPN tunnels with your main office.
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IX-1-2 How to Use SmartVPN Android APP to Establish SSL VPN

Tunnel?

SmartVPN APP for Android is now available on Google play. This document demonstrates how
to use the APP to establish a SSL VPN tunnel.

1. On VPN server, create a SSL user account. Please refer to “How to Set up SSL VPN” on
www.draytek.com for detailed instructions.

S5L VPN => Remote Dial-in User

Index No. 1
User account and Authentication LUsername draytek
¥ Enahble this account Password{Max 19 char) s
Idle Timeout 300 second(s) Enahble Mobile One-Time Passwords{mOTR)
PIM Code
Allowed Dial-In Type Sacret
4 PPTP
4 IPsec Tunnel IKE Authentication Method
7 L2TP with IPsec Policy | None v Pre-Shared Key
7 551 Tunnel IKE Pre-Shared Key

- Digital Signature(x.509
Specify Remote Mode g & ¢ )

v
Remaote Client IP Hone
IPsec Security Method
or Peer ID MediumiaH)
Methios Maming Packet @ Pass Block High(ESP) DES + 3DES ¢ AES
Multicast via WPK Pass @ Block Local ID {optional)
(for some IGMP,IP-Camera,DHCP Relay..etc.)
Subnet
LAMT T
Assign Static IP Address

0.0.0.0

Ok Clear Cancel

2. Download the APP from Google play, and run the APP.
3. Click “+” to add a new profile.

Dray Tek AT

Please add a NEW TUNNEL from
here!

DrayTek Corp. All Rights Reserved.
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5.

6.

534

Edit the profile.
a. Enter description of this profile.
b. Enter VPN Server's IP in Server.

c. Enter Port as the port which VPN server uses for SSL VPN; for Vigor Routers, it is 443
by default.

d. Tap SAVE to save the profile or “<” to cancel.

rg SmartVPN S
Description -vpn
Server 100.100.100.100
Port 443

| Enable server certificate authentication

| Use default gateway on remote network

1)

Info Installation of relevant Root CA is required to enable server certificate
authentication.

If you check “Use default gateway on remote network™, all the traffic of this
smart device will be forwarded to the remote gateway.

Tap the profile bar to establish SSL VPN tunnel.

Dray Tk QTR

vpn A/,/ >

SSLTunnel VPN N

Enter Username and Password, then tap Dial.

Dial vpn ...

Username draytek

Password

Remember Password

Cancel Dial
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7. When the tunnel is up, the profile will turn green. Tap the bar again will disconnect the
tunnel.

Dray Tek gy
P 4

8. Tap the pencil icon to edit or remove the profile.

Dray Tek mRprTIERY

vpn
SSLTunnel VPN
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Part X Telnet Commands
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Accessing Telnet of Vigor2765

This chapter also gives you a general description for accessing telnet and describes the
firmware versions for the routers explained in this manual.

1)

Info

For Windows 7 user, please make sure the Windows Features of Telnet
Client has been turned on under Control Panel>>Programs.

Type cmd and press Enter. The Telnet terminal will be open later.

Programs (1)

BN cmd

' See more results

|cr'r1|:|| | Shut down | | “

In the following window, type Telnet 192.168.1.1 as below and press Enter. Note that the IP
address in the example is the default address of the router. If you have changed the default,

enter the current IP address of the router.
B Ch\Windows\system32\emd.exe (2| O ||

Microsoft Windows [Uersion 6.1.76011
Copyright <{c?» 288? Microsoft Corporation. All rights reserved.

mi »

C:\Users~lUser>telnet 192 _168.1.1

Next, type admin/admin for Account/Password. Then, type ?. You will see a list of
valid/common commands depending on the router that your use.
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EA Telnet 192.168.1.1

adminnt:
Password: =wesss

DrayTek> 7

# Ualid commandsz are

ads1 vds1l
ip
ohject
show
f=
voip
wol

fu_backupmode cert

Drauylek>

Type ? for command help

ddns
ipf
portmapt ime
E3

TE:3]

appgos

service

dos

log

pEn
switch
vighry
hsportal

apm

[E=R[EoR ==

gos
sys
fullbryg
ul

ethoam

For users using previous Windows system (e.g., 2000/XP), simply click Start >> Run and type
Telnet 192.168.1.1 in the Open box as below. Next, type admin/admin for Account/Password.
And, type ? to get a list of valid/common commands.

resource, and Windows will open it for you,

ﬁ Type the name of a program, folder, document, or Intermet

Open: [telnet 192.168.1.1]

Ok

El

Cancel | Erowse... |
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Telnet Command: adsl txpct /adsl rxpct
This command allows the user to adjust the percentage of data transmission
(receiving/transmitting) for QoS application.
Syntax
adsl txpct [auto:percent]

adsl rxpct [auto:percent]

Syntax Description

auto It means auto detection of ADSL transmission packet.

percent It means to specify the percentage of ADSL transmission
packet. Available range is 10-100.

Example

> adsl txpct auto

% tx percentage : 80
> adsl txpct 75

% txX percentage : 75

Telnet Command: adsl status

This command is used to display current status of ADSL setting.

Syntax

adsl status

Example

> adsl status
————————————————————— ATU-R Info (hw: annex A, f/w: annex A) —--———————-
Running Mode : State = TRAINING
DS Actual Rate : 0 bps US Actual Rate : 0 bps
DS Attainable Rate : 0 bps US Attainable Rate : O bps
DS Path Mode : Fast US Path Mode : Fast
DS Interleave Depth : 0 US Interleave Depth : 0
NE Current Attenuation : 0 dB Cur SNR Margin : 0O dB
DS actual PSD : 0. 0 dB US actual PSD : 0. O dB
NE Rcvd Cells : 0 NE Xmitted Cells : 0
NE CRC Count 0 FE CRC Count o 0
NE ES Count : 0 FE ES Count : 0
Xdsl Reset Times : 0 Xdsl Link Times : 0
ITU Version[O] : b5004946 ITU Version[1] = 544e0000
ADSL Firmware Version : 06-06-01-07-00-01
Power Management Mode : DSL_G997_PMS_NA
Test Mode : DISABLE
——————————————————————— ATU-C INfO - ———- -
Far Current Attenuation : 0 dB Far SNR Margin : 0 dB
CO ITU Version[0] = 00000000 CO ITU Version[1] = 00000000
DSLAM CHIPSET VENDOR D - >

>
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Telnet Command: adsl ppp

This command can set the Internet Access mode for the router.

Syntax

adsl ppp [ ? | pvc_no vci vpi Encap Proto modu acqlP idle [Username Password]

Syntax Description

Parameter Description
? Display the command syntax of “adsl ppp”.
pvc_ho It means the PVC number and the adjustable range is from
0 (Channel-1) to 7(Channel-8).
Encap Different numbers represent different modes.
0 : VC_MUX,
1: LLC/SNAP,
2: LLC Bridge,
3: LLC_Route,
4: VCMUX_Bridge
5: VCMUX_Route,
6: IPOE.
Proto It means the protocol used to connect Internet. Different
numbers represent different protocols.
0: PPPOA,
1: PPPOE,
2: MPOA.
Modu 0: T1.413,
2: G.dmt,
4: Multi,
5: ADSL2,
7:ADSL2_AnnexM
8:ADSL2+
14:ADSL2+_AnnexM.
acqlP It means the way to acquire IP address. Type the number to
determine the IP address by specifying or assigned
dynamically by DHCP server.
0 : fix_ip,
1: dhcp_client/PPPoE/PPPoA.(acquire IP method)
idle Type number to determine the network connection will be
kept for always or idle after a certain time.
-1: always on, else idle timeout secs. Only for
PPPOE/PPPOA.
Username This parameter is used only for PPPOE/PPPOA.
Password This parameter is used only for PPPOE/PPPOA.

You have to reboot the system when you set it on Route mode.

Example
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pvc no.=0
vci=35

vpi=8
encap=LLC(1)
proto=PPPOE(1)
modu=MULTI1(4)

Idle timeout:-1
Username=draytek
Password=draytek

> adsl ppp 0 358 1 1 4 1 -1 draytek draytek

AcquirelP: Dhcp_client(l)

Telnet Command: adsl bridge

This command can specify a LAN port (LAN1 to LAN4) for mapping to certain PVC, and the
mapping port/PVC will be operated in bridge mode.

adsl bridge [pvc_no/status/save/enable/disable] [on/off/clear/tag tag_no] [service type]

[px ... ]

Syntax Description

Parameter Description

pvc_no It means pvc humber and must be between 0(Channel 1) to
7(Channel 8).

status It means to shown the whole bridge status.

save It means to save the configuration to flash.

enable It means to enable the Multi-VLAN function.

disable It means to disable the Multi-VLAN function.

on/off It means to turn on/off bridge mode for the specific
channel.

clear It means to turn off and clear all the PVC settings.

tag tag_no No tag: -1
Available number for tag: 0-4095

pri pri_no The number 0 to 7 can be set to indicate the priority. “7” is

the highest.

service type

Two number can be set:

0: for Normal (all the applications will be processed with
the same PVC).

1: for the IGMP with different PVC which is used for special
ISP.

pX...

It means the number of LAN port (x=2~4). Port 1 is locked for NAT.

Example

> adsl bridge 4 on p2 p3
PVC Bridge pl

p3 p4 Service Type Tag Pri
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4 ON 0 0 1 0 Normal -1(OFF) O
PVC 0 & 1 can™t set for bridge mode.
Please use "save®™ to save config.

Telnet Command: adsl drivermode

This command is useful for laboratory to measure largest power of data transmission. Please
follow the steps below to set adsl drivermode.

1. Please connect dsl line to the DSLAM.

2. Waiting for dsl SHOWTIME.

3. Drop the dsl line.

4. Now, it is on continuous sending mode, and adsl2/2+ led is always ON.

5. Use 'adsl reboot' to restart dsl to normal mode.

Telnet Command: adsl reboot

This command can wake up the idle router.

Example

> adsl reboot
% Adsl is Rebooting...
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Telnet Command: adsl oamlb
This command is used to test if the connection between CPE and CO is OK or not.
adsl oamlb [n][type]
adsl oamlb chklink [on/off]
adsl oamlb [log_on/log_off]

Syntax Description

Parameter Description
n It means the total number of transmitted packets.
type It means the protocol that you can use.

1 - for F4 Seg-to-Seg (VP level)
2 - for F4 End-to-End (VP level)
4 - for F5 Seg-to-Seg (VC level)
5 - for F5 End-to-End (VC level)

chklink Check the DSL connection.
Log_on/log_off Enable or disable the OAM log for debug.
Example

> adsl oamlb chklink on

OAM checking dsl link is ON.
> adsl oamlb F5 4

Tx cnt=0

Rx Cnt=0

>

Telnet Command: adsl vcilimit
This command can cancel the limit for vci value.

Some ISP might set the vci value under 32. In such case, we can cancel such limit manually by
using this command. Do not set the number greater than 254.

adsl vcilimit [n]

Syntax Description

Parameter Description
n The number shall be between 1 ~ 254.
Example

> adsl vcilimit 33
change VCI limitation from 32 to 33.
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Telnet Command: adsl annex

This command can display the annex interface of this router.

Example

> adsl annex
% hardware is annex B.
% modem code is annex B; built at 01/15,07:34.

Telnet Command: adsl automode

This command is used to add or remove ADSL modes (such as ANNEXL, ANNEXM and ANNEXJ)

supported by Multimode.

adsl automode [add]remove|set]|default]show] [adsl_mode]

Syntax Description

Parameter Description
add Add ADSL mode.
remove Remove ADSL mode.
set Use default settings plus the new added ADSL mode.
default Use default settings.
show Display current setting.
adsl_mode There are three modes to be choose, ANNEXL, ANNEXM and
ANNEXJ.
Example

>adsl automode set ANNEXJ
Automode supported : T1.413, G.DMT, ADSL2, ADSL2+, ANNEXJ,

> adsl automode default
Automode supported : T1.413, G.DMT, ADSL2, ADSL2+,

Telnet Command: adsl showbins

This command can display the allocation for each Bin (Tone) SNR, Gain, and Bits.

adsl showbins [startbin endbin Jup]

Syntax Description

Parameter Description

startbin The number is between 0 ~ 4092.

endbin The number is between 4 ~ 4095.

up Show upstream information.
Example

> adsl showbins 2 30
DOWNSTREAM :

Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi
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dB .1dB ts dB .1dB ts dB .1dB ts dB .1dB ts

Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi
dB .1dB ts dB .1dB ts dB .1dB ts dB .1dB ts

Telnet Command: adsl optn

This command allows you to configure DSL line feature. This feature is depended on modem
firmware. For G.Vector feature, modem firmware needs to support VDSL2 G.Vector.

adsl optn FUNC [us/ds/bi [value/on/off]

Syntax Description

Parameter Description

FUNC Available functions include:
‘trellis', 'bitswap', 'sra’, 'retx’, 'aelem’, 'status', 'g.vector’, 'default’.
default: Set all features back to default settings.

us/ds/bi us: means “upstream”
ds: means “downstream”
bi: means “bidirection”

value The values for different functions change slightly.
bitswap=0~2, sra=0,2,3,4.

on/off Type “on” for enabling such function.
Type “off” for disabling such function.

Functions of ‘aelem' and 'g.vector' are only on/off.

Example
> adsl optn status
trellis [uS] = ON, [DS] = ON.
bitswap [us] = 0, [DS] = 0.
[0: default(ON), 1: ON, 2: OFF]
sra [US] = 0, [DS] = 0.
[0: default(=3), 2: OFF, 3: ON , 4: DYNAMIC_SOS]
retx [US] = ON, [DS] = ON.
aelem ON
G.-Vector ON

Telnet Command: adsl savecfg

This command can save the configuration into FLASH with a file format of cfg.

Example

> adsl savecfg
% Xdsl Cfg Save OK!

Telnet Command: adsl vendorid

This command allows you to configure user-defined CPE vendor ID.
adsl vendorid [status/on/off/ set vid0 vid1]
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Syntax Description

Parameter Description
status Display current status of user-defined vendor ID.
on Enable the user-defined function.
off Disable the user-defined function.
set vidO vidl It means to set user-defined vendor ID with vidO and vid1.
The vendor ID shall be set with HEX format, ex: 00fe7244: 79612f21.
Example

> adsl vendorid status

% User define CPE Vendor ID is OFF
% vidO:vidl = 0x00fe7244:79612f21
> adsl vendorid on set vidO vidl
% User define CPE Vendor ID is ON

Telnet Command: adsl atm

This command can set QoS parameter for ATM.

adsl atm pcr [pvc_no][PCR][max][status]

adsl atm scr [pvc_no][SCR][status]

adsl atm mbs [pvc_no][MBS][status]

adsl atm status

Syntax Description

Parameter Description

pvc_no It means pvc number and must be between 0(Channel 1) to
7(Channel 8).

PCR It means Peak Cell Rate for upstream.

The range for the number is “1” to “2539”.
max Get the highest speed for the upstream.
SCR Mean Sustainable Cell Rate.

The range for the number is “1” to “2539”.
MBS Maximum Burst Size.

The range for the number is “1” to “2539”.
status Display PCR/SCR/MBS setting.

Example

pvc channel

> adsl atm pcr 1 200 max
% PCR is O for pvc 1.
> adsl atm pcr status
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Telnet Command: adsl pvcbinding

This command can configure PVC to PVC binding. Such command is available only for PPPoE
and MPoA 1483 Bridge mode.

adsl pvcbinding [pvc_x pvc_y | status | -1 ]

Syntax Description

Parameter Description
pvc_x The PVC number for the source.
pvc_y The PVC number that the source PVC will be bound to.
status Display a table for PVC binding group.
-1 It means to clear specific PVC binding.
Example

> adsl pvcbinding 3 5
set done. bind pvc3 to pvch.

The above example means PVC3 has been bound to PVC5.

> adsl pvcbinding 3 -1
clear pvc-1 binding

The above example means the PVC3 binding group has been removed.

Telnet Command: adsl inventory

This command is used to display information about CO or CPE.

Syntax

adsl inventory [co|cpe]

Syntax Description

Parameter Description
co It means DSLAM (Digital Subscriber Line Access Multiplexer) or CO
(Central Office).
cpe It means CPE (Customer Premise Equipment).
Example

> adsl inventory co

DrayTek> adsl inventory co

xDSL inventory info only available in showtime.
DrayTek> adsl inventory cpe

G.994 vendor 1D : 0XB5004946544E0000
G.994.1 country code = 0XB500
G.994.1 provider code - IFTN
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G.994.1 vendor info
System vendor ID
System country code
System provider code
System vendor info
Version number

Self-test result

DrayTek>
>

Version number(16 octets)

Transmission mode capability

- 0X000

: 0XFE00445241590000

- OXFEOO

- DRAY

- 0X000

: 8BOFO7

- 0X38423046303700000000000000000000
: PASS

- 0X50004000C010007

Telnet Command: vdsl status

This command is used to display current status of VDSL setting.

Syntax

vdsl status [more | counts | hlog | gin | snr | bandinfo | olr]

Example

> vdsl status
Running Mode
Actual Rate
Attainable Rate
Path Mode
Interleave Depth
Current Attenuatio
actual PSD
dB
NE CRC Count
ES Count
Xdsl Reset Times
ITU Version[O]
VDSL Firmware Version
Power Management Mode
Test Mode

CO ITU Version[0]
DSLAM CHIPSET VENDOR

Far Current Attenuation :

ATU-R Info (hw: annex A, f/w: annex A/B/C)

State = TRAINING
0 bps US Actual Rate : 0 bps
0 bps US Attainable Rate 0 bps
Fast US Path Mode Fast
0 US Interleave Depth 0
n 0 dB Cur SNR Margin 0O dB
0. 0 dB US actual PSD 0.0
0 FE CRC Count 0
0 FE ES Count 0
: 0 Xdsl Link Times : 0
: b5004946 ITU Version[1l] : 544e0000
: 05-04-08-00-00-06
- DSL_G997_PMS_NA
- DISABLE
ATU-C INfO - - -
0 dB Far SNR Margin : 0 dB
- 00000000 CO ITU Version[1] - 00000000

: < unknown >

Telnet Command: vdsl idle

This command can make the router accessing into the idle status. If you want to invoke the
router again, you have to reboot the router by using “reboot” command.

Syntax

vdsl idle [on | tcpmessage | tcpmessage_off]

Syntax Description

Parameter Description

on DSL is under test mode.
DSL debug tool mode is off.

tcpmessage DSL debug tool mode is on.

tcpmessage_off DSL debug tool mode is off.
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Example

> vdsl idle on

% DSL is under [IDLE/QUIET] test mode.

% DSL debug tool mode is off.

> vdsl idle tcpmessage

% Set DSL debug tool mode on. Please reboot system to take effect.

> vdsl idle tcpmessage off
% Set DSL debug tool mode off. Please reboot system to take effect.

Telnet Command: vdsl drivermode

This command is useful for laboratory to measure largest power of data transmission. Please
follow the steps below to set vdsl drivermode.

1. Please connect dsl line to the DSLAM.

2. Waiting for dsl SHOWTIME.

3. Drop the dsl line.

4. Now, it is on continuous sending mode, and vdsl2/2+ led is always ON.

5. Use 'vdsl reboot' to restart dsl to normal mode.

Telnet Command: vdsl reboot

This command can reboot the DSL router.

Example

> vdsl reboot
% Adsl is Rebooting...

Telnet Command: vdsl annex

This command can display the annex interface of this router.

Example

> vdsl annex
% hardware is annex A.
% ADSL modem code is annex A

Telnet Command: vdsl showbins

This command can display the allocation for each Bin (Tone) SNR, Gain, and Bits.

Syntax

vdsl showbins [startbin endbin | up]

Syntax Description

Parameter Description

startbin The number is between 0 ~ 4092.

endbin The number is between 4 ~ 4095.

up Show upstream information.
Example

> vdsl showbins 2 30

DOWNSTREAM :
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Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi
dB .1dB ts dB .1dB ts dB .1dB ts dB .1dB ts

Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi
dB .1dB ts dB .1dB ts dB .1dB ts dB .1dB ts

Telnet Command: vdsl optn

This command allows you to configure DSL line feature.

Syntax
vdsl optn FUNC [us/ds/bi [value/on/off]]

Syntax Description

Parameter Description

FUNC Available settings contain:
‘bitswap',

‘sra’,

‘aelem’,

'g.vector',

'status’,

‘trellis’,

retx’,

‘default'.

us/ds/bi us: upstream

ds: downstream

bi: bidirection.

‘aelem' and 'g.vector' can be only on/off.
value The value shall be hex digits.
bitswap=0~2,

sra=0,2,3,4.

on/off Type “on” for enabling such function.
Type “off” for disabling such function.

Example
> vdsl optn default
trellis [uS] = ON, [DS] = ON.
Bitswap [us] = 0, [DS] = 0.
[0: default(ON), 1: ON, 2: OFF]
sra [US] = 0, [DS] = 0.
[0: default(=3), 2: OFF, 3: ON , 4: DYNAMIC_SOS]
retx [uS] = ON, [DS] = ON.
aelem ON
G.Vector ON

Telnet Command: vdsl savecfg

This command can save the configuration into FLASH with a file format of cfg.

Example

> vdsl savecfg
% Xdsl Cfg Save OK!

Telnet Command: vdsl vendorid

This command allows you to configure user-defined CPE vendor ID.
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Syntax

vdsl vendorid [status/on/off/ set vid0 vid1]

Syntax Description

Parameter Description
status Display current status of user-defined vendor ID.
on Enable the user-defined function.
off Disable the user-defined function.
set vidO vidl It means to set user-defined vendor ID with vidO and vid1.
The vendor ID shall be set with HEX format, ex: 00fe7244: 79612f21.
Example

> vdsl vendorid status

% User define CPE Vendor ID
% vidO:vidl = 0x00fe7244:79612f21
> vdsl vendorid on set vidO vidl
% User define CPE Vendor ID

is OFF

is ON

Telnet Command: vdsl inventory

This command is used to display information about CO or CPE.

Syntax

vdsl inventory [co]cpe]

Syntax Description

Parameter Description
co It means DSLAM (Digital Subscriber Line Access Multiplexer) or CO
(Central Office).
cpe It means CPE (Customer Premise Equipment).
Example

> vdsl inventory co

> vdsl inventory cpe

G-994 vendor 1D
G.994.1 country code
G.994.1 provider code
G.994.1 vendor info

System vendor ID
System country code
System provider code
System vendor info

Version number

Version number(16 octets)

Self-test result

Transmission mode capability
>

XDSL inventory info only available in showtime.

- 0XB5004946544E0000
: 0XB500

IFTN

: 0X000

- OXFE00445241590000

: OXFEOO

- DRAY

: 0X000

- 8BOFO7

- 0X38423046303700000000000000000000
- PASS

- 0X50004000C010007
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Telnet Command: csm appe prof

Commands under CSM allow you to set CSM profile to define policy profiles for different policy
of IM (Instant Messenger)/P2P (Peer to Peer) application.

“csm appe prof “ is used to configure the APP Enforcement Profile name. Such profile will be
applied in Default Rule of Firewall>>General Setup for filtering.

Syntax
csm appe prof -i INDEX [-v | -n NAME|setdefault]

Syntax Description

Parameter Description
INDEX Specify the index number of CSM profile, from 1 to 32.
-V View the configuration of the CSM profile.
-n Set a name for the CSM profile.
NAME Specify a name for the CSM profile, less then 15 characters.
setdefault Reset to default settings.
Example

> csm appe prof -1 1 -n games
The name of APPE Profile 1 was setted.

Telnet Command: csm appe set

It is used to configure group settings for IM/P2P/Protocol and Others in APP Enforcement
Profile.

Syntax
csm appe set -i INDEX [-v GROUP| -e AP_IDX | -d AP_IDX] -a AP_IDX [ACTION]]

Syntax Description

Parameter Description

INDEX Specify the index number of CSM profile, from 1 to 32.

-V View the IM/P2P/Protocol and Others configuration of the CSM
profile.

-e Enable to block specific application.

-d Disable to block specific application.

-a Set the action of specific application

GROUP Specify the category of the application. Available options are: IM,

P2P, Protocol and Others.

AP_IDX Each application has independent index number for identification in
CLI command.

Specify the index number of the application here. If you have no
idea of the inex number, do the following (Take IM as an example):

Type “csm appe set -1 1 -v IM”, the system will list all of the index
numbers of the applications categorized under IM.

ACTION Specify the action of the application, 0 or 1.
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0: Block. All of the applications meet the CSM rule will be blocked.
1: Pass. All of the applications meet the CSM rule will be passed.

Example

>csm appe set -i 1 -all
Profile 1 - : <NULL> action set to Pass.

>

Telnet Command: csm appe show
It is used to display group (IM/P2P/Protocol and Others) information APP Enforcement Profile.

Syntax

csm appe show [-a]-i]-p|-t]-m]

Syntax Description

Parameter Description

-a View the configuration status for All groups.

-i View the configuration status of IM group.

-p View the configuration status of P2P group.
-t View the configuration status of protocol group.
-m View the configuration status of Others group.
Example
>csm appe show -t
Type Index Name Version Advance
Advanced Option: (M)essage, (F)ile Transfer, (G)ame, (C)onference, and (O)ther

Activities

PROTOCOL 52 DB2

PROTOCOL 53 DNS

PROTOCOL 54 FTP

PROTOCOL 55 HTTP 1.1

PROTOCOL 56 IMAP 4.1

PROTOCOL 57 IMAP STARTTLS 4.1

PROTOCOL 58 IRC 2.4.0

Telnet Command: csm appe config

It is used to display the configuration status (enabled or disabled) for IM/P2P/Protocol/Other
applications.

Syntax
csm appe config -v INDEX [-i]-p]-t]-m]

Syntax Description

Parameter Description
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INDEX Specify the index number of CSM profile, from 1 to 32.

-i View the configuration status of IM group.

-p View the configuration status of P2P group.

-t View the configuration status of protocol group.

-m View the configuration status of Others group.
Example

> csm appe config -v 1 -m

Group Type Index Name Enable A
vance Enable
Advance abbreviation: Message, File Transfer, Game, Conference, and Other

Advance abbreviation: : M, F, G, C, and O
OTHERS TUNNEL 75 DNSCrypt Disable
OTHERS TUNNEL 76 DynaPass Disable
OTHERS TUNNEL 77 FreeU Disable
OTHERS TUNNEL 78 HTTP Proxy Disable
OTHERS TUNNEL 79 HTTP Tunnel Disable
OTHERS TUNNEL 80 Hamachi Disable
OTHERS TUNNEL 81 Hotspot Shield Disable
OTHERS TUNNEL 82 MS Teredo Disable
OTHERS TUNNEL 83 PGPNet Disable
OTHERS TUNNEL 84 Ping Tunnel Disable

Total 66 APPs

>

Telnet Command: csm appe interface

It is used to configure APPE signature download interface.

Syntax
csm appe interface [AUTO/WAN#]

Syntax Description

Parameter Description

AUTO Vigor router specifies WAN interface automatically.

WAN Specify the WAN interface for signature downloading.
Example

> csm appe interface wanl
Download interface is set as "WAN1" now.
> csm appe interface auto

Download interface is set as "auto-selected" now.

Telnet Command: csm appe email

It is used to set notification e-mail for APPE signature based on the settings configured in

System Maintenance>>SysLog/Mail Alert Setup (in which, the box of APPE Signature is
checkd under Enable E-Mail Alert).

Syntax
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csm appe email [-e|-d]-s]

Syntax Description

Parameter Description
-e Enable notification e-mail mechanism.
-d Disable notification e-mail mechanism.
-S Send an example e-mail.

Example

> csm appe email -e

Enable APPE email.

Telnet Command: csm ucf

It is used to configure settings for URL control filter profile.

csm ucf show

csm ucf setdefault

csm ucf msg MSG

csm ucf obj INDEX [-n PROFILE_NAME | -I [P|B]A|N] | uac | wf]
csm ucf obj INDEX -n PROFILE_NAME

csm ucf obj INDEX -p VALUE

csm ucf obj INDEX -1 P|BJA|N

csm ucf obj INDEX uac

csm ucf obj INDEX wf

Syntax Description

Parameter Description

show Display all of the profiles.

setdefault Return to default settings for all of the profile.

msg MSG Set the administration message.
MSG means the content (less than 255 characters) of the message
itself.

obj Specify the object for the profile.

INDEX Specify the index number of CSM profile, from 1 to 8.

-Nn

Set the profile name.

PROFILE_NAME

Specify the name of the profile (less than 16 characters)

-p Set the priority (defined by the number specified in VALUE) for the
profile.
VALUE Number 0 to 3 represent different conditions.

0: It means Bundle: Pass.

1: It means Bundle: Block.

2: It means Either: URL Access Control First.
3: It means Either: Web Feature First.

It means the log type of the profile. They are:
P: Pass,
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B: Block,

A: All,

N: None
MSG Specify the Administration Message, less then 255 characters
uac Set URL Access Control part.
wf Set Web Feature part.

Example

> csm ucf obj 1 -n game -1 B
Profile Index: 1

Profile Name:[game]

Log: [none]

Priority Select : [Bundle : Pass]

[ JEnable URL Access Control
Action:[pass]

[ JPrevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name

Telnet Command: csm ucf obj INDEX uac
It means to configure the settings regarding to URL Access Control (uac).
csm ucf obj INDEX uac -v
csm ucf obj INDEX uac -e
csm ucf obj INDEX uac -d
csm ucf obj INDEX uac -a P|B
csm ucf obj INDEX uac -i E|D
csm ucf obj INDEX uac -o KEY_WORD_Object_Index
csm ucf obj INDEX uac -g KEY_WORD_Group_Index

Syntax Description

Parameter Description
INDEX Specify the index number of CSM profile, from 1 to 8.
-V View the protocol configuration of the CSM profile.
-e Enable the function of URL Access Control.
-d Disable the function of URL Access Control.
-a Set the action of specific application, P or B.
B: Block. The web access meets the URL Access Control will be
blocked.
P: Pass. The web access meets the URL Access Control will be passed.
- Prevent the web access from any IP address.
E: Enable the function. The Internet access from any IP address will
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be blocked.
D: Disable the function.
-0 Set the keyword object.
KEY_WORD_Object_Index Specify the index number of the object profile.
-g Set the keyword group.
KEY_WORD_Group_Index Specify the index number of the group profile.
Example

> csm ucf obj 1 uac -i E

Profile Index: 1

Profile Name:[game]

Log: [none]

Priority Select : [Bundle : Pass]

[ JEnable URL Access Control
Action:[pass]

[vlPrevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name

> csm ucf obj 1 uac -a B

Profile Index: 1

Profile Name:[game]

Log: [none]

Priority Select : [Bundle : Pass]

[ JEnable URL Access Control
Action:[block]

[V]Prevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name
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Telnet Command: csm ucf obj INDEX wf

It means to configure the settings regarding to Web Feature (wf).

csm ucf obj INDEX wf -v
csm ucf obj INDEX wf -e
csm ucf obj INDEX wf -d

csm ucf obj INDEX wf -a P|B

csm ucf obj INDEX wf -s WEB_FEATURE
csm ucf obj INDEX wf -u WEB_FEATURE
csm ucf obj INDEX wf -f File_Extension_Object_index

Syntax Description

Parameter Description
INDEX Specify the index number of CSM profile, from 1 to 8.
-V View the protocol configuration of the CSM profile.
-e Enable the restriction of web feature.
-d Disable the restriction of web feature.
-a Set the action of web feature, P or B.
B: Block. The web access meets the web feature will be blocked.
P: Pass. The web access meets the web feature will be passed.
-S Enable the the Web Feature configuration.
Features available for configuration are:
c: Cookie
p: Proxy
u: Upload
-u Cancel the web feature configuration.
-f Set the file extension object index number.

File_Extension_Object_inde
X

Type the index number (1 to 8) for the file extension object.

Example

Profile Index: 1
Profile Name:[game]
Log:[none]

Priority Select :

Action:[block]

No Obj NO.

No Grp NO.

Action:[pass]

[Bundle

> csm ucf obj 1 wfF -s ¢

Pass]

[ JEnable URL Access Control

[v] Prevent web access from IP address.
Object Name

Group Name

[ JEnable Restrict Web Feature
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File Extension Object Index : [0] Profile Name : []
[V] Cookie [ ] Proxy [ ] Upload

Telnet Command: csm wcf
It means to configure the settings regarding to web control filter (wcf).
csm wcf show
csm wcf look
csm wcf cache
csm wcf server WCF_SERVER
csm wcf msg MSG
csm wcf setdefault
csm wcf obj INDEX -v
csm wcf obj INDEX -a P|B
csm wcf obj INDEX -n PROFILE_NAME
csm wcf obj INDEX -1 N|P|BJA
csm wcf obj INDEX -0 KEY_WORD Object Index
csm wcf obj INDEX -g KEY_WORD Group Index
csm wcf obj INDEX -w E|D|P|B
csm wcf obj INDEX -s CATEGORY | WEB_GROUP
csm wcf obj INDEX -u CATEGORY |WEB_GROUP

Syntax Description

Parameter Description

show Display the web content filter profiles.

Look Display the license information of WCF.

Cache Set the cache level for the profile.

Server WCF_SERVER Set web content filter server.

Msg MSG Set the administration message.
MSG means the content (less than 255 characters) of the message
itself.

setdefault Return to default settings for all of the profile.

obj Specify the object profile.

INDEX Specify the index number of web content filter profile, from 1 to 8.

-V View the web content filter profile.

-a Set the action of web content filter profile, P or B.

B: Block. The web access meets the web feature will be blocked.
P: Pass. The web access meets the web feature will be passed.

-n Set the profile name.
PROFILE_NAME Specify the name of the profile (less than 16 characters)
-1 It means the log type of the profile. They are:
P: Pass,
B: Block,
A: All,
N: None
-0 Set the keyword object.
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KEY_WORD_Object_Index Specify the index number of the object profile.

-g Set the keyword group.
KEY_WORD_Group_Index Specify the index number of the group profile.
-W Set the action for the black and white list.
E:Enable,
D:Disable,
P:Pass,
B:Block
-S It means to choose the items under CATEGORY or WEB_GROUP.
-u It means to discard items under CATEGORY or WEB_GROUP.
WEB_GROUP Child_Protection, Leisure, Business, Chating, Computer Internet,
Other
CATEGORY Includes:

Alcohol & Tobacco, Criminal Activity, Gambling, Hate & Intoleranc,
Illegal Drug, Nudity, Pornography/Sexually Explicit, Weapons,
Violence, School Cheating,Sex Education, Tasteless, Child Abuse
Imges, Entertainment, Games, Sports, Travel, Leisure & Recreation,
Fashin & Beauty, Business, Job Search, Web-based Emai, Chat,
Instant Messaging, Anonymizers, Forums & Newsgroups, Computers
& Technology, Download Sites, Streaming Media & Downloads,
Phishing & Fraud, Search Engines & Portals, Social Networking,
Spam Sites,Malware, Botnets, Hacking, Illegal Software,
Information Security,Peer-to-eer, Advertisements & Pop-Ups, Arts,
Transportation, Compromised, Dating & Personals, , Education,
Finance, Government,Health & Medcine, News, Non-profits &
NGOs, Personal Sites,Politics, Real Estate, Rligion, Restaurants &
Dining,Shopping, Translators, General, Cults,Greetig cards, Image
Sharing, Network Errors, Parked Domains, Private IP Addresses)
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Example

> csm wcf obj 1 -n test wcf
Profile Index: 1
Profile Name:[test_wcf]
[QWhitesBlack list
Action:[block]

No Obj NO. Object Name

Action:[block]
Log:[block]
child Protection Group:
[v]Alcohol & Tobacco [VICriminal & Activity [v]Gambling

[v]Hate & Intolerance [v]1llegal Drug [VINudity
[v]Pornography & Sexually explicit [v]Violence

[V]Weapons
[v]lSchool Cheating [v]Sex Education [v]Tasteless

[vlChild Abuse Images

leisure Group:
[ JEntertainment [ 1Games [ 1Sports
[ 1Travel [ JLeisure & Recreation [ JFashion & Beauty

>

Telnet Command: csm dnsf
It means to configure the settings regarding to DNS filter.
csm dnsf enable ON|OFF
csm dnsf syslog NJP|B]A
csm dnsf service WCF_PROFILE
csm dnsf service_ucf UCF_PROFILE
csm dnsf time CACHE_TIME
csm dnsf blockpage show/on/off
csm dnsf profile_show
csm dnsf profile_edit INDEX
csm dnsf profile_edit INDEX -n PROFILE_NAME
csm dnsf profile_edit INDEX -1 N|P|B|A
csm dnsf profile_edit INDEX -w WCF_PROFILE
csm dnsf profile_edit INDEX -u UCF_PROFILE
csm dnsf profile_edit INDEX -c CACHE_TIME
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Syntax Description

Parameter Description
enable Enable or disable DNS Filter.
ON: enable.
OFF: disable.
syslog Determine the content of records transmitting to Syslog.

P: Pass. Records for the packets passing through DNS filter will be
sent to Syslog.

B: Block. Records for the packets blocked by DNS filter will be
sent to Syslog.

A: All. Records for the packets passing through or blocked by DNS
filter will be sent to Syslog.

N: None. No record will be sent to Syslog.
service WCF_PROFILE WCF_PROFILE: Specify a WCF profile as the base of DNS filtering.

Type a number to indicate the index number of WCF profile (1 is
first profile, 2 is second profile, and so on ...).

time CACHE_TIME CACHE_TIME: It means to set the time for cache to live (available
values are 1 to 24; 1 is one hour, 2 is two hours, and so on ...) for
DNS filter.

blockpage DNS sends block page for redirect port. When a web page is

blocked by DNS filter, the router system will send a message page
to describe that the page is not allowed to be visisted.

ON: Enable the function of displaying message page.
OFF: Disable the function of displaying message page.
SHOW: Display the function of displaying message page is ON or

OFF.
profile_show Display the table of the DNS filter profile.
profile_edit Modify the content of the DNS filter profile.
-n PROFILE_NAME PROFILE_NAME: Type the name of the DNS filter profile that you
want to modify.
-I NJP|BJA Specify the log type of the profile.
P: Pass.
B: Block.
A: All.
N: None.
-w WCF_PROFILE WCF_PROFILE: Type the index number of the WCF profile.
-u UCF_PROFILE UCF_PROFILE: Type the index number of the UCF profile.
-¢c CACHE_TIME -Cc means to set the cache time for DNS filter.

CACHE_TIME: It means to set the time for cache to live (available
values are 1 to 24; 1 is one hour, 2 is two hours, and so on ...) for
DNS filter.

Example

> csm dnsT service 2
dns service set upl!!!
>csm dnsf service 3
wcf profile 3 is empty.....
>csm dnsf cachetime 1
dns cache time set up!!
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Telnet Command: ddns log
Displays the DDNS log.

Example

>ddns log
>

Telnet Command: ddns time

Sets and displays the DDNS time.

ddns time <update in minutes>

Syntax Description

Parameter

Description

Update in minutes

Type the value as DDNS time. The range is from 1 to 14400.

Example

> ddns time

Valid: 1 ~ 14400
%Now: 14400
> ddns time 1000

Valid: 1 ~ 14400
%Now: 1000

ddns time <update in minutes>

ddns time <update in minutes>

Telnet Command: dos

This command allows users to configure the settings for DoS defense system.

dos[-V | D | A]

dos [-s ATTACK_F [THRESHOLD][ TIMEOUT]]
dos [-a | e [ATTACK_FJ[ATTACK_0] | d [ATTACK_F][ATTACK_0]]

Syntax Description

Parameter Description

-V View the configuration of DoS defense system.

-D Deactivate the DoS defense system.

-A Activate the DoS defense system.

-S Enable the defense function for a specific attack and set its
parameter(s).

ATTACK_F Specify the name of flooding attack(s) or portscan, e.g., synflood,
udpflood, icmpflood, or postscan.

THRESHOLD It means the packet rate (packet/second) that a flooding attack will
be detected. Set a value larger than 20.

TIMEOUT It means the time (seconds) that a flooding attack will be blocked.
Set a value larger than 5.

-a Enable the defense function for all attacks listed in ATTACK_O.
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-e Enable defense function for a specific attack(s).

ATTACK_O Specify a name of the following attacks: ip_option, tcp_flag, land,
teardrop, smurf, pingofdeath, traceroute, icmp_frag, syn_frag,
unknow_proto, fraggle.

-d Disable the defense function for a specific attack(s).

Example

>dos -A

The Dos Defense system is Activated
>dos —s synflood 50 10
Synflood is enabled! Threshold=50 <pke/sec> timeout=10 <pke/sec>

Telnet Command: exit

Type this command will leave telnet window.

Telnet Command: Internet

This command allows you to configure detailed settings for WAN connection.

Syntax

internet -W n -M n [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
-Wn W means to set WAN interface.
1=WAN1, 2=WAN2,.... Default is WANL1.
-Mn M means to set Internet Access Mode (Mandatory) and n means

different modes (represented by 0 - 3)
n=0: Offline

n=1: PPPoE

n=2: Dynamic IP

n=3: Static IP

n=4: PPTP with Dynamic IP,

n=5: PPTP with Static IP,

n=6: L2TP with Dynamic IP

n=7: L2TP with Static IP

n=A: 3G/4G USB Modem(PPP mode),
n=B: 3G/4G USB Modem(DHCP mode)

<command><parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-S <isp name>

Set ISP Name (max. 23 characters).

-P <on/off>

Enable PPPoE Service.

-uU <username>

Set username (max. 49 characters) for Internet accessing.

-p <password>

Set password (max. 49 characters) for Internet accessing.

-an It means to set PPP Authentication Type and n means different
types (represented by 0-1).
n=0: PAP/CHAP (this is default setting)
n=1: PAP Only

-tn Set connection duration and n means different conditions.

n=-1: Always-on
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n=1 ~ 999: Idle time for offline (default 180 seconds)

-i <ip address>

It means that PPPoE server will assign an IP address specified here
for CPE (PPPOE client).

If you type 0.0.0.0 as the <ip address>, ISP will assign suitable IP
address for you. However, if you type an IP address here, the router
will use that one as a fixed IP.

-w <ip address>

It means to assign WAN IP address for such connection. Please type
an IP address here for WAN port.

-n <netmask>

It means to assign netmask for WAN connection. You have to type
255.255.255.xxx (X is changeable) as the netmask for WAN port.

-g <gateway>

Assign gateway IP for such WAN connection.

-V

View Internet Access profile.

-C <sim pin code>

Set (PPP mode) SIM PIN code (max. 15 characters).

-O <init string>

Set (PPP mode) Modem Initial String (max. 47 characters).

-T <init string2>

Set (PPP mode) Modem Initial String2 (max. 47 characters)

-D <dial string>

Set (PPP mode) Modem Dial String (max. 31 characters).

-v <service name>

Set (PPP mode) Service Name (max. 23 characters).

-m <ppp username>

Set (PPP mode) PPP Username (max. 63 characters).

-0 <ppp password>

Set (PPP mode) PPP Password (max. 62 characters).

-en Set (PPP mode) PPP Authentication Type.
n= 0: PAP/CHAP (default),
1: PAP Only
-qn (PPP mode) Index(1-15) in Schedule Setup-One
-X n (PPP mode) Index(1-15) in Schedule Setup-Two
-y n (PPP mode) Index(1-15) in Schedule Setup-Three
-zn (PPP mode) Index(1-15) in Schedule Setup-Four
-Q <mode> Set (PPP mode or DHCP mode) WAN Connection Detection Mode.
<mode>
0: ARP Detect;
1: Ping Detect
-1 <ping ip> Set (PPP mode or DHCP mode) WAN Connection Detection Ping IP.
<ping ip>= ppp.qqq.rrr.sss: WAN Connection Detection Ping IP
-Ln Set (PPP mode) WAN Connection Detection TTL (1-255) value.

-E <sim pin code>

Set (DHCP mode) SIM PIN code (max. 19 characters).

-G <mode>

Set (DHCP mode) Network Mode.
<mode>

0: 4G/3G/2G;

1: 4G Only;

2: 3G Only;

3: 2G Only

-N <apn name>

Set (DHCP mode) APN Name (max. 47 characters)

-Un

(DHCP mode) MTU(1000-1440)

Example

>internet -M 1 -S tcom -u username -p password -a 0 -t -1 -1 0.0.0.0
WAN1 Internet Mode set to PPPoOE/PPPOA
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WAN1 ISP Name set to tcom

WAN1 Username set to username

WAN1 Password set successful

WAN1 PPP Authentication Type set to PAP/CHAP
WAN1 Idle timeout set to always-on

WAN1 Gateway IP set to 0.0.0.0

> internet -V

WAN1 Internet Mode:PPPoE

ISP Name: tcom

Username: username

Authentication: PAP/CHAP

Idle Timeout: -1

WAN 1P: Dynamic IP

> internet -W 1 -M 1 -u linkl -p linkl -a 0
You are going to watching and setting in WAN 1
WAN1 Internet Mode set to PPPoE/PPPOA

WAN1 Username set to linkl

WAN1 Password set successful

WAN1 PPP Authentication Type set to PAP/CHAP

>

Telnet Command: ip pubsubnet

This command allows users to enable or disable the IP routing subnet for your router.

Syntax
ip pubsubnet <Enable/Disable>

Syntax Description

Parameter Description

Enable Enable the function.

Disable Disable the function.
Example

> ip 2ndsubnet enable
public subnet enabled!

Telnet Command: ip pubaddr
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This command allows to set the IP routed subnet for the router.

Syntax
ip pubaddr ?
ip pubaddr <public subnet IP address>

Syntax Description

Parameter Description

? Display an IP address which allows users set as the public subnet IP
address.

public subnet IP address Specify an IP address. The system will set the one that you specified
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as the public subnet IP address.

Example

> ip pubaddr ?

% Now: 192.168.0.1

% ip addr <public subnet IP address>

> ip pubaddr 192.168.
% Set public subnet IP address done 11!

2.5

Telnet Command: ip pubmask

This command allows users to set the mask for IP routed subnet of your router.

Syntax
ip pubmask ?

ip pubmask <public subnet mask>

Syntax Description

Parameter

Description

?

Display an IP address which allows users set as the public subnet
mask.

public subnet IP address

Specify a subnet mask. The system will set the one that you
specified as the public subnet mask.

Example

> ip pubmask ?
% ip pubmask <public
% Now: 255.255.255.0

> ip pubmask 255.255.
% Set public subnet mask done 111!

subnet mask>

0.0

Telnet Command: ip aux

This command is used for configuring WAN IP Alias.

Syntax

ip aux add [IP] [Join to NAT Pool][wanX]

ip aux remove [index]

Syntax Description

Parameter Description

add Create a new WAN IP address.

remove Delete an existed WAN IP address.

IP It means the auxiliary WAN IP address.

Join to NAT Pool

0 (disable) or 1 (enable).

wanX

Add or remove an address for WAN interface.

index

Type the index number of the table displayed on your screen.

Vigor2765 Series User’s Guide



Example

> ip aux add 192.168.1.65 1
% 192.168.1.65 has added in index 3.

When you type ip aux?, the current auxiliary WAN IP Address table will be shown as the

following:
Index no. Status IP address 1P pool
1 Enable 172.16.3.229Yes
2 Enable 172.16.3.56 No
3 Enable 172.16.3.113No

Telnet Command: ip addr

This command allows users to set/add a specified LAN IP your router.

Syntax
ip addr [IP address]

Syntax Description

Parameter Description
IP address The LAN IP address.
Example

>ip addr 192.168.50.1
% Set IP address OK 111

Qo

Info When the LAN IP address is changed, the start IP address of DHCP server are
still the same. To make the IP assignment of the DHCP server being
consistent with this new IP address (they should be in the same network
segment), the IP address of the PC must be fixed with the same LAN IP
address (network segment) set by this command for accessing into the web
user interface of the router. Later, modify the start addresses for the DHCP
server.

Telnet Command: ip nmask

This command allows users to set/add a specified netmask for your router.

Syntax

ip nmask [IP netmask]

Syntax Description

Parameter Description
IP netmask The netmask of LAN IP.
Example
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> ip nmask 255.255.0.0
% Set IP netmask OK 111!

Telnet Command: ip arp

ARP displays the matching condition for IP and MAC address.

Syntax

ip arp add [IP address] [MAC address] [LAN or WAN]
ip arp del [IP address] [LAN or WAN]

ip arp flush

ip arp status

ip arp accept [0/1/2/3/4/5status]

ip arp setCacheLife [time]

In which, arp add allows users to add a new IP address into the ARP table; arp del allows users
to remove an IP address; arp flush allows users to clear arp cache; arp status allows users to
review current status for the arp table; arp accept allows to accept or reject the source
/destination MAC address; arp setCachelLife allows users to configure the duration in which
ARP caches can be stored on the system. If ip arp setCacheLife is set with “60”, it means you
have an ARP cache at 0 second. Sixty seconds later without any ARP messages received, the
system will think such ARP cache is expired. The system will issue a few ARP request to see if

this cache is still valid.

Syntax Description

Parameter Description

IP address It means the LAN IP address.

MAC address It means the MAC address of your router.

LAN or WAN It indicates the direction for the arp function.

0/1/2/3/4/5 0: disable to accept illegal source mac address
1: enable to accept illegal source mac address
2: disable to accept illegal dest mac address
3: enable to accept illegal dest mac address
4: Decline VRRP mac into arp table
5: Accept VRRP mac into arp table
status: display the setting status.

Time Available settings will be 10, 20, 30,....2550 seconds.

Example

> ip arp status
[ARP Table]

Index IP Address MAC Address

Port

1 192.168.1.5 00-05-5D-E4-D8-EE
VLANO P1
>

Netbios Name

Interface VLAN

LAN1
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Telnet Command: ip dhcpc

This command is available for WAN DHCP.

Syntax

ip dhcpc option

ip dhcpce option -h|l

ip dhcpc option -d [idx]

ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option humber] -v [option value]

ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option number] -x "[option value]"

ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option humber] -a [option value]

ip dhcpc option -u [idx unmber]

ip dhcpc release [wan number]

ip dhcpe renew [wan number]

ip dhcpc status

Syntax Description

Parameter

Description

option

It is an optional setting for DHCP server.

-h: display usage

-1: list all custom set DHCP options

-d: delete custom dhcp client option by index number
-e: enable/disable option feature, 1:enable, 0:disable
-w: set WAN number (e.g., 1=WAN1)

-c: set option number: 0~255

-v: set option value by string

-X: set option value by raw byte (hex)

-u: update by index number

release

It means to release current WAN IP address.

renew

It means to renew the WAN IP address and obtain another new one

status

It displays current status of DHCP client.

Example

>ip dhcpc status

DHCP Server IP
WAN Ipm

WAN Netmask
WAN Gateway
Primary DNS
Secondary DNS
Leased Time
Leased Time T1
Leased Time T2
Leased Elapsed
Leased Elapsed T1

I/F#3 DHCP Client Status:

172.16.3.7

: 172.16.3.40

: 255.255.255.0
172.16.3.1

: 168.95.192.1

: 0.0.0.0

: 259200

: 129600

: 226800

: 259194
129594
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‘Leased Elapsed T2 : 226794

Telnet Command: ip ping

This command allows users to ping IP address of WAN1/WAN?2 for verifying if the WAN
connection is OK or not.

Syntax
ip ping [IP address] [WAN1/WAN2]

Syntax Description

Parameter Description
IP address It means the WAN IP address.
WAN1/WAN2 It means the WAN interface that the above IP address passes
through.
Example

>ip ping 172.16.3.229 WAN1

Pinging 172.16.3.229 with 64 bytes of Data:

Receive reply from 172.16.3.229, time=0ms

Receive reply from 172.16.3.229, time=0ms

Receive reply from 172.16.3.229, time=0ms

Packets: Sent = 5, Received = 5, Lost = 0 <0% loss>

Telnet Command: ip tracert
This command allows users to trace the routes from the router to the host.
ip tracert [Host/IP address] [WAN1/WAN2/WAN3/WAN4/WAN5] [Udp/Icmp]

Syntax Description

Parameter Description
IP address The target IP address.
WAN1/WAN2 It means the WAN port that the above IP address passes through.
Udp/Ilcmp The UDP or ICMP.
Example

>ip tracert 22.128.2.62 WAN1
Traceroute to 22.128.2.62, 30 hops max
172.16.3.7 10ms

172.16.1.2 10ms

Request Time out.

168.95.90.6650ms

211.22.38.134 50ms
220.128.2.6250ms

Trace complete

o U, WN P

Telnet Command: ip telnet

This command allows users to access specified device by telnet.

Syntax
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ip telnet [IP address][Port]

Syntax Description

Parameter Description
IP address Type the WAN or LAN IP address of the remote device.
Port Type a port number (e.g., 23).

Available settings: 0 ~65535.

Example

>ip telnet 172.17.3.252 23
>

Telnet Command: ip rip

This command allows users to set the RIP (routing information protocol) of IP.

Syntax
ip rip [0/1/2]

Syntax Description

Parameter Description

0/1/2 0 means disable;
1 means LAN1 and 2 means IP Routed.

Example

>iaprip 1
%% Set RIP LAN1.

Telnet Command: ip wanrip

This command allows users to set the RIP (routing information protocol) of WAN IP.

Syntax
ip wanrip [ifno] -e [0/1]

Syntax Description

Parameter Description

ifno It means the connection interface.
1: WAN1,2: WAN2, 3: PVC3,4: PVC4,5: PVC5
Note: PVC3 ~PVC5 are virtual WANs.

-e It means to disable or enable RIP setting for specified WAN
interface.

1: Enable the function of setting RIP of WAN IP.
0: Disable the function.

Example
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> ip wanrip ?
Valid ex:ip wanrip <ifno> -e <0/1>
<ifno> 1: WAN1,2: WAN2

3: PVC3,4: PVC4,5: PVC5
-e <0/1> O0: disable, 1: enable
Now status:
WAN[1] Rip Protocol disable
WAN[2] Rip Protocol disable
WAN[3] Rip Protocol disable
WAN[4] Rip Protocol disable
WAN[5] Rip Protocol disable
> ip wanrip 5 -e 1
> ip wanrip ?
Valid ex:ip wanrip <ifno> -e <0/1>
<ifno> 1: WAN1,2: WAN2

3: PVC3,4: PVC4,5: PVC5
-e <0/1> O0: disable, 1: enable
Now status:
WAN[1] Rip Protocol disable
WAN[2] Rip Protocol disable
WAN[3] Rip Protocol disable
WAN[4] Rip Protocol disable
WAN[5] Rip Protocol enable
>

Telnet Command: ip route

This command allows users to set static route.

Syntax

ip route add [dst] [netmask][gateway][ifno][rtype]
ip route del [dst] [netmask][rtype]

ip route status

ip route cnc

ip route default [wan1/wan2/off/?]

ip route clean [1/0]

Syntax Description

Parameter Description
add It means to add an IP address as static route.
del It means to delete specified IP address.
status It means current status of static route.
dst It means the IP address of the destination.
netmask It means the netmask of the specified IP address.
gateway It means the gateway of the connected router.
ifno It means the connection interface.

3=WAN1, 4=WAN2, 5=WAN3, 6=WAN4
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rtype It means the type of the route.
default : default route;
static: static route.

cnc It means current IP range for CNC Network.
default Set WAN1/WAN2/off as current default route.
clean Clean all of the route settings.

1: Enable the function.
0: Disable the function.

Example

> ip route add 172.16.2.0 255.255.255.0 172.16.2.4 3 static
> ip route status

Codes: C - connected, S - static, R - RIP, * - default, ~ - private
C~ 192.168.9.0/ 255.255.255.0 is directly connected, DMZ

C~ 192.168.1.0/ 255.255.255.0 is directly connected, LAN1

S 172.16.2.0/ 255.255.255.0 via 172.16.2.4, WAN1
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Telnet Command: ip igmp_proxy

This command allows users to enable/disable igmp proxy server.

Syntax

ip igmp_proxy set

ip igmp_proxy reset

ip igmp_proxy wan

ip igmp_proxy query

ip igmp_proxy ppp [0/1]
ip igmp_proxy status

Syntax Description

Parameter Description

set It means to enable proxy server.

reset It means to disable proxy server.

wan It means to specify WAN interface for IGMP service.
query It means to set IGMP general query interval.

The default value is 125000 ms.

ppp 0 - No need to set IGMP with PPP header.
1 - Set IGMP with PPP header.
status It means to display current status for proxy server.
Example

This command is for setting IGMP General Query Interval
The default value is 125000 ms
Current Setting 1s:130000 ms
> ip igmp_proxy set
% ip igmp_proxy [set]reset]|wan]status], IGMP Proxy is ON
> ip igmp_proxy status
%% ip igmp_proxy [set]reset]wan]|status], IGMP Proxy is ON
%%% Egmp_proxy WAN:

239.255.255.250 state=1

239.255.255.250 timer=0
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Telnet Command: ip igmp_snoop

This command is used to enable/disable igmp snoop server.

Syntax

ip igmp_snoop enable

ip igmp_snoop disable

ip igmp_snoop status

ip igmp_snoop txquery [on]off] [v2]Vv3]
ip igmp_snoop chkleave [on]off]

ip igmp_snoop separate [on]off]

Syntax Description

Parameter Description

enable It means to enable proxy server.

disable It means to disable proxy server.

status It means to display current status for proxy server.

table Display the whole table of IGMP Snoop configuration.

txquery [on]off] [v2]v3] IGMP query will be sent out to LAN periodically.

mode [hw/sw] Make IGMP snooping work on software or hardware.

chkleave [on]off] Off - Vigor router will drop LEAVE if clients still on the same group.

separate [on]off] On - IGMP packets will be separated by NAT/Bridge mode.
Example

> ip igmp_snoop enable
% ip igmp snooping [enable]disable]status], IGMP Snooping is Enabled.

>

Telnet Command: ip igmp_fl

This command is used to enable/disable igmp fast leave.

Syntax

ip igmp_fl enable
ip igmp_fl disable
ip igmp_fl status

Syntax Description

Parameter Description

enable Enable IGMP fast leave.

disable Disable IGMP fast leave.

status Display current status of IGMP Fast Leave.
Example
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> ip igmp_Ffl enable
%% ip igmp_Ffl [enable|disable]status], IGMP Fast Leave is Enabled.

>

Telnet Command: ip dmz
Specify MAC address of certain device as the DMZ host.

Syntax

ip dmz [mac]

Syntax Description

Parameter Description

mac It means the MAC address of the device that you want to specify.
Example

>ip dmz ?

% ip dmz <mac>, now : 00-00-00-00-00-00
> ip dmz 11-22-33-44-55-66

> ip dmz ?

% ip dmz <mac>, now - 11-22-33-44-55-66
>

Telnet Command: ip dmzswitch
This command is to enable /disable private IP DMZ or Active True IP DMZ for DMZ host.

Syntax
ip dmzswitch off
ip dmzswitch private

ip dmaswitch active_trueip

Syntax Description

Parameter Description

off Disable the function of DMZ host.

private Enable private IP address of the DMZ host.

Active_trueip Enable active true IP address of the DMZ host.
Example

> ip dmzswitch ?
%% ip dmzswitch [off|private]active_trueip], DMZ is OFF
> ip dmzswitch private

%% ip dmzswitch [off|private|trueip]active_trueip], PRIVATE IP DMZ is
ON

> ip dmzswitch trueip
> ip dmzswitch active_trueip

%% ip dmzswitch [off|private|trueip]active_trueip], ACTIVE TRUE IP DMZ
is ON
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Telnet Command: ip session

This command allows users to set maximum session limit number for the specified IP; set
message for exceeding session limit and set how many seconds the IP session block works.

ip session on
ip session off
ip session default [num]

ip session defaultp2p [num]

ip session status

ip session show

ip session timer [num]

ip session [block/unblock][IP]
ip session [add/del][IP1-IP2][num][p2pnum]

Syntax Description

Parameter Description
on Turn on session limit for each IP.
off Turn off session limit for each IP.

default [num]

Set the default number of session num limit.

Defautlp2p [num]

Set the default number of session num limit for p2p.

status Display the current settings.
show Display all session limit settings in the IP range.
timer [num] Set when the IP session block works.

The unit is second.

[block/unblock][IP]

Block/unblock the specified IP address.
Block: The IP cannot access Internet through the router.
Unblock: The specified IP can access Internet through the router.

add Add the session limits in an IP range.

del Delete the session limits in an IP range.

IP1-1P2 It means the range of IP address specified for this command.

num It means the number of the session limits, e.g., 100.

p2pnum It means the number of the session limits, e.g., 50 for P2P.
Example

>ip session default 100

> ip session add 192.168.1.5-192.168.1.100 100 50

> ip session on

> Ip session status

IP range:
192.168.1.5 - 192.168.1.100 : 100
Current ip session limit is turn on

Current default session number is 100

Vigor2765 Series User’s Guide 579



Telnet Command: ip bandwidth
This command allows users to set maximum bandwidth limit number for the specified IP.
ip bandwidth on
ip bandwidth off
ip bandwidth default [tx_rate][rx_rate]
ip bandwidth status
ip bandwidth show
ip bandwidth [add/del] [IP1-IP2][tx][rx][shared]

Syntax Description

Parameter Description

on Turn on the IP bandwidth limit.

off Turn off the IP bandwidth limit.

default [tx_rate][rx_rate] Set default tx and rx rate of bandwidth limit. The range is from 0 -
65535 Kpbs.

status Display the current settings.

show Display all the bandwidth limits settings within the IP range.

add Add the bandwidth within the IP range.

del Delete the bandwidth within the IP range.

IP1-1P2 It means the range of IP address specified for this command.

tx Set transmission rate for bandwidth limit.

rx Set receiving rate for bandwidth limit.

shared It means that the bandwidth will be shared for the IP range.

Example

> ip bandwidth default 200 800
> ip bandwidth add 192.168.1.50-192.168.1.100 10 60
> ip bandwidth status

IP range:
192.168.1.50 - 192.168.1.100 : Tx:10K Rx:60K

Current ip Bandwidth limit is turn off

Auto adjustment is off

Telnet Command: ip bindmac
This command allows users to set IP-MAC binding for LAN host.
ip bindmac on
ip bindmac off

ip bindmac strict_on
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ip bindmac show

ip bindmac add [IP][MAC][Comment]

ip bindmac del [IP]/all

Syntax Description

Parameter Description

on Turn on IP bandmac policy. Even the IP is not in the policy table, it
can still access into network.

off Turn off all the bindmac policy.

strict_on It means that only those IP address in IP bindmac policy table can
access into network.

show Display the IP address and MAC address of the pair of binded one.

add Add one IP bindmac.

del Delete one IP bindmac.

IP Type the IP address for binding with specified MAC address.

MAC Type the MAC address for binding with the IP address specified.

Comment Type words as a brief description.

All Delete all the IP bindmac settings.

Example

> ip bindmac add 192.168.1.46 00:50:7f:22:33:55 just for test
> ip bindmac show

ip bind mac function is turned ON

IP : 192.168.1.46 bind MAC : 00-50-7f-22-33-55 Comment : just
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Telnet Command: ip maxnatuser

This command is used to set the maximum number of NAT users.

Syntax

ip maxnatuser user no

Syntax Description

Parameter Description
User no A number specified here means the total NAT users that Vigor router
supports.
0 - It means no limitation.
Example

> ip maxnatuser 100

% Max NAT user = 100

Telnet Command: ip policy_rt

This command is used to set the IP policy route profile.

Syntax

ip policy_rt [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

<command><parameter>|...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

General Setup for Policy Route

-i [value] Specify an index number for setting policy route profile.

Value: 1 to 60. “-1” means to get a free policy index automatically.
-e [0/1] 0: Disable the selected policy route profile.

1: Enable the selected policy route profile.
-0 [value] Determine the operation of the policy route.

Value:

add - Create a new policy rotue profile.

del - Remove an existed policy route profile.
edit - Modify an existed policy route profile.
flush - Reset policy route to default setting.

-1 [any/range]

Specify the source IP mode.
Range: Indicate a range of IP addresses.
Any: It means any IP address will be treated as source IP address.

-2
[any/ip_range/ip_subnet/do
main]

Specify the destination IP mode.

Any: No need to specify an IP address for any IP address will be
treated as destination IP address.

ip_range: Indicates a range of IP addresses.
ip_subnet: Indicates the IP subnet.
domain: Indicates the domain name.

-3 [any/range]

Specify the destination port mode.
Range: Indicate a range of port number.
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Any: It means any port number can be used as destination port.

-G [default/specific]

Specify the gateway mode.

-L [default/specific]

Specify the failover gateway mode.

-s [value] Indicate the source IP start.
Value: The type format shall be “Xxx.xxx.xxx.xxx”. (e.g, 192.168.1.0)
-S [value] Indicate the source IP end.
Value: The type format shall be “xxx.xxx.xxx.xxx”. (e.g,
192.168.1.100)
-d [value] Indicate the destination IP start.
Value: The type format shall be “Xxx.xxx.xxx.xxx”. (e.g, 192.168.2.0)
-D [value] Indicate the destination IP end.
Value: The type format shall be “xxx.xxx.xxx.xxx”. (e.g,
192.168.2.100)
-p [value] Indicate the destination port start.
Value: Type a number (1 ~ 65535) as the port start (e.g., 1000).
-P [value] Indicate the destination port end.
Value: Type a number (1 ~ 65535) as the port end (e.g., 2000).
-y [value] Indicate the priority of the policy route profile.
Value: Type a number (0 ~ 250). The default value is “150”.
-1 [value] Indicate the interface specified for the policy route profile.
Value: Available interfaces include,
LAN1 ~ LAN8, IP_Routed_Subnet,
DMZ_Subnet,
WAN1 ~ WANS5,
VPN_PROFILE_1 ~ VPN_PROFILE_100,
WAN_1 IP_ALIAS 1 ~WAN_ 4 IP_ALIAS 8
-g [value] Indicate the gateway IP address.
Value: The type format shall be “xxx.xxx.xxx.xxx”. (e.g, 192.168.3.1)
-1 [value] Indicate the failover IP address.
Value: The type format shall be “Xxx.xxx.xxx.xxx”. (e.g, 192.168.4.1)
-t [value] It means “protocol”.
Value: Available settings include “TCP”, “UDP”, “TCP/UDP”, “ICMP”
and “Any”.
-n [0/1] Indicates the function of “Force NAT”.
0: Disable the function.
1: Enable the function.
-a [0/1] Indicates to enable the function of failover.
0: Disable the function.
1: Enable the function.
-f [value] It means to specify the interface for failover.
Value: Avaialbe interfaces include,
NO_FAILOVER,
Default_WAN,
Policyl ~ Policy60
LAN1 ~ LAN8
IP_Routed_Subnet,
DMZ_Subnet,
WAN1 ~ WANS,
VPN_PROFILE_1 ~ VPN_PROFILE_100,
WAN_1_IP_ALIAS_1 ~ WAN_4_IP_ALIAS_8
-b [value] It means “failback”.
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Value: Available settings include,
0: Disable the function of “failback™.
1: Enable the function of “failback”.
-v: View current failback setting.

Diagnose for Policy Route

-s [value]

It means “source IP”.

Value: Available settings include:

Any: It indicates any IP address can be used as source IP address.
XXX XXX XXX XXX T The type format (e.g, 192.168.1.0).

-d [value]

It means “destination IP”.

Value : Available settings include:

Any: It indicates any IP address can be used as destination IP address.
XXX XXX XXX XXX: Specify an IP address.

-p [value]

It means “destination port”.
Value: Specify a number or type Any (indicating any number).

-t [value]

It means “protocol”.
Value: Available settings include “ICMP”, “TCP”, “UDP” and “Any”.

Example

of the mat

* Policy 1 (200)

> ip policy rt diagnose -s 192.168.1.100 -d any -p any -t ICMP

* Conclusion:The packet was dropped because the send-to interface

ched policy "policy 1" was inactive and there was no failover setting
> ip policy_rt -i -1 -0 add -1 range -s 192.168.1.10 -S 192.168.1.20 -2
ip_range —d 202.211.100.10 -D 202.211.100.20 -g 202.211.100.1 -1 WAN2

Telnet Command: ip lanDNSRes

This command is used to set LAN DNS profile.

Syntax

ip lanDNSRes [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command>
<parameter>]|..]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-a <IP Address>

Set IP Address that domain name mapped.

-c <CNAME>

Set CNAME value.

-d <address mapping index
number>

Delete the selected LAN DNS profile.
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-e <0/1> 0: disable the selected LAN DNS profile.
1: enable the selected LAN DNS profile.

-i <profile setting index Type the index number of the profile.
number>

-1 List the content of LAN DNS profile (including domain name, IP
address and message).

-n <domain name> Set domain name.

-p <profile name> Set profile name for LAN DNS.

-r Reset the settings for selected profile.

-5 <0/1> O:reply all 1:reply only same subnet packet

-z update LAN DNS config to DNS Cache
Example

>

ip lanDNSRes -i 1 -p test

% Configure Setl"s Profile:test
ip lanDNSRes -1 1 -1

% ldx: 1

% State: Disable

% Profile: test

% Domain Name:

\%

% ———————- Address Mapping Table --——----
% Not Set Address Mapping.
>

Telnet Command: ip dnsforward
This command is used to set LAN DNS profile for conditional DNS forwarding.

ip dnsforward [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.
<parameter>]|..] [...] means that you can type in several commands in one line.
-a <IP Address> Set forwarded DNS server IP Address.

-d <DNS server mapping Delete the selected LAN DNS profile.

index number>

-e <0/1> 0: disable such function.
1: enable such function.

-i <profile setting index Type the index number of the profile.
number>

-1 List the content of LAN DNS profile (including domain name, IP
address and message).

-n <domain name> Set domain name.

-p <profile name> Set profile name for LAN DNS.

-r Reset the settings for selected profile.
Example
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> ip dnsforward -i 1 -n ftp.drayTek.com
% Configure Setl"s DomainName:ftp.drayTek.com
> ip dnsforward -1 1 -a 172.16.1.1

% Configure Setl"s IP:172.16.1.1

> ip dnsforward -i 1 -1

% ldx: 1

% State: Disable

% Profile: test

% Domain Name: ftp.drayTek.com

% DNS Server IP: 172.16.1.1

>

Telnet Command: ip6 addr
This command allows users to set the IPv6 address for your router.
ip6 addr -s [prefix] [prefix-length] [LAN|WAN1|WAN2 |iface#]
ip6 addr -d [prefix] [prefix-length] [LAN|WAN1]|WAN2 |iface#]
ip6 addr -a [LAN]WAN1]JWAN2 |iface#]

Syntax Description

Parameter Description

-S It means to add a static ipv6 address.

-d It means to delete an ipv6 address.

-a It means to show current address(es) status.

-u It means to show only unicast addresses.

prefix It means to type the prefix number of IPv6 address.

prefix-length It means to type a fixed value as the length of the prefix.

LAN|JWAN1|WAN2 |iface# It means to specify LAN or WAN interface for such address.
Example

> ip6 addr -a

LAN

Unicast Address:

FE80: :250:7FFF:FE00:0/64 (Link)
Multicast Address:

FF02::2
FFO2::1:FFO00O:0
FFO2::1

Telnet Command: ip6 dhcp req_opt
This command is used to configure option-request settings for DHCPv6 client.
ip6 dhcp req_opt [LAN|WAN1|WAN2|iface#] [-<command> <parameter>| ... ]

Syntax Description

Parameter Description

req_opt It means option-request.
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LAN|WAN1|WAN2 | iface#

It means to specify LAN or WAN interface for such address.

[<command>
<parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-a It means to show current DHCPv6 status.

-S It means to ask the SIP.

-S It means to ask the SIP name.

-d It means to ask the DNS setting.

-D It means to ask the DNS name.

-n It means to ask NTP.

-i It means to ask NIS.

-1 It means to ask NIS name.

-p It means to ask NISP.

-P It means to ask NISP name.

-b It means to ask BCMCS.

-B It means to ask BCMCS name.

-r It means to ask refresh time.

Parameter 1: the parameter related to the request will be displayed.

0: the parameter related to the request will not be displayed.

Example

> ip6 dhcp req_opt WAN2 -S 1

vV Vv

% Interface WAN2
% sip name
>

ip6 dhcp reg_opt WAN2 -r 1
ip6 dhcp req_opt WAN2 -a
is set to request following DHCPv6 options:

Telnet Command: ip6 dhcp client
This command allows you to use DHCPv6 protocol to obtain IPv6 address from server.
ip6 dhcp client [WAN1|WAN?2|iface#] [-<command> <parameter>] ... ]

Syntax Description

Parameter Description
client It means the dhcp client settings.
[<command> The available commands with parameters are listed below.

<parameter>]|...]

[...] means that you can type in several commands in one line.

-a It means to show current DHCPv6 status.
-p [IAID] It means to request identity association ID for Prefix Delegation.
-n [IAID] It means to request identity association ID for Non-temporary

Address.

-c [parameter]

It means to send rapid commit to server.

-i [parameter]

It means to send information request to server.

-e[parameter]

It means to enable or disable the DHCPv6 client.
1: Enable
0: Disable
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Example

> system reboot

> ip6 dhcp client WAN2 —p 2008::1
> ip6 dhcp client WAN2 -a
Interface WAN2 has following DHCPv6 client settings:
DHCPv6 client enabled
request IA PD whose IAID equals to 2008
> ip6 dhcp client WAN2 —n 1023456
> ip6 dhcp client WAN2 —-a
Interface WAN2 has following DHCPv6 client settings:
DHCPv6 client enabled
request IA _NA whose IAID equals to 2008

Telnet Command: ip6 dhcp server

This command allows you to configure DHCPv6 server.

ip6 dhcp server [-<command> <parameter>| ... ]

Syntax Description

Parameter Description
server It means the dhcp server settings.
[<command> The available commands with parameters are listed below.

<parameter>]...]

[...] means that you can type in several commands in one line.

-a

It means to show current DHCPv6 status.

-i<pool_min_addr>

It means to set the start IPv6 address of the address pool.

-x<pool_max_addr>

It means to set the end IPv6 address of the address pool.

-d<addr> It means to set the first DNS IPv6 address.
-D<addr> It means to set the second DNS IPv6 address.
-c<parameter> It means to send rapid commit to server.
1: Enable
0: Disable
-e<parameter> It means to enable or disable the DHCPv6 server.
1: Enable
0: Disable
Example
> ip6 dhcp server -d FF02::1
> ip6 dhcp server -i ff02::1
> ip6 dhcp server -x ff02::3
> ip6 dhcp server -a

S

X

% Interface LAN has following DHCPv6 server settings:

% DHCPv6 server disabled
% maximum address of the pool: FF02::3
% minimum address of the pool: FF02::1

0 1st DNS IPv6 Addr: FFO02::1

Vigor2765 Series User’s Guide




Telnet Command: ip6 internet

This command allows you to configure settings for accessing Internet.

Syntax

ip6 internet -W n -M n [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

-Wn

W means to set WAN interface and n means different selections.
Default is WAN1.

n=1: WAN1

n=2: WAN2

n=3: WAN3

n=X: WANXx

M means to set Internet Access Mode (Mandatory) and n means
different modes (represented by 0 - 5)

n= 0: Offline,

: PPP,

: TSPC,

- AlCCU,

: Static
: 6in4-Static
=7: 6rd

TAT DT
NoOoUhwWNE
o
I
(@]

e
<
o

=]
|

[<command>
<parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

For 6rd

-Cn Set 6rd Connection Mode.
n = 0: Auto
n = 1: Static.

-s [server] Set 6rd IPv4 Border Relay.
server= |Pv4 address

-mn Set 6rd IPv4 address mask length.
n=1 to 32.

-p [prefix] Set 6rd IPv6 prefix.
prefix= IPv6 address

-I'n Set 6rd IPv6 prefix length.
n=1 to 64.

For 6in4

-s [server] Set 6in4 Remote Endpoint IPv4 Address.
server= IPv4 address

-1 [IPv6 Addr] Set 6in4 IPv6 Address.
IPv6 Addr= IPv6 address.

-Pn Set 6in4 1Pv6 WAN prefix length.
n=1 to 64. (Default number is 64)

-p [prefix] Set 6in4 LAN Routed Prefix.
prefix= IPv6 address

-I'n Set 6in4 LAN Routed Prefix length.

n=1 to 64. (Default number is 64)
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-Tn

Set 6in4 Tunnel TTL.
n=1 to 255. (Default number is 255)

For TSPC/AICCU

-u [username]

Set Username (max. 63 characters).

-P [password]

Set Password (max. 63 characters).

-s [server] Set Tunnel Server IP.
server= IPv4 Address or URL (max. 63 characters).
For AICCU
-p [prefix] Set Subnet Prefix (AICCU).
prefix=IPv6 address.
-In Subnet Prefix length (AICCU)
n=1 to 64. (Default number is 64).
-0 [0/1] Set AICCU always on. On =1, Off = 0.
-f [Tunnel ID] Set AICCU tunnel ID.
Tunnel ID= the number (e.g., T345678) offered by tunnel broker.
For Static
-w [addr] Set Default Gateway.
Addr= IPv6 address.
For others
-d <server> Set 1st DNS Server IP
server= |Pv6 Address.
-D <server> Set 2nd DNS Server IP.
server= IPv6 Address.
-t <dhcp/ra/none> Set ipv6 PPP WAN test mode for DHCP or RA.
-V View IPv6 Internet Access Profile.
-k Dial the Tunnel on the WAN.
-j Drop the Tunnel on the WAN.
-rn Set Prefix State Machine RA timeout.
n=any value (default is 15), (unit: second)
-cn Set Prefix State Machine DHCPv6 Client timeout.
n=any value (default is 15), (unit: second)
-q [value] Set WAN detection mode.
0: NS Detect.
1: Ping Detect.
2: Always On.
-z [value] Set Ping Detect TTL.

value= 0 ~ 255.

-X [hostname/IPv6 address]

Set Ping Detect Host (hostname or IPv6 address).

-1 [interval] Set ipv6 connection interval.
Interval = 1500-60000 (unit:10ms).
-b [0/1] Enable DNSv6 based on DHCPV6.
0= off
1=on
Example
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This setting will take effect after rebooting.

Please use ''sys reboot”™ command to reboot the router.
>

> ip6 internet -W 1 -M 2 -u userid -p passwd -s broker.freenet6.net

Telnet Command: ip6 neigh

This command allows you to display IPv6 neighbour table.

Syntax

ip6 neigh -s [inet6_addr] [eth_addr] [LAN1]LAN2]... |LAN4]WAN1]WAN2]USB1]USB2]
ip6 neigh -d [inet6_addr] [LAN1JLAN2]...]LAN4 ]| WAN1|WAN2]USB1]USB2]
ip6 neigh -a [inet6_addr] [-N LANL|LAN2]... ] LAN4|WAN1|WAN2]USB1]USB2]

Syntax Description

Parameter Description

-S It means to add a neighbour.

-d It means to delete a neighbour.

-a It means to show neighbour status.

inet6_addr Type an IPv6 address

eth_addr Type submask address.

LAN | WAN1 | WAN2 Specify an interface for the neighbor.
Example

> ip6 neigh -s 2001:2222:3333::1111 00:50:7F:11:ac:22:WAN2
Neighbour 2001:2222:3333::1111 successfully added!
> ip6 neigh -a

1/F ADDR MAC STATE
LAN FFO2::1 33-33-00-00-00-01 CONNECTED
WAN2 2001:5C0:1400:B::10B8 00-00-00-00-00-00 CONNECTED
WAN2 2001:2222:3333::1111 00-00-00-00-00-00 CONNECTED
WAN2 2001:2222:6666::1111 00-00-00-00-00-00 CONNECTED
WAN2 :: 00-00-00-00-00-00 CONNECTED
LAN :: NONE

>
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Telnet Command: ip6 pneigh

This command allows you to add a proxy neighbour.

Syntax

ip6 pneigh -s inet6_addr [LAN1|LAN2]...|LAN4|WAN1]WAN2|USB1]USB2]

ip6 pneigh -d inet6_addr [LAN1|LAN2]...]LAN4]WAN1|WAN2|USB1]USB2]

ip6 pneigh -a [inet6_addr] [-N LANL1]LAN2]...|LAN4 | WAN1]WAN2]USB1]USB2]

Syntax Description

Parameter Description

-S It means to add a proxy neighbour.

-d It means to delete a proxy neighbour.

-a It means to show proxy neighbour status.
inet6_addr Type an IPv6 address
LAN1|LAN2]...]LAN4|W | Specify an interface for the proxy neighbor.
AN1]WAN2]USB1|USB2

Example

> Ip6 neigh -s FE80::250:7FFF:FE12:300 LAN
% Neighbour FE80::250:7FFF:FE12:300 successfully added!

Telnet Command: ip6 route

This command allows you to

Syntax

ip6 route -s [prefix] [prefix-length] [gateway] [LAN]|WAN1|WAN2|iface#> [-D]

ip6 route -s [prefix] [prefix-length] [gateway] [LAN1]LANZ2]...|LAN4|WANL1|WAN2|
USB1]USB2|VPN1]...|VPN32] [-D]

ip6 route -d [prefix] [prefix-length]

ip6 route -a LAN1|LAN2]... | LAN4|WAN1|WAN2]USB1|USB2]VPN1]...]VPN32]

Syntax Description

Parameter Description
-S It means to add a route.
-d It means to delete a route.
-a It means to show the route status.
-D It means that such route will be treated as the default route.
prefix It means to type the prefix number of IPv6 address.
prefix-length It means to type a fixed value as the length of the prefix.
gateway It means the gateway of the router.
LAN1JLAN2]...|LAN4JWAN1]| It means to specify LAN or WAN interface for such address.
WAN2]USB1JUSB2]VPN1]...|V
PN32]

Example
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> ip6 route -s FE80::250:7FFF:FE12:500 16 FE80::250:7FFF:FE12:100 LAN

% Route FE80::250:7FFF:FE12:500/16 successfully added!

> ip6 route -a LAN

PREFIX/PREFIX-LEN _EXPIRES_ _NEXT-HOP_ I/F METRIC STATE FLAGS

FE80::/128 LAN 0 UNICAST U
0

FE80: :250:7FFF:FE00:0/128 LAN 0 UNICAST U
0

FE80::/64 LAN 256  UNICAST U
0

FE80::/16 LAN 1024 UNICAST UGA
0 FE80::250:7FFF:FE12:100

FF02::1/128 LAN O UNICAST uc
0] FFO2::1

FF00::/8 LAN 256  UNICAST U
0

::/0 LAN -1 UNREACHABLE !
0

Telnet Command: ip6 ping

This command allows you to pin an IPv6 address or a host.

Syntax

ip6 ping [IPV6 address/Host] [LAN1]LAN2]...|LAN4|WAN1JWAN2|USB1]|USB2][send count]
[data_size(1~1452)]

Syntax Description

Parameter Description

IPV6 address/Host It means to specify the IPv6 address or host for ping.

LAN1]JLAN2]...]LAN4JWAN1 | It means to specify LAN or WAN interface for such address.
|WAN2]USB1|USB2

Example

> ip6 ping 2001:4860:4860::8888 WAN2
Pinging 2001:4860:4860::8888 with 64 bytes of Data:

Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms

Packets: Sent = 5, Received = 5, Lost = 0 <% loss>
>
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Telnet Command: ip6 tracert
This command allows you to trace the routes from the router to the host.
ip6 tracert [IPV6 address/Host] [LAN1]LAN2]...]LAN4|WAN1]WAN2]USB1]USB2]

Syntax Description

Parameter Description

IPV6 address/Host It means to specify the IPv6 address or host for ping.

LAN1JLAN2]...]LAN4AJWAN1 | It means to specify LAN or WAN interface for such address.
| WAN2 | USB1]USB2

Example

> Ip6 tracert 2001:4860:4860::8888
traceroute to 2001:4860:4860::8888, 30 hops max through protocol ICMP
1 2001:5C0:1400:B:-:10B8 340 ms

2 2001:4DE0O:1000:A22::1 330 ms
3 2001:4DEO:A::1 330 ms
4 2001:4DE0:1000:34::1 340 ms
5 2001:7F8:1: :A501:5169:1 330 ms
6 2001:4860::1:0:4B3 350 ms
7 2001:4860::8:0:2DAF 330 ms
8 2001:4860::2:0:66F 340 ms
9 Request timed out. *

10 2001:4860:4860::8888 350 ms

Trace complete.
>

Telnet Command: ip6 tspc

This command allows you to display TSPC status.

Syntax
ip6 tspc [ifno]

Syntax Description

Parameter Description

ifno It means the connection interface.
Ifno=1 (means WAN1)
Info=2 (means WAN2) ... etc.

Example

> ip6 tspc 2

Local Endpoint v4 Address : 111.243.177.223

Local Endpoint v6 Address : 2001:05c0:1400:000b:0000:0000:0000:10b9
Router DNS name : 8886666 .broker.freenet6.net

Remote Endpoint v4 Address :81.171.72.11

Remote Endpoint v6 Address : 2001:05c0:1400:000b:0000:0000:0000:10b8
Tspc Prefixlen : 56

Tunnel Broker: Amsterdam.freenet.net
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Status: Connected

>

Telnet Command: ip6 radvd

This command allows you to enable or disable RADVD server.

Syntax
Ip6 radvd [LAN1]LAN2]...JLAN4] [-<command> <parameter>] ... ]
ip6 radvd [R]u]

Syntax Description

Parameter Description

LAN1|LAN2]...]LAN4 It means to specify LAN interface for such address.

<command> <parameter>

-S It means to enable or disable the default lifetime of the RADVD
server.

1: Enable the RADVD server.
0: Disable the RADVD server.

-D <1/0> Enable/Disable the RDNSS.

-d <lifetime> Set the default lifetime for RADVD server.

-i <lifetime> Set the mininum interval time(sec) for RADVD server.
-1 <lifetime> Set the maximum interval time(sec) for RADVD server.
Lifetime It means to set the lifetime.

The lifetime associated with the default router in units of seconds.
It’s used to control the lifetime of the prefix. The maximum value

corresponds to 18.2 hours. A lifetime of 0 indicates that the router
is not a default router and should not appear on the default router
list.

Type the number (unit: second) you want.

-h <hoplimit> Set hop limit for RADVD server.

-m <mtu/auto> Set MTU value for RADVD server.
Range: 1280-1500.
auto - auto select MTU from WAN.

-e <time> Set reachable time.
-a <time/infinity> Set retransmit timer /infinity.
-p <0/1/2> Set default preference Low/Medium/High for RADVD server.
-v View the RADVD server configuration.
-V It means to show the RADVD configuration.
-L <time/infinity>: Set prefix valid lifetime.
-P <time/infinity> Set prefix preferred lifetime.
-r [num] Make RADVD test for item [num].
num - O-default, 121:logo 121, 124:logo 124.
-R Reload Config and send RA for subnets.
-u View MTU on all interfaces.
Example
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> ip6 radvd LAN1 -v

% [LAN1] setting !

% Status : Enable
% RDNSS : Enable

% Default Lifetime : 1800 seconds
% min interval time: 200 seconds
% MAX interval time: 600 seconds

% Hop limit 64

% MTU - auto

% Reachable time : O

% Retransmit time : O

% Preference > Medium

% Prefix valid lifetime - 2592000

% Prefix preferred lifetime : 604800

Telnet Command: ip6 mngt
This command allows you to manage the settings for access list.
ip6 mngt list
ip6 mngt list [add<index> <prefix> <prefix-length>|remove <index>|flush]
ip6 mngt status
ip6 mngt [http|telnet|ping]https]ssh] [on]off]

Syntax Description

Parameter Description

list It means to show the setting information of the access list.
status It means to show the status of IPv6 management.

add It means to add an IPv6 address which can be used to execute

management through Internet.

index It means the number (1, 2 and 3) allowed to be configured for IPv6
management.

prefix It means to type the IPv6 address which will be used for accessing
Internet.

prefix-length It means to type a fixed value as the length of the prefix.

remove It means to remove (delete) the specified index number with IPv6
settings.

flush It means to clear the IPv6 access table.

http|telnet|ping|https|ssh | These protocols are used for accessing Internet.

on]off It means to enable (on) or disable (off) the Internet accessing
through http/telnet/ping.

Example

ip6 mngt list add 1 FE80::250:7FFF:FE12:1010 128
ip6 mngt list add 2 FE80::250:7FFF:FE12:1020 128
ip6 mngt list add 3 FE80::250:7FFF:FE12:2080 128
ip6 mngt list

% IPv6 Access List :

Index [IPv6 Prefix Prefix Length

vV V V V
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1 FE80::250:7FFF:FE12:1010 128
2 FE80: :250:7FFF:FE12:1020 128
3 FE80: :250:7FFF:FE12:2080 128

> ip6 mngt status
% IPv6 Remote Management :
telnet : off, http : off, ping : off

Telnet Command: ip6 online
This command allows you to check the online status of IPv6 LAN /WAN.
ip6 online [WAN1|WAN2|USB1]USB2]

Syntax Description

Parameter Description
WAN1|WAN2|USB1|USB2 It means the connection interface.
Example

> ip6 online WAN1

% WAN1 online status :
6 IPv6 WAN1 Disabled
¢ Default Gateway : ::
6 Interface : DOWN
6 UpTime : 0:00:00

XXX

% IPv6 DNS Server: :: Static
% IPv6 DNS Server: :: Static
% IPv6 DNS Server: :: Static

% Tx packets = 0, Tx bytes = 0, Rx packets = 0, Rx bytes = 0
% MTU Onlink: 1280 , Config MTU - O

Telnet Command: ip6 aiccu
This command allows you to view IPv6 settings for WAN interface with connection type of
AICCU.

Syntax
ip6 aiccu -i <ifno> -r

ip6 aiccu -i <ifno> -s

Syntax Description

Parameter Description
-r Reset the AICCU retry account for the specified interace.
ifno ifno=1, WAN1
ifno=2, WAN2
ifno=x, WANXx
-S Show the interface status.
Example

> ip6 aiccu -i 1 -r
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reset AICCU Retry Account OK!

>

Telnet Command: ip6 ntp
This command allows you to set IPv6 settings for NTP (Network Time Protocols) server.
ip6 ntp -h
ip6 ntp -v
ip6 ntp -p [0/1]

Syntax Description

Parameter Description
-h It is used to display the usage of such command.
-v It is used to show the NTP state.
-p <0/1> It is used to specify NTP server for IPv6.
0 - Auto
1 - First Query IPv6 NTP Server.

Example

> ip6 ntp -p 1
% Set NTP Priority: IPv6 First

Telnet Command: ip6 lan

This command allows you to configure settings for IPv6 LAN.

Syntax

ip6 lan -1 n [-<l:w:d:D:m:o0:s> <parameter> | ... ]

Syntax Description

Parameter Description

-h It is used to display the usage of such command.

<l:w:d:D:m:o:s ><parameter> The following lists all of the available commands with parameters.

-I'n Select LAN interface to be set.
n = 1: LAN]. Default is LAN1.

n =2: LAN2

n = x: LANX

-w n Select WAN interface to be primary.

n =0: None

n=1: WAN1

n = 2: WAN2

n = x: WANX.

-d <server> Set the first DNS Server IP.
<server>= IPv6 Addrress.

-D <server Set secondd DNS Server IP.

<server>= IPv6 Addrress.

-mn Set IPv6 LAN management. Default is SLAAC.
n=0: OFF

n = 1: SLAAC
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n = 2: DHCPVG.

-on Enable Other option(O-bit) flag. (O-bit is redundant when
management is DHCPV6)

n= 0: Disable

n=1: Enable.

-en: Add an extension WAN.

n =1: WAN1

n = 2: WAN2

n = x: WANX.

-En Delete an extension WAN.
n=1: WAN1

n = 2: WAN2

n = x: WANX.

-b map Set bit map(decimal) for extension WANs.
map = bit 0: WAN1

map = bit 1: WAN2

map = bit n: WAN(n+1)
-fn Disable IPv6.

n = 1: Disable IPv6

n = 0: Enable IPv6.

-sn Show IPv6 LAN setting.

n = 0: show all.
n=1: LAN1, 2: LAN2, ... x: LANx, 5: DMZ. Default is show all

Example

> ip6 lan -1 2 -w 1 -d 2001:4860:4860::8888 -0 1 -f 0 -s 2
% Set LAN2!
% Set primary WAN1!

Telnet Command: ipf view

IPF users to view the version of the IP filter, to view/set the log flag, to view the running IP
filter rules.

ipf view [-VcdhrtzZ]

Syntax Description

Parameter Description

-V It means to show the version of this IP filter.

-C It means to show the running call filter rules.

-d It means to show the running data filter rules.

-h It means to show the hit-number of the filter rules.

-r It means to show the running call and data filter rules.

-t It means to display all the information at one time.

-z It means to clear a filter rule’s statistics.

-Z It means to clear IP filter’s gross statistics.
Example

> ipf view -V -c -d
ipf: IP Filter: v3.3.1 (1824)
Kernel: 1P Filter: v3.3.1
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Running: yes

Log Flags: 0x80947278 = nonip

Default: pass all, Logging: available

Telnet Command: ipf set

This command is used to set general rule for firewall.

ipf set [Options]

ipf set [SET_NO] rule [RULE_NO] [Options]

Syntax Description

Parameter Description
Options There are several options provided here, such as -v, -c [SET_NO], -d
[SET_NOQ],... and etc.
SET_NO It means to specify the index number (from 1 to 12) of filter set.
RULE_NO It means to specify the index number (from 1 to 7) of filter rule set.
-v Type “-v” to view the configuration of general set.
-c [SET_NO] It means to setup Call Filter, e.g., -c 2. The range for the index
number you can type is “0” to “12” (0 means “disable).
-d [SET_NO] It means to setup Data Filter, e.g., -d 3. The range for the index
number you can type is “0” to “12” (0 means “disable).
-1 [VALUE] It means to setup Log Flag, e.g., -1 2
Type “0” to disable the log flag.
Type “1” to display the log of passed packet.
Type “2” to display the log of blocked packet.
Type “3” to display the log of non-matching packet.
- p [VALUE] It means to setup actions for packet not matching any rule, e.g., -p

1
Type “0” to let all the packets pass;
Type “1” to block all the packets.

-R [v4/v6] [Enable/Disable]

Accept routing packet from WAN., e.g.,

-R v4 0 : Set Accept routing packet from WAN by IPv4 is enable
-R v4 1 : Set Accept routing packet from WAN by IPv6 is disable
-R v6 0 : Set Accept routing packet from WAN by IPv4 is enable
-R v6 1 : Set Accept routing packet from WAN by IPv6 is disable

-L [VALUE]

Enable/Disable Strict Security Firewall, e.g., -L 1.
0:Disable, 1:Enable

-C [VALUE]

Setup the code page, e.g., -C 12.

Type 1 ~ 12 as the code page number. If “0” is set, the code page
setting is disabled.

-M [APPE_NO]

It means to configure APPE for the packets not matching with any
rule, e.g.,-M 1

Type “0” to let all the packets pass;
Type “1” to block all the packets.

-U [URL_NO]

It means to configure URL content filter for the packets not
matching with any rule, e.g., -U 1

Type “0” to let all the packets pass;
Type “1” to block all the packets.

-W [WEB_NO]

Setup WEB Content Filter for packet not matching any rule.

-D[ DNS_NO]

Setup DNS Filter for packet not matching any rule.
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-g [VALUE] Setup DNS Filter syslog.
Type “0” to disable the function.
Type “1” to enable the function.

-a [AD_SET] It means to configure the advanced settings.

-f [VALUE] It means to accept large incoming fragmented UDP or ICMP packets.

-E [VALUE] It means to set the maximum count (0 ~ 60000) for session
limitation.

-F [VALUE] It means to configure the load-balance policy.

-Q [VALUE] It means to set the QoS class.

Example

> ipf set -c 1 #set call filter start from set 1
Setting saved.

> ipf set -d 2 #set data filter start from set 2
Setting saved.
> ipf set -v

Call Filter: Enable (Start Filter Set
Data Filter: Enable (Start Filter Set
Log Flag : None

D
2)

Actions for packet not matching any rule:
Pass or Block : Pass
CodePage : ANSI(1252)-Latin 1
Max Sessions Limit: 60000
Current Sessions : O

Mac Bind IP : Non-Strict
QO0S Class : None
APP Enforcement : None

URL Content Filter: None
Load-Balance policy : Auto-select

CodePage : ANSI(1252)-Latin 1

Window size : 65535

Session timeout : 1440

DrayTek Banner : Enable

Apply 1P filter to VPN incoming packets : Enable

Accept large incoming fragmented UDP or ICMP packets: Enable
Strict Security Checking
[ JAPP Enforcement
>

Telnet Command: ipf rule
This command is used to set filter rule for firewall.
ipf rule s r [-<command> <parameter> | ...

ipfrulesr -v
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Syntax Description

Parameter Description
S Such word means Filter Set, range form 1~12.
r Such word means Filter Rule, range from 1~7.
<Command><parameter> The following lists all of the available commands with parameters.
-e It means to enable or disable the rule setting.

0- disable

1- enable
-S 0:g <obj> It means to specify source IP object and IP group.

o0 - indicates “object”.
g - indicates “group”.

obj - indicates index number of object or index number of group.
Available settings range from 1-192. For example, “-s g 3" means
the third source IP group profile.

-s U <Address Type> <Start IP | It means to configure source IP address including address type,
Address> <End IP Address> | | start IP address, end IP address and address mask.

<Address Mask> u - It means “user defined”.
Address Type - Type the number (representing different address
type).

0 - Subnet Address

1 - Single Address

2 - Any Address

3 - Range Address

Example:

Set Subnet Address => -s u 0 192.168.1.10 255.255.255.0
Set Single Address => -s u 1 192.168.1.10

Set Any Address =>-su?2

Set Range Address => -s u 3 192.168.1.10 192.168.1.15

-d u <Address Type> <Start IP | It means to configure destination IP address including address type,
Address> <End IP Address> | | start IP address, end IP address and address mask.

<Address Mask> u - It means “user defined”.
Address Type - Type the number (representing different address
type).

0 - Subnet Address

1 - Single Address

2 - Any Address

3 - Range Address

Example:

Set Subnet Address => -d u 0 192.168.1.10 255.255.255.0
Set Single Address => -d u 1 192.168.1.10

Set Any Address =>-d u 2

Set Range Address =>-d u 3 192.168.1.10 192.168.1.15

-d 0:g <obj> It means to specify destination IP object and IP group.
o0 - indicates “object”.
g - indicates “group”

<obj>- indicates index number of object or index number of group.
Available settings range from 1-192. For example, “-d g 1" means
the first destination IP group profile.

-S 0:g <obj> It means to specify Service Type object and IP group.
o - indicates “object”.
g - indicates “group”
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<obj> - indicates index number of object or index number of group.
Available settings range from 1-96. For example, “-S 0 1" means the
first service type object profile.

-S u <protocol> It means to configure advanced settings for Service Type, such as
<source_port__value> protocol and port range.
<destination_port_vale> u - it means “user defined”.

<protocol> - It means TCP(6),UDP(17), TCP/UDP(255).
<source_port__value> -
1 - Port OP, range is 0-3. 0:= =, 1:1=, 2:>, 3:<

3 - Port range of the Start Port Number, range is
1-65535.

5 - Port range of the End Port Number, range is 1-65535.
<destination_port_value>:
2 - Port OP, range is 0-3, 0:==, 1:1=, 2:>, 3:<

4 - Port range of the Start Port Number, range is
1-65535.

6 - Port range of the End Port Number, range is 1-65535.

-F <index> <log flag> It means the Filter action you can specify.
index - Available settings contain:

0 -Pass Immediately,

1 - Block Immediately,

2 - Pass if no further match,

3 - Block if no further match.

log flag - 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-g <index> <log flag> It means the classification for QoS.
index - Available settings contain:
1- Class 1,
2 -Class 2,
3 -Class 3,
4 - Other

log flag - 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-l <wan> <log flag> It means to set load balance policy.

wan - Available settings contain 0 (means auto-select), 1 (means
WAN1), 2 (means WAN2) and 3 (means WAN3).

log flag - 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-E<index> It means to enable APP Enforcement for Strict Security Checking.
<index> - Available settings for APP Enforcement are:

0 - disable APP Enforcement.

1- enable APP Enforcement.

-a <index> <Log Flag> It means to specify which APP Enforcement profile will be applied.

<index> - Available settings range for APP Enforcement is 0 ~ 32.
“0” means no profile will be applied.

log flag - 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-u <index> <Log Flag> It means to specify which URL Content Filter profile will be applied.
<index> - Available settings range from 0 ~ 8. “0” means no profile
will be applied.

log flag- 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-w <index> <Log Flag> It means to specify which Web Content Filter profile will be applied.
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<index> - Available settings range from 0 ~ 8. “0”” means no profile
will be applied.

log flag- 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-n <index> <Log Flag>

It means to specify which DNS Filter profile will be applied.

<index> - Available settings range from 0 ~ 8. “0” means no profile
will be applied.

log flag- 0 means disable to save and display in Syslog; 1 means
enable to save and display in Syslog.

-C <0-20>

It means to set code page. Different number represents different
code page.

0. None

. ANSI(1250)-Central Europe

. ANSI(1251)-Cyrillic

. ANSI(1252)-Latin |

. ANSI(1253)-Greek

. ANSI(1254)-Turkish

. ANSI(1255)-Hebrew

. ANSI(1256)-Arabic

. ANSI(1257)-Baltic

. ANSI(1258)-Viet Nam

. OEM(437)-United States

. OEM(850)-Multilingual Latin |

. OEM(860)-Portuguese

. OEM(861)-Icelandic

. OEM(863)-Canadian French

. OEM(865)-Nordic

. ANSI/OEM(874)-Thai

. ANSI/OEM(932)-Japanese Shift-JIS
. ANSI/OEM(936)-Simplified Chinese GBK
. ANSI/OEM(949)-Korean

20. ANSI/OEM(950)-Traditional Chinese Big5

© 00 N O Ol & WO N -

el ol e N s el =
© 0N O U~ WN RO

-C <Windows Size>
<Session_Timeout>

It means to set Window size and Session timeout (Minute).
<Windows Size> - Available settings range from 1 ~ 65535.
<Session_Timeout> - Make the best utilization of network resources.

-M <Your Comments>

Set the content of the comments for a rule.

-V

It is used to show current filter/rule settings.

Example

> ipfrule 21 -e1 -M

Setting saved.
> ipf rule 2 1 -v

Filter Set 2 Rule 1:

Status : Enable
Comments: Your

"Your Comments"™ -s "o 1" -d "o 2" -S "o 1" -F "1 1"

Index(1-15) in Schedule Setup: <null>, <null>, <null>, <null>

Direction
Source IP

LAN -> WAN
Objectl,
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Service Type
Fragments

Pass or Block
Branch to Other Filter
Max Sessions Limit
Current Sessions
Mac Bind IP

Qos Class

APP Enforcement

URL Content Filter
WEB Content Filter
DNS Filter
Load-Balance policy
Log

CodePage
Window size
Session timeout
DrayTek Banner

[ JAPP Enforcement

Destination IP: Object2,
- TCP/UDPObjectl,
: Don"t Care

: Enable

Strict Security Checking

: Block Immediately
Set: None
: 60000
-0
: Non-Strict
: None
> None
None
None
- None
: Auto-select

: ANSI1(1252)-Latin 1
: 65535

- 1440

: Enable

Telnet Command: ipf flowtrack

This command is used to set and view flowtrack sessions.

ipf flowtrack set [-re]
ipf flowtrack view [-fb]
ipf flowtrack [-i][-p][-t]

Syntax Description

Parameter Description

-r It means to refresh the flowtrack.

-e It means to enable or disable the flowtrack.

-f It means to show the sessions state of flowtrack. If you do not
specify any IP address, then all the session state of flowtrack will be
displayed.

-b It means to show all of IP sessions state.

- i [IP address] It means to specify IP address (e.g,, -i 192.168.2.55).

-p[value] It means to type a port number (e.g., -p 1024).

Available settings are 0 ~ 65535.
-t [value] It means to specify a protocol (e.g., -t tcp).

Available settings include:
tep

udp

icmp
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Example

>ipf flowtrack set -r

Refresh the flowstate ok

> ipf flowtrack view -f

Start to show the flowtrack sessions state:

ORIGIN>> 192.168.1.11:59939 -> 8.8.8.8: 53 ,ifno=0

REPLY >> 8.8.8.8: 53 -> 192.168.1.11:59939 ,ifno=3
proto=17, age=93023180(3920), flag=203

ORIGIN>> 192.168.1.11:15073 -> 8.8.8.8: 53 ,ifno=0

REPLY >> 8.8.8.8: 53 -—> 192.168.1.11:15073 ,ifno=3
proto=17, age=93025100(2000), flag=203

ORIGIN>> 192.168.1.11: 7247 -> 8.8.8.8: 53 ,ifno=0

REPLY >> 8.8.8.8: 53 -> 192.168.1.11: 7247 ,ifno=3

proto=17, age=93020100(7000), flag=203
End to show the flowtrack sessions state
> ipf flowtrack set -e

Current flow_enable=0
> ipf flowtrack set -e

Curretn flow_enable=1

Telnet Command: Log

This command allows users to view log for WAN interface such as call log, IP filter log, flush
log buffer, etc.

log [-cfhiptwx?] [-Fa] c | f ] w]

Syntax Description

Parameter Description

-C It means to show the latest call log.
-f It means to show the IP filter log.

-F It means to show the flush log buffer.

a: flush all logs

c: flush the call log

f: flush the IP filter log
w: flush the WAN log

-h It means to show this usage help.

-p It means to show PPP/MP log.

-t It means to show all logs saved in the log buffer.

-W It means to show WAN log.

-X It means to show packet body hex dump.

Example

> log -w

25:36:25.580 ---->DHCP (WAN-5) Len = 548XID = 0x7880fdd4
Client IP = 0.0.0.0
Your IP = 0.0.0.0
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Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:33.580 ---->DHCP (WAN-5) Len = 548XID = 0x7880fdd4
Client IP = 0.0.0.0
Your 1P = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:41.580 ---->DHCP (WAN-5) Len = 548XID = 0x7880fdd4
Client IP = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:49.580 ---->DHCP (WAN-5) Len = 548XID = 0x7880fdd4
Client IP = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:57.580 ---->DHCP (WAN-5) Len = 548XID = 0x7880fdd4
Client IP = 0.0.0.0
Your IP = 0.0.0.0
--—- MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: mngt ftpport
This command allows users to set FTP port for management

mngt ftpport [FTP port]

Syntax Description
Parameter Description
FTP port It means to type the number for FTP port. The default setting is
21.
Example

> mngt ftpport 21
% Set FTP server port to 21 done

Telnet Command: mngt httpport
This command allows users to set HTTP port for management

mngt httpport [Http port]

Syntax Description

Parameter Description
Http port It means to enter the number for HTTP port. The default setting is
80.
Example
> mngt httpport 80
% Set web server port to 80 done.
607
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Telnet Command: mngt httpsport

This command allows users to set HTTPS port for management.

mngt httpsport [Https port]

Syntax Description

Parameter Description
Https port It means to type the number for HTTPS port. The default setting is
443.
Example

> mngt httpsport 443
% Set web server port to 443 done.

Telnet Command: mngt telnetport

This command allows users to set telnet port for management.
mngt telnetport [Telnet port]

Syntax Description

Parameter Description
Telnet port It means to type the number for telnet port. The default setting is
23.
Example

> mngt telnetport 23
% Set Telnet server port to 23 done.

Telnet Command: mngt sshport

This command allows users to set SSH port for management.

mngt sshport [ssh port]

Syntax Description

Parameter Description
ssh port It means to type the number for SSH port. The default setting is
22.
Example

> mngt sshport 23
% Set ssh port to 23 done.

Telnet Command: mngt noping
This command is used to pass or block Ping from LAN PC to the internet.
mngt noping [on]
mngt noping [off]
mngt noping [viewlog]

mngt noping [clearlog]
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Syntax Description

Parameter Description
on All PING packets will be forwarded from LAN PC to Internet.
off All PING packets will be blocked from LAN PC to Internet.
viewlog It means to display a log of ping action, including source MAC and
source IP.
clearlog It means to clear the log of ping action.
Example

> mngt noping off
No Ping Packet Out is OFF!!

Vigor2765 Series User’s Guide 609



610

Telnet Command: mngt defenseworm

This command can block specified port for passing through the router.

mngt defenseworm [on]

mngt defenseworm [off]

mngt defenseworm [add port]

mngt defenseworm [del port]

mngt defenseworm [viewlog]

mngt defenseworm [clearlog]

Syntax Description

Parameter Description
on It means to activate the function of defense worm packet out.
off It means to inactivate the function of defense worm packet out.
add port It means to add a new TCP port for block.
del port It means to delete a TCP port for block.
viewlog It means to display a log of defense worm packet, including source
MAC and source IP.
clearlog It means to remove the log of defense worm packet.
Example

> mngt defenseworm add 21

Add TCP port 21

Block TCP port list:
> mngt defenseworm del 21

Delete TCP port 21

Block TCP port list: 135, 137, 138, 139, 445

135, 137, 138, 139, 445, 21

Telnet Command: mngt rmtcfg

This command can allow the system administrators to login from the Internet. By default, it is

not allowed.
mngt rmtcfg [status]
mngt rmtcfg [enable]

mngt rmtcfg [disable]

mngt rmtcfg [http/https/ftp/telnet/ssh/tr069] [on/off]

Syntax Description

Parameter Description

status It means to display current setting for your reference.

enable It means to allow the system administrators to login from the
Internet.

disable It means to deny the system administrators to login from the

Internet.

http/https/ftp/telnet/ssh/t
r069

It means to specify one of the servers/protocols for enabling or
disabling.

on/off

on - enable the function.
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off - disable the function.

Example

> mngt rmtcfg ftp on

Enable server fail

Remote configure function has been disabled
please enable by enter mngt rmtcfg enable

> mngt rmtcfg enable

%% Remote configure function has been enabled.
> mngt rmtcfg ftp on

%% FTP server has been enabled.

Telnet Command: mngt lanaccess

This command allows users to manage accessing into Vigor router through LAN port.
mngt lanaccess -e [0/1] -s [value] -i [value]

mngt lanaccess -f

mngt lanaccess -d

mngt lanaccess -v

mngt lanaccess -h

Syntax Description

Parameter Description

-e[0/1] It means to enable/disable the function.
0-disable the function.
1-enable the function.

-s[value] It means to specify service offered.
Available values include:
FTP, HTTP, HTTPS, TELNET, SSH, None, All

-i[value] It means the interface which is allowed to access.
Available values include:

LAN2~LANG, DMZ, IP Routed Subnet, None, All

Note: LANL1 is always allowed for accessing into the router.

-f It means to flush all of the settings.

-d It means to restore the factory default settings.

-V It means to view current settings.

-h It means to get the usage of such command.
Example

> mngt lanaccess -e 1
> mngt lanaccess -s FTP,TELNET
> mngt lanaccess -i LAN3
>> mngt lanaccess -v
Current LAN Access Control Setting:
* Enable:Yes
* Service:
- FTP:Yes
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HTTP:No
HTTPS:No
TELNET:Yes
- SSH:No
* Subnet:
- LAN 2: disabled
- LAN 3: enabled
- LAN 4: disabled
- LAN 5: disabled
- LAN 6: disabled
- DMZ: disabled
- IP Routed Subnet: disabled

Note: the settings do NOT apply to LAN1, LAN1 is always allowed to access
the router

Telnet Command: mngt echoicmp

This command allows users to reject or accept PING packets from the Internet.
mngt echoicmp [enable]

mngt echoicmp [disable]

Syntax Description

Parameter Description

enable It means to accept the echo ICMP packet.

disable It means to drop the echo ICMP packet.
Example

> mngt echoicmp enable
%% Echo ICMP packet enabled.

Telnet Command: mngt accesslist

This command allows you to specify that the system administrator can login from a specific
host or network. A maximum of three IPs/subnet masks is allowed.

mngt accesslist list
mngt accesslist add [index][ip addr][mask]
mngt accesslist remove [index]

mngt accesslist flush

Syntax Description

Parameter Description

list It can display current setting for your reference.

add It means adding a new entry.

index It means to specify the number of the entry.

ip addr It means to specify an IP address.

mask It means to specify the subnet mask for the IP address.
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remove It means to delete the selected item.

flush It means to remove all the settings in the access list.

Example

> mngt accesslist add 1 192.168.1.89 255.255.255.0
%% Set OK.

> mngt accesslist list

%% Access list :

Index IP address Subnet mask

1 192.168.1.89 255.255.255.0

Telnet Command: mngt snmp
This command allows you to configure SNMP for management.

mngt snmp [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command>
<parameter>]...]

The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-e <1/2>

1: Enable the SNMP function.
2: Disable the SNMP function.

-g<Community name>

It means to set the name for getting community by typing a proper
character. (max. 23 characters)

-s <Community name>

It means to set community by typing a proper name. (max. 23
characters)

-m <IP address>

It means to set one host as the manager to execute SNMP function.
Please type in IPv4 address to specify certain host.

-t <Community name>

It means to set trap community by typing a proper name. (max. 23
characters)

-n <IP address>

It means to set the IPv4 address of the host that will receive the
trap community.

-T <seconds>

It means to set the trap timeout <0~999>.

-V

It means to list SNMP setting.

Example

>mngt snmp -e 1 -g draytek -s DK -m 192.168.1.1 -t trapcom -n 10.20.3.40

-T 88

SNMP Agent Turn onl!l!!

Get Community set to draytek

Set Community set to DK

Manager Host IP set to 192.168.1.1
Trap Community set to trapcom
Notification Host IP set to 10.20.3.40
Trap Timeout set to 88 seconds

Telnet Command: msubnet switch

This command is used to configure multi-subnet.
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msubnet switch [2/3/4][On/Off]

Syntax Description

Parameter Description

2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4= AN4

On/Off On means turning on the subnet for the specified LAN interface.
Off means turning off the subnet.

Example

> msubnet switch 2 On
% LAN2 Subnet On!

This setting will take effect after rebooting.
Please use ''sys reboot"” command to reboot the router.

Telnet Command: msubnet addr
This command is used to configure IP address for the specified LAN interface.
msubnet addr [2/3/4][IP address]

Syntax Description

Parameter Description
2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4=LAN4
IP address Type the private IP address for the specified LAN interface.
Example

> msubnet addr 2 192.168.5.1
% Set LAN2 subnet IP address done !!1!

This setting will take effect after rebooting.
Please use ''sys reboot”™ command to reboot the router.

Telnet Command: msubnet nmask
This command is used to configure net mask address for the specified LAN interface.
msubnet nmask [2/3/4][IP address]

Syntax Description

Parameter Description

2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
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4=LAN4

IP address Type the subnet mask address for the specified LAN interface.

Example

> msubnet nmask 2 255.255.0.0
% Set LAN2 subnet mask done 11!

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet status
This command is used to display current status of subnet.
msubnet status [2/3/4]

Syntax Description

Parameter Description
2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4=LAN4
Example

>msubnet status 2

% LANZ2 Off: 0.0.0.0/0.0.0.0, PPP Start IP: 0.0.0.60

% DHCP server: OFfF

% Dhcp Gateway: 0.0.0.0, Start IP: 0.0.0.10, Pool Count: 50

Telnet Command: msubnet dhcps
This command allows you to enable or disable DHCP server for the subnet.
msubnet dhcps [2/3/4][On/Off]

Syntax Description

Parameter Description

2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4= AN4

On/Off On means enabling the DHCP server for the specified LAN interface.
Off means disabling the DHCP server.

Example

>msubnet dhcps 3 off
% LAN3 Subnet DHCP Server disabled!

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet nat
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This command is used to configure the subnet for NAT or Routing usage.
msubnet nat [2/3/4] [On/Off]

Syntax Description

Parameter Description

2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4= AN4

On/Off On - It means the subnet will be configured for NAT usage.
Off - It means the subnet will be configured for Routing usage.

Example

>> msubnet nat 2 off
% LAN2 Subnet is for Routing usage!

%Note: 1T you have multiple WAN connections, please be reminded to setup
a Load-Balance policy so that packets from this subnet will be forwarded
to the right WAN interface!

This setting will take effect after rebooting.
Please use ''sys reboot"” command to reboot the router.

Telnet Command: msubnet gateway
This command is used to configure an IP address as the gateway used for subnet.

msubnet gateway [2/3/4] [Gateway IP]

Syntax Description

Parameter Description
2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4= AN4
Gateway IP Specify an IP address as the gateway IP.
Example

>msubnet gateway 2 192.168.1.13
% Set LAN2 Dhcp Gateway IP done 111!

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet ipcnt
This command is used to defined the total number allowed for each LAN interface.

msubnet ipcnt [2/3/4] [IP counts]

Syntax Description

Parameter Description
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2/3/4/5/6 It means LAN interface.

2=LAN2
3=LAN3
4=LAN4
IP counts Specify a total number of IP address allowed for each LAN interface.
The available range is from 0 to 220.
Example

>msubnet ipcnt 2 15
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: msubnet talk
This command is used to establish a route between two LAN interfaces.
msubnet talk [1/2/3/4] [1/2/3/4] [On/Off]

Syntax Description

Parameter Description

1/2/3/4 It means LAN interface.

1=LAN1
2=LAN2
3=LAN3
4=LAN4

Oon/0Off On - It means to establish a link for the selected LAN with others.

Off - It means to terminate the link.

Example

>
%

>
%
%
%
%
%
%
%
%

msubnet talk 1 2 on
Enable routing between LAN1 and LAN2!

This setting will take effect after rebooting.
Please use ''sys reboot"” command to reboot the router.

msubnet talk
msubnet talk <1/2/3/4> <1/2/3/4> <On/0ff>
where 1:LAN1, 2:LAN2, 3:LAN3, 4:LAN4

Now:
LAN1 LAN2 LAN3 LAN4
LAN1 \Y
LAN2 \Y \Y
LAN3 \Y
LAN4 \Y

Telnet Command: msubnet startip
This command is used to configure a starting IP address for DCHP.
msubnet startip [2/3/4] [Gateway IP]

Syntax Description
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Parameter Description
2/3/4 It means LAN interface.
2=LAN2
3=LAN3
4= AN4
Gateway IP Type an IP address as the starting IP address for a subnet.
Example

>msubnet startip 2 192.168.2.90
%Set LAN2 Dhcp Start IP done 11!

This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.

> msubnet startip ?

% msubnet startip <2/3/4> <Gateway IP>

% Now: LAN2 192.168.2.90; LAN3 192.168.3.10; LAN4 192.168.4.10;

Telnet Command: msubnet pppip
This command is used to configure a starting IP address for PPP connection.
msubnet pppip [2/3/4] [Start IP]

Syntax Description

Parameter Description
2/3/4 It means LAN interface.
2=LAN2
3=LAN3
4= AN4
Start IP Type an IP address as the starting IP address for PPP connection.
Example

> msubnet pppip 2 192.168.2.250
% Set LAN2 PPP(IPCP) Start IP done !}

This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

> msubnet pppip ?
% msubnet pppip <2/3/4> <Start IP>
% Now: LAN2 192.168.2.250; LAN3 192.168.3.200; LAN4 192.168.4.200

Telnet Command: msubnet nodetype
This command is used to specify the type for node which is required by DHCP option.
msubnet nodetype [2/3/4][count]

Syntax Description

Parameter Description

2/3/4 It means LAN interface.
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2=LAN2
3=LAN3
4=LAN4

count

1= B-node
2= P-node
4= M-node
8= H-node
0= Not specify any type for node.

Choose the following number for specifying different node type.

Example

>
%
%

%

%

%
%

%

msubnet nodetype ?
msubnet nodetype <2/3/4> <count>
Now: LAN2 O; LAN3 O; LAN4 O

count: 1. B-node 2. P-node 4. M-node 8. H-node

msubnet nodetype 2 1
Set LAN2 Dhcp Node Type done 111

msubnet nodetype ?

msubnet nodetype <2/3/4> <count>
Now: LAN2 1; LAN3 O; LAN4 O

count: 1. B-node 2. P-node 4. M-node 8. H-node

Telnet Command: msubnet primWINS
This command is used to configure primary WINS server.
msubnet primWINS [2/3/4] [WINS IP]

Syntax Description

Parameter Description
2/3/4 It means LAN interface.
2=LAN2
3=LAN3
4=LAN4
WINS IP Type the IP address as the WINS IP.
Example

%
%
>
%

%
%

>> msubnet primWINS ?

msubnet primWINS <2/3/4> <WINS 1P>

Now: LAN2 0.0.0.0; LAN3 0.0.0.0; LAN4 0.0.0.0
msubnet primWINS 2 192.168.3.5

Set LAN2 Dhcp Primary WINS 1P done 11!

msubnet primWINS ?
msubnet primWINS <2/3/4> <WINS 1P>

Now: LANZ 192.168.3.5; LAN3 0.0.0.0; LAN4 0.0.0.0
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Telnet Command: msubnet secWINS
This command is used to configure secondary WINS server.
msubnet secWINS [2/3/4] [WINS IP]

Syntax Description

Parameter Description
2/3/4 It means LAN interface.
2=LAN2
3=LAN3
4=LAN4
WINS IP Type the IP address as the WINS IP.
Example

>> msubnet secWINS 2 192.168.3.89
% Set LAN2 Dhcp Secondary WINS IP done 111!

> msubnet secWINS ?
% msubnet secWINS <2/3/74> <WINS IP>
% Now: LAN2 192.168.3.89; LAN3 0.0.0.0; LAN4 0.0.0.0
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Telnet Command: msubnet tftp

This command is used to set TFTP server for multi-subnet.
msubnet tftp [2/3/4] [TFTP server name]

Syntax Description

Parameter Description
2/3/4/5/6 It means LAN interface.
2=LAN2
3=LAN3
4=LAN4
TFTP server name Type a name to indicate the TFTP server.
Example
> msubnet tftp ?

%

%

%

%
%

msubnet tftp <2/3/4> <TFTP server name>
Now: LAN2

LAN3

LAN4

msubnet tftp 2 publish
Set LAN2 TFTP Server Name done 111!

msubnet tftp ?
msubnet tftp <2/3/4> <TFTP server name>
Now: LANZ publish

LAN3

LAN4

Telnet Command: msubnet mtu

This command allows you to configure MTU value for LAN/IP Routed Subnet.

msubnet mtu [interface][value]

Syntax Description

Parameter Description
interface Available settings include LAN1~LAN4, IP_Routed_Subnet.
value 1000 ~ 1508 (Bytes), default: 1500 (Bytes)
Example
> msubnet mtu LAN1 1492%

>

Set LAN1 subnet mtu as 1492

msubnet mtu ?

Usage:
>msubnet mtu <interface> <value>

<interface>: LAN1~LAN4,IP_Routed Subnet, <value>: 1000 ~ 1496
(Bytes), de
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fault: 1500 (Bytes)
e.X: >msubnet mtu LAN1 1492

Current Settings:

LAN1 MTU: 1492 (Bytes)
LAN2 MTU: 1500 (Bytes)
LAN3 MTU: 1500 (Bytes)
LAN4 MTU: 1500 (Bytes)

IP Routed Subnet MTU: 1500 (Bytes)

Telnet Command: object ip obj
This command is used to create an IP object profile.
object ip obj setdefault
object ip obj INDEX -v
object ip obj INDEX -n NAME
object ip obj INDEX -i INTERFACE
object ip obj INDEX -s INVERT
object ip obj INDEX -a TYPE [START_IP] [END/MASK_IP]

Syntax Description

622

Parameter Description
setdefault It means to return to default settings for all profiles.
INDEX It means the index number of the specified object profile.
-V It means to view the information of the specified object profile.
Example: object ip obj 1 -v
-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object ip obj 9 -n bruce
-i INTERFACE It means to define an interface for the IP object.
INTERFACE=0, means any
INTERFACE=1, means LAN
INTERFACE=3, means WAN
Example: object ip obj 8 -1 0O
-s INVERT It means to set invert seletion for the object profile.
INVERT=0, means disableing the function.
INVERT=1, means enabling the function.
Example: object ip obj 3 -s 1
-a TYPE It means to set the address type and IP for the IP object profile.
TYPE=0, means Mask
TYPE=1, means Single
TYPE=2, means Any
TYPE=3, means Rang
Example: object ip obj 3 -a 2
[START_IP] When the TYPE is set with 2, you have to type an IP address as a
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starting point and another IP address as end point.
Type an IP address.

[END/MASK_IP] Type an IP address (different with START_IP) as the end IP address.

Example

> object ip obj 1 -n marketing
> object ip obj 1 -a 1 192.168.1.45
> object ip obj 1 -v

IP Object Profile 1

Name :[marketing]

Interface:[Any]

Address type:[single]

Start ip address:[192.168.1.45]
End/Mask ip address:[0.0.0.0]
Invert Selection:[0]

Telnet Command: object ip grp
This command is used to integrate several IP objects under an IP group profile.
object ip grp setdefault
object ip grp INDEX -v
object ip grp INDEX -n NAME
object ip grp INDEX -i INTERFACE
object ip grp INDEX -a IP_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-v It means to view the information of the specified group profile.

Example: object ip grp 1 -v

-n NAME It means to define a name for the IP group.
NAME: Type a name with less than 15 characters.
Example: object ip grp 8 -n bruce

-i INTERFACE It means to define an interface for the IP group.
INTERFACE=0, means any

INTERFACE=1, means LAN

INTERFACE=2, means WAN

Example: object ip grp 3 -1 O

-a IP_OBJ_INDEX It means to specify IP object profiles for the group profile.
Example: object ip grp 3 -a 12 3 45

The IP object profiles with index number 1,2,3,4 and 5 will be group
under such profile.

Example

> object ip grp 2 -n First
IP Group Profile 2
Name :[First]
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Interface:[Any]

Included ip object index:
[0:1[0]

[1:1[0]

[2:1[0]

[3:1[0]

[4:1[0]

[5:1[0]

[6:1[0]

[7:1[0]

> object ipgrp 2 -1 1
> object ip grp 2 -a 1 2
IP Group Profile 2
Name :[First]
Interface:[Lan]
Included ip object index:
[0:-1I11
[1:1021
[2:1[0]
[3:1[0]
[4:1[0]
[5:1[0]
[6:1[0]
[7:1[0]
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Telnet Command: object ipv6 obj

This comman is used to create an IP object profile.

object ip obj setdefault
object ip obj INDEX -v

object ip obj INDEX -n NAME

object ip obj INDEX -i INTERFACE
object ip obj INDEX -s INVERT
object ip obj INDEX -a TYPE [START_IP] [END/MASK_IP]

Syntax Description

Parameter Description
setdefault It means to return to default settings for all profiles.
INDEX It means the index number of the specified object profile.
-V It means to view the information of the specified object profile.
Example: object ip obj 1 -v
-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object ip obj 9 -n bruce
-i INTERFACE It means to define an interface for the IP object.
INTERFACE=0, means any
INTERFACE=1, means LAN
INTERFACE=3, means WAN
Example: object ip obj 8 -1 0O
-s INVERT It means to set invert seletion for the object profile.
INVERT=0, means disableing the function.
INVERT=1, means enabling the function.
Example: object ip obj 3 -s 1
-a TYPE It means to set the address type and IP for the IP object profile.
TYPE=0, means Mask
TYPE=1, means Single
TYPE=2, means Any
TYPE=3, means Rang
Example: object ip obj 3 -a 2
[START_IP] When the TYPE is set with 2, you have to type an IP address as a

starting point and another IP address as end point.
Type an IP address.

[END/MASK_IP]

Type an IP address (different with START_IP) as the end IP address.

Example

> object ip obj 1 -n
> object ip obj 1 -a
> object ip obj 1 -v
IP Object Profile 1
Name :[marketing]
Interface:[Any]

marketing
1 192.168.1.45

Address type:[single]
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Start ip address:[192.168.1.45]
End/Mask ip address:[0.0.0.0]
Invert Selection:[0]

Telnet Command: object ipv6 grp
This command is used to integrate several IP objects under an IP group profile.
object ip grp setdefault
object ip grp INDEX -v
object ip grp INDEX -n NAME
object ip grp INDEX -i INTERFACE
object ip grp INDEX -a IP_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-v It means to view the information of the specified group profile.

Example: object ip grp 1 -v

-n NAME It means to define a name for the IP group.
NAME: Type a name with less than 15 characters.
Example: object ip grp 8 -n bruce

-i INTERFACE It means to define an interface for the IP group.
INTERFACE=0, means any

INTERFACE=1, means LAN

INTERFACE=2, means WAN

Example: object ip grp 3 -i O

-a IP_OBJ_INDEX It means to specify IP object profiles for the group profile.
Example: :object ip grp 3 -a 12 3 45

The IP object profiles with index number 1,2,3,4 and 5 will be group
under such profile.

Example

> object ip grp 2 -n First
IP Group Profile 2

Name :[First]
Interface:[Any]

Included ip object index:
[0:1[0]

[1:1[0]

[2:1[0]

[3:1[0]

[4:1[0]

[5:1[0]

[6:1[0]

[7:1[0]

> object ip grp 2

-i1l
> object ip grp 2 -a 1l 2
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IP Group Profile 2
Name :[First]
Interface:[Lan]

[0:1[1]
[1:1[2]
[2:1[0]
[3:1[0]
[4:1[0]
[5:100]
[6:1[0]
[7:1[0]

Included ip object index:

Telnet Command: object service obj

This command is used to create service object profile.

object service obj setdefault

object service obj INDEX -v

object service obj INDEX -n NAME

object service obj INDEX -p PROTOCOL

object service obj INDEX -s CHK [START_P] [END_P]
object service obj INDEX -d CHK [START_P] [END_P]

Syntax Description

Parameter

Description

setdefault

It means to return to default settings for all profiles.

INDEX

It means the index number of the specified service object profile.

-V

It means to view the information of the specified service object
profile.

Example: object service obj 1 -v

-n NAME

It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object service obj 9 -n bruce

-i PROTOCOL

It means to define a PROTOCOL for the service object profile.
PROTOCOL =0, means any

PROTOCOL =1, means ICMP

PROTOCOL =2, means IGMP

PROTOCOL =6, means TCP
PROTOCOL =17, means UDP

PROTOCOL =255, means TCP/UDP
Other values mean other protocols.
Example: object service obj 8 -1 0

CHK

It means the check action for the port setting.

O=equal(=), when the starting port and ending port values are the
same, it indicates one port; when the starting port and ending port
values are different, it indicates a range for the port and available
for this service type.

1=not equal(!=), when the starting port and ending port values are
the same, it indicates all the ports except the port defined here;
when the starting port and ending port values are different, it
indicates that all the ports except the range defined here are
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available for this service type.
2=larger(>), the port number greater than this value is available..

3=less(<), the port number less than this value is available for this
profile.

-s CHK [START_P] [END_P]

It means to set souce port check and configure port range (1~65565)
for TCP/UDP.

END_P, type a port number to indicate source port.
Example: object service obj 3 -s 0 100 200

-d CHK [START_P] [END_P]

It means to set destination port check and configure port range
(1~65565) for TCP/UDP.

END_P, type a port number to indicate destination port.
Example: object service obj 3 -d 1 100 200

Example

> object service
> object service
> object service
> object service
> object service

Name :[limit]
Protocol : [255]

obj
obj
obj
obj
obj

Service Object Profile 1

Source port check action:[!=]
Source port range:[120~240]
Destination port check action:[!=]
Destination port range:[200~220]

-n limit

-p 255

1 120 240
-d 1 200 220

N N
I
V)]

Telnet Command: object service grp

This command is used to integrate several service objects under a service group profile.

object service grp setdefault

object service grp INDEX -v

object service grp INDEX -n NAME
object service grp INDEX -a SER_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-V It means to view the information of the specified group profile.
Example: object service grp 1 -v

-n NAME It means to define a name for the service group.

NAME: Type a name with less than 15 characters.
Example: object service grp 8 -n bruce

-a SER_OBJ_INDEX

It means to specify service object profiles for the group profile.
Example: :object service grp 3 -a 1 2 3 45

The service object profiles with index number 1,2,3,4 and 5 will be
group under such profile.
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Example

>object service grp 1 -n Grope_1
Service Group Profile 1

Name :[Grope_1]

Included service object index:
[0:-1[01

[1:1[01

[2:1[01

[3:1[01

[4:-1[01

[5:1[01

[6:1[01

[7:1[01

> object service grp 1 -a 1 2
Service Group Profile 1

Name :[Grope_ 1]

Included service object index:
[0:111]

[1:-1021

[2:1[01

[3:1[01

[4:1[01

[5:1[01

[6:-1[01

[7-1[01

Telnet Command: object kw

This command is used to create keyword profile.
object kw obj setdefault

object kw obj show PAGE

object kw obj INDEX -v

object kw obj INDEX -n NAME

object kw obj INDEX -a CONTENTS

Syntax Description

Parameter Description
setdefault It means to return to default settings for all profiles.
show PAGE It means to show the contents of the specified profile.

PAGE: type the page number.

show It means to show the contents for all of the profiles.

INDEX It means the index number of the specified keyword profile.

-v It means to view the information of the specified keyword profile.
-n NAME It means to define a name for the keyword profile.

NAME: Type a name with less than 15 characters.

-a CONTENTS It means to set the contents for the keyword profile.
Example: object kw obj 40 -a test
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Example

> object kw obj 1 -n children
Profile 1

Name :[children]

Content:[]

> object kw obj 1 -a gambling
Profile 1

Name :[children]
Content:[gambling]

> object kw obj 1 -v
Profile 1

Name :[children]
Content:[gambling]

Telnet Command: object fe
This command is used to create File Extension Object profile.
object fe show
object fe setdefault
object fe obj INDEX -v
object fe obj INDEX -n NAME
object fe obj INDEX -e CATEGORY | FILE_EXTENSION
object fe obj INDEX -d CATEGORY | FILE_EXTENSION

Syntax Description

Parameter Description

show It means to show the contents for all of the profiles.

setdefault It means to return to default settings for all profiles.

INDEX It means the index number (from 1 to 8) of the specified file
extension object profile.

-V It means to view the information of the specified file extension
object profile.

-n NAME It means to define a name for the file extension object profile.
NAME: Type a name with less than 15 characters.

-e It means to enable the specific CATEGORY or FILE_EXTENSION.

-d It means to disable the specific CATEGORY or FILE_EXTENSION

CATEGORY | FILE_EXTENSION | CATEGORY:

Image, Video, Audio, Java, ActiveX, Compression, Executation
Example: object fe obj 1 -e Image
FILE_EXTENSION:

".bmp", ".dib", ".gif", ".jpeg", ".jpg", ".jpg2", ".jp2", ".pct",

.pex”, ".pic", ".pict", ".png", ".tif", ".tiff", ".asf", ".avi",

.mOV", ".mpe", ".mpeg", "-mpg", ".mp4", ".qt", u-rmu’ ".WmV",
u-Squ' n.sgppu, ||-Sgpp2n, 11-39211, ".aaC", ".aiff", ".au”, ".mp3",
u-m4au’ "-m4p"1 u-oggu, u-rau’ ".ram", ".VOX", ”.Wa\/", ".Wma",

non non non [T "o non

".class", ".jad", ".jar", ".jav", ".java", ".jem", ".js", ".jse",

"-jsp", ".jtk", ”.aIX , .apb", ".aXS", ".OCX", ".Olb", ".Ole",
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" tib", ".viv", ".vrm", ".ace", ".arj", ".bzip2", ".bz2", ".cab"
".gz", ".gzip", ".rar", ".sit", ".zip", ".bas", ".bat", ".com",
".exe", ".inf", ".pif", ".reg", ".scr"

Example: object fe obj 1 -e .bmp

Example

> object fe obj 1 -n music
> object fe obj 1 -e Audio
> object fe obj 1 -v
Profile Index: 1

Profile Name:[music]

Image category:
L1.bmp [ ].dib [ ].gif [ 1-Jpeg [ 1-jpg L[ 1-jpg2 [ 1-1p2 [ ]-pct
[ 1-pcx [ 1.pic [ 1.pict [ ].png [ ].tif [ ].tiff

Video category:
[Ll.asf [J.avi [ 1.mov [ ].mpe [ 1.mpeg [ 1-mpg [vl.mp4 [ ].qt
L1.rm [vl.wmv [ 1.3gp [ 1-3gpp [ 1-3gpp2 [ 1-392

Audio category:
[v].-aac [v]-aiff [v].au [v]-mp3 [vl-mda [v]-m4p [v]-ogg [Vv]-ra
[Vv]-ram [v]-vox [v]-wav [Vv]-wma

Java category:
[l-class[]1-jJad [].jar [1-Jav [1-Java [ ].jem [ 1-3Js [ 1-Jse
L1dsp [1-Jtk

ActiveX category:
[ 1-alx [ J-apb [ l-axs [ J-ocx [ J-olb [ ]J.ole []1-tlb [ ]-viv
[ 1-vrm

Compression category:
[1.ace [J.arj [ 1-bzip2 [ 1.bz2 [ ]J.cab [1.9z [ 1.9zip [ ]1-rar
[1-sit [ ]-zip

Executation category:
[ 1-bas [1-bat [ J-com [Jl-exe L[ 1-inf [ 1.pif [ J-reg [ ]-scr
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Telnet Command: port

This command allows users to set the speed for specific port of the router.

Syntax

port [1, 2, 3, 4, wan2, all] [AN, 1000F, 100F, 100H, 10F, 10H, status]
port [enable, disable][1, 2, 3, 4, all]

port status

port sniff [on,off,port,txrx,restart,status]

port 802.1x[enable,disable,status,addport,delport]

port jumbo

port wanfc

Syntax Description

Parameter Description
1, 2, 3, 4,5, 6, wan2, all It means the number of LAN port and WAN port.
AN... 10H It means the physical type for the specific port.

AN: auto-negotiate.
100F: 100M Full Duplex.
100H: 100M Half Duplex.
10F: 10M Full Duplex.
10H: 10M Half Duplex.

status It means to view the Ethernet port status.
sniff Set the LAN Port Mirror function.
[on,off,port,txrx,restart,sta | on- Epnable the function.

tus]

Off: Disable the function.
Port: Set the mirror port.
E.g., port sniff pl

TXRX: Set the port number to be mirrored for
transmitting/receiving the packets.

E.g., port sniff txrx p2 p3

Restart: After finished the setting, use such command to activate
port mirror function.

Status: Display the status of LAN port mirror.

802.1x[enable,disable,statu | Each LAN port with Wired 802.1x configured will only forward
s,addport,delport] 802.1x packets and block all other packets until the
authentication has successfully completed.

enable: Enable the function.

disable: Disable the function.

Status: Display the status of 802.1x configuration.

Addport: Set the interface (LAN port 1 ~ 4) for applying 802.1x.
E.g., 802.1x addport 1

Delport: Delete the interface (LAN port 1~4) with 802.1x applied.
E.g., 802.1x delport 1

wanfc It means to set WAN flow control.

Example

> port 1 100F
%Set Port 1 Force speed 100 Full duplex OK 111
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This command allows you to set a time of keeping the session connection for specified

protocol.

Telnet Command: portmaptime

portmaptime [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command>
<parameter>|...]

The available commands with parameters are listed below.

[...] means that you can type in several commands in one line.

-t <sec> It means “TCP” protocol.
<sec>: Type a number to set the TCP session timeout.
-u <sec> It means “UDP” protocol.
<sec>: Type a number to set the UDP session timeout.
-i <sec> It means “IGMP” protocol.
<sec>: Type a nhumber to set the IGMP session timeout.
-W <sec> It means “TCP WWW?” protocol.
<sec>: Type a number to set the TCP WWW session timeout.
-S <sec> It means “TCP SYN” protocol.
<sec>: Type a number to set the TCP SYN session timeout.
-f It means to flush all portmaps (useful for diagnostics).
-l <List> List all settings.
Example

> portmaptime -1

TCP Timeout
UDP Timeout :
IGMP Timeout :
TCP WWW Timeout:
TCP SYN Timeout:

—————— Current setting
: 86400 sec.
300 sec.
10 sec.
60 sec.
60 sec.

> portmaptime -t 86400 -u 300 -i 10

Telnet Command: prn

This command allows you to view current status (interface and driver) of USB printer.

prn status

prn debug

Example

> prn status
Interface: USB bus 2.0
Printer: NotReady

> prn debug
conn[0] :

Vigor2765 Series User’s Guide

633



none
conn[1] :

none

conn[2] :

none

conn[3] :

none

LPD data total=0

usblp_ptr=0
UsbPrintReady=0, UsblsPrinting=0

Telnet Command: qos setup

This command allows user to set general settings for QoS.

Syntax

gos setup [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
[<command> The available commands with parameters are listed below.
<parameter>]..] [...] means that you can type in several commands in one line.
-h Type it to display the usage of this command.
-m <mode> It means to define which traffic the QoS control settings will apply
to and eable QoS control.
0: disable.

1: in, apply to incoming traffic only.

2: out, apply to outgoing traffic only.

3: both, apply to both incoming and outgoing traffic.
Default is enable (for outgoing traffic).

-i <bandwidth> It means to set inbound bandwidth in kbps (Ethernet WAN only)
The available setting is from 1 to 100000.

-0 <bandwidth> It means to set outbound bandwidth in kbps (Ethernet WAN only).
The available setting is from 1 to 100000.

-r <index:ratio> It means to set ratio for class index, in %.

-u <mode> It means to enable bandwidth control for UDP.
0: disable
1: enable

Default is disable.

-p <ratio> It means to enable bandwidth limit ratio for UDP.
-t <mode> It means to enable/disable Outbound TCP ACK Prioritize.
0: disable
1: enable
-V Show all the settings.
-D Set all to factory default (for all WANS).
[..] It means that you can type in several commands in one line.
Example
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> gos setup -W 2 -m 3 -i 9500 -0 8500 -r 3:20 -u 1 -p 50 -t 1

Setup WAN2 1111

WAN2 QOS mode is both

inbound bandwidth set to 9500

outbound bandwidth set to 8500

WAN2 class 3 ratio set to 20

WAN2 udp bandwidth control set to enable

WAN2 udp bandwidth limit ratio set to 50

WAN2 Outbound TCP ACK Prioritizel set to enable
QoS WAN2 set complete; restart QoS

>
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Telnet Command: gos class

This command allows user to set QoS class.

Syntax

qos class -c [no] -[a]e]d] [no][-<command> <parameter> | ... ]

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.

<parameter>]|..] [...] means that you can type in several commands in one line.

-h Type it to display the usage of this command.

-Cc <no> Specify the inde number for the class.
Available value for <no> contains 1, 2 and 3. The default setting is
class 1.

-n <name> It means to type a name for the class.

-a It means to add rule for specified class.

-e <no> It means to edit specified rule.

<no>: type the index number for the rule.

-d <no> It means to delete specified rule.
<no>: type the index number for the rule.

-m <mode> It means to enable or disable the specified rule.
0: disable,
1: enable

-l <addr> Set the local address.

Addrl - It means Single address. Please specify the IP address
directly, for example, “-1 172.16.3.9”.

addrl:addr2 - It means Range address. Please specify the IP
addresses, for example, “-1 172.16.3.9: 172.16.3.50.”

addrl:subnet - It means the subnet address with start IP address.
Please type the subnet and the IP address, for example, “-I
172.16.3.9:255.255.0.0”.0

any - It means Any address. Simple type “-I” to specify any address
for this command.

-r <addr> Set the remote address.

addrl - It means Single address. Please specify the IP address
directly, for example, “-1 172.16.3.9”.

addrl:addr2 - It means Range address. Please specify the IP
addresses, for example, “-1 172.16.3.9: 172.16.3.50.”
addrl:subnet - It means the subnet address with start IP address.

Please type the subnet and the IP address, for example, “-I
172.16.3.9:255.255.0.0”.0

any - It means Any address. Simple type “-1” to specify any address
for this command.

-p <DSCP id> Specify the ID.

-s <Service type> Specify the service type by typing the number. The available types

are listed as below:

1:ANY 2:DNS 3:FTP 4:GRE 5:H.323

6:HTTP 7:HTTPS 8:IKE 9:IPSEC-AH 10:IPSEC-ESP
11:IRC 12:L2TP 13:NEWS 14:NFS 15:NNTP

16:PING 17:POP3 18:PPTP 19:REAL-AUDIO 20:RTSP
21:SFTP 22:SIP 23:SMTP 24:SNMP 25:SNMP-TRAPS
26:SQL-NET 27:SSH 28:SYSLOG 29:TELNET 30:TFTP
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-u <Service type> Set a number to make user defined service type. Available number
is: 1 ~ 40.

-S <d/s> Show the content for specified DSCP ID/Service type.

-V <1/2/3> Show the rule in the specified class.

[...] It means that you can type in several commands in one line.

Example

> gos class -c 2 -n draytek -a -m 1 -1 192.168.1.50:192.168.1.80

Following setting will set in the class?

class 2 name set to draytek

Add a rule in class2

Class2 the 1 rule enabled

Set local address type to Range, 192.168.1.50:192.168.1.80

Telnet Command: qos type

This command allows user to configure protocol type and port nhumber for QoS.

Syntax

gos type [-a <service name> | -e <no> | -d <no>].

Syntax Description

Parameter

Description

-a <name>

It means to add rule.

-e <no>

It means to edit user defined service type. “no” means the index
number. Available numbers are 1~40.

-d <no>

It means to delete user defined service type. “no” means the index
number. Available numbers are 1~40.

-n <name>

It means the name of the service.

-t <type>

It means protocol type.
6: tcp(default)
17: udp

0: tcp/udp
<1~254>: other

-p <port>

It means service port. The typing format must be [start:end] (ex.,
510:330).

List user defined types. ““no” means the index number. Available
numbers are 1~40.
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Example

> gos type -a draytek -t 6 -p 510:1330

service name set to draytek
service type set to 6:TCP

Port type set to Range

Service Port set to 510 ~ 1330
>

Telnet Command: qos voip

This command allows user to enable or disable the QoS for VolP and RTP.

Syntax
gos voip [on/off]

Syntax Description

Parameter Description

on/off On - Enable the QoS for VolIP.
Off - Disable th QoS for VolP.

Example

> gos voip off
QoS for VolP: Disable; SIP Port: 5060

Telnet Command: quit

This command can exit the telnet command screen.

Telnet Command: show lan

This command displays current status of LAN IP address settings.

Example

> show lan
The LAN settings:
Status IP Mask DHCP Start IP Pool Gateway

[VIJLAN1 192.168.1.1 255.255.255.0 V 192.168.1.10 200
192.168.1.1

[XJLAN2 192.168.2.1 255.255.255.0 V 192.168.2.90 100
192.168.2.1

[XJLAN3 192.168.3.1 255.255.255.0 V 192.168.3.10 100
192.168.3.1

[XJLAN4 192.168.4.1 255.255.255.0 V 192.168.4.10 100
192.168.4.1

[XJRoute 192.168.0.1 255.255.255.0 V 0.0.0.0 0 192.168.0.1
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Telnet Command: show dmz

This command displays current status of DMZ host.

Example

> show dmz
% WAN1 DMZ mapping status:
Index Status WAN1 aux IP Private IP

1 Disable 0.0.0.0

% WAN2 DMZ mapping status:
Index Status WAN2 aux IP Private IP

1 Disable 0.0.0.0

% WAN3 DMZ mapping status:
Index Status WAN3 aux IP Private IP

% WAN4 DMZ mapping status:
Index Status WAN4 aux IP Private IP

1 Disable 0.0.0.0

Telnet Command: show dns

This command displays current status of DNS setting

Example

> show dns

%% Domain name server settings:
% LAN1 Primary DNS: [Not set]

% LAN1 Secondary DNS: [Not set]

% LAN2 Primary DNS: [Not set]
% LAN2 Secondary DNS: [Not set]

% LAN3 Primary DNS: [Not set]
% LAN3 Secondary DNS: [Not set]

% LAN4 Primary DNS: [Not set]
% LAN4 Secondary DNS: [Not set]

Telnet Command: show openport

This command displays current status of open port setting.

Example

> show openport
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%%
Index

Openport settings:
Status Comment

Local IP Address

FTEAEEAAXTAAXTAAXTAAXAXAAXAXAAXAAAXAAAXAAIAXAAIAXAAITXAAITXAAXTXAITXAIT XA dhidhik

No data entry.

Telnet Command: show nat

This command displays current status of NAT.

Example

1

©O© 0O ~NO O WN

PR RRPRREPRPRRERPR
© oo ~NOU A~ WNPEO

20

> show nat
Port Redirection Running Table:

——— MORE ---

Index Protocol

0]

eNeoNeoNeoNeNeNolNoNoNolNoleeoolololoole]

[Fg”: Qui

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
t,

Public Port

0
0
0
0
0
0
0
0
0.
0.
0
0
0
0
0
0
0
0
0
0

.0.0.0
"Enter”: New Lines, "Space Bar": Next Page]

Private IP

OOOOOOOOOO.O.O.O.O.O.O.O.O.O
OO0 0000000000000 O0oOO0oOOo0Oo
OO0 0000000000000 O0OO0oOOoOo

Private Port
0

OO0 00000000 O0b0OO0Oo0oOoOoOoo

0

Telnet Command: show portmap

This command displays the table of NAT Active Sessions.

Example

> show portmap

Telnet Command: show pmtime

This command displays the reuse time of NAT session.

LevelO: It is the default setting.

Levell: It will be applied when the NAT sessions are smaller than 25% of the default setting.
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Level2: It will be applied when the NAT sessions are smaller than the eighth of the default
setting.

Example

> show pmtime
LevelO TCP=86400001 UDP=300001 ICMP=10001
Levell TCP=600000 UDP=90000 ICMP=7000
Level2 TCP=60000 UDP=30000 ICMP=5000

Telnet Command: show session

This command displays current status of current session.

Example

> show session

% Maximum Session Number: 50000

% Maximum Session Usage: O

% Current Session Usage: 0O

% Current Session Used(include waiting for free): 0
% WAN1 Current Session Usage:
% WAN2 Current Session Usage:
% WAN3 Current Session Usage:
% WAN4 Current Session Usage:
>

O O oo

Telnet Command: show status

This command displays current status of LAN and WAN connections.

Example

> show status
System Uptime:1:4:49

LAN Status
Primary DNS:8.8.8.8 Secondary DNS:8.8.4.4
IP Address:192.168.1.1 Tx Rate:3266 Rx Rate:2245

WAN 1 Status: Disconnected

Enable:Yes Line:xDSL Name:
Mode:PPPoE Up Time:0:00:00 IP:——- GW IPz--—-
TX Packets:0 TX Rate:0 RX Packets:0 RX Rate:0

WAN 2 Status: Disconnected

Enable:Yes Line:Ethernet Name:
Mode:--- Up Time:0:00:00 IP:——- GW IPz--—-
TX Packets:0 TX Rate:0 RX Packets:0 RX Rate:0

WAN 3 Status: Disconnected

Enable:Yes Line:USB Name:
Mode:--- Up Time:0:00:00 IP:——- GW IPz--—-
TX Packets:0 TX Rate:0 RX Packets:0 RX Rate:0

WAN 4 Status: Disconnected
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Enable:Yes Line:USB Name:

-—— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page] ---

Telnet Command: show adsl

This command displays current status of ADSL.

Example

> show adsl

Running Mode
DS Actual Rate

DS Path Mode

DS actual PSD

NE Rcvd Cells

NE CRC Count

NE ES Count

Xdsl Reset Times
ITU Version[O]

Test Mode

CO ITU Version[0]
DSLAM CHIPSET VENDOR

DS Attainable Rate

DS Interleave Depth
NE Current Attenuation

——————————————————————————— ATU-R Info (hw: annex A, f/w: annex A) ----——————-

State : TRAINING
0 bps US Actual Rate : 0 bps
0 bps US Attainable Rate : 0 bps
Fast US Path Mode : Fast
0 US Interleave Depth : 0
0 dB Cur SNR Margin : 0 dB
0. 0 dB US actual PSD : 0. 0O dB
0 NE Xmitted Cells : 0
0 FE CRC Count : 0
0 FE ES Count : 0
0 Xdsl Link Times : 0
: b5004946 ITU Version[1] : 544e0000

ADSL Firmware Version
Power Management Mode

Far Current Attenuation :

: 06-06-01-07-00-01
: DSL_G997_PMS_NA

: DISABLE
———————————————————————————————— ATU-C INfO - -
0 dB Far SNR Margin : 0 dB
= 00000000 CO 1TU Version[1] = 00000000
< ———— >

Telnet Command: show statistic

This command displays statistics for WAN interface.

Syntax

show statistic

show statistic reset [interface]

Syntax Description

Parameter Description
reset It means to reset the transmitted/received bytes to Zero.
interface It means to specify WAN1 ~WANS5 interface for displaying related
statistics.
Example

> show statistic
WAN1 total TX:
WAN2 total TX:
WAN3 total TX:
WAN4 total TX:
WAN5 total TX:
WAN6 total TX:
WAN7 total TX:

O O OO O0oOOoOOo

Bytes
Bytes
Bytes
Bytes
Bytes
Bytes
Bytes

,RX: O Bytes
,RX: O Bytes
,RX: O Bytes
,RX: O Bytes
,RX: O Bytes
,RX: O Bytes
,RX: O Bytes
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> show statistic reset wanl

Reset WAN1 tx/rx Bytes to zero
>
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Telnet Command: smb setting

This command is used to configure file sharing settings for SMB server.

Syntax

smb setting [enable/disable]

smb setting show status

smb setting set workgroup [Workgroup name]
smb setting set host [host name]

smb setting set access [LAN or LANWAN]

Syntax Description

Parameter Description

enable/disable Enable or disable the SMB service.

show status Display current status of SMB service.

Set workgroup [Workgroup Set a name of workgroup for SMB service.
name]

set host [host name] Set a name of the host for SMB service.

set access [LAN or LANWAN] | Allow to access into SMB server by LAN or borth LAN and WAN.

Example

> smb setting enable
SMB service is enabled.

> smb setting set access LAN
Allow SMB access from LAN only.
>

Telnet Command: srv dhcp badip
This command is reserved for future using.

srv dhcp badip

Example

> srv dhcp badip
>

Telnet Command: srv dhcp public
This command allows users to configure DHCP server for second subnet.
srv dhcp public start [IP address]
srv dhcp public cnt [IP counts]
srv dhcp public status
srv dhcp public add [MAC Addr XX-XX-XX-XX-XX-XX]
srv dhcp public del [MAC Addr XX-XX-XX-XX-XX-XX/all/ALL]

Syntax Description
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Parameter Description

start It means the starting point of the IP address pool for the DHCP
server.

IP address It means to specify an IP address as the starting point in the IP
address pool.

cnt It means the IP count number.

IP counts It means to specify the number of IP addresses in the pool. The
maximum is 10.

status It means the execution result of this command.

add It means creating a list of hosts to be assigned.

del It means removing the selected MAC address.

MAC Addr It means to specify MAC Address of the host.

all/ALL It means all of the MAC addresses.

Example

Vigor> ip route add 192.168.1.56 255.255.255.0 192.168.1.12 3 default
Vigor> srv dhcp public status
Index MAC Address

Telnet Command: srv dhcp dnsl
This command allows users to set Primary IP Address for DNS Server in LAN.
srv dhcp dnsl [?]
srv dhcp dns1 [DNS IP address]

Syntax Description

Parameter Description
? It means to display current IP address of DNS 1 for the DHCP server.
DNS IP address It means the IP address that you want to use as DNS1.
Note: The IP Routed Subnet DNS must be the same as NAT Subnet
DNS).
Example

>srv dhcp dnsl 168.95.1.1

% srv dhcp dnsl <DNS IP address>

% Now: 168.95.1.1

(1P Routed Subnet dns same as NAT Subnet dns)

Telnet Command: srv dhcp dns2
This command allows users to set Secondary IP Address for DNS Server in LAN.
srv dhcp dns2 [?]
srv dhcp dns2 [DNS IP address]

Syntax Description

Parameter Description
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? It means to display current IP address of DNS 2 for the DHCP server.
DNS IP address It means the IP address that you want to use as DNS2.
Note: The IP Routed Subnet DNS must be the same as NAT Subnet
DNS).
Example

> srv dhcp dns2 10.1.1.1

% srv dhcp dns2 <DNS IP address>

% Now: 10.1.1.1

(1P Routed Subnet dns same as NAT Subnet dns)
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Telnet Command: srv dhcp frcdnsmanl
This command can force the router to invoke DNS Server IP address.
srv dhcp frednsmanl [on]

srv dhcp frcdnsmanl [off]

Syntax Description

Parameter Description

? It means to display the current status.

on It means to use manual setting for DNS setting.

Off It means to use auto settings acquired from ISP.
Example

> srv dhcp frcdnsmanl on
% Domain name server now is using manual settings!
> srv dhcp frcdnsmanl off

% Domain name server now is using auto settings!

Telnet Command: srv dhcp gateway
This command allows users to specify gateway address for DHCP server.
srv dhcp gateway [?]
srv dhcp gateway [Gateway IP]

Syntax Description

Parameter Description

? It means to display current gateway that you can use.

Gateway IP It means to specify a gateway address used for DHCP server.
Example

> srv dhcp gateway 192.168.2.1
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.
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Telnet Command: srv dhcp ipcnt
This command allows users to specify IP counts for DHCP server.
srv dhcp ipent [7]
srv dhcp ipcnt [IP counts]

Syntax Description

Parameter Description

? It means to display current used IP count number.

IP counts It means the number that you have to specify for the DHCP server.
Example

> srv dhcp ipcnt ?
% srv dhcp ipcnt <IP counts>
% Now: 150

Telnet Command: srv dhcp off

This function allows users to turn off DHCP server. It needs rebooting router, please type "sys
reboot" command to reboot router.

Telnet Command: srv dhcp on

This function allows users to turn on DHCP server. It needs rebooting router, please type "sys
reboot" command to reboot router.

Telnet Command: srv dhcp relay
This command allows users to set DHCP relay setting.
srv dhcp relay servip [server ip]

srv dhcp relay subnet [index]

Syntax Description

Parameter Description

server ip It means the IP address that you want to used as DHCP server.

Index It means subnet 1 or 2. Please type 1 or 2. The router will invoke
this function according to the subnet 1 or 2 specified here.

Example

> srv dhcp relay servip 192.168.1.46
> srv dhcp relay subnet 2

>srv dhcp relay servip ?

% srv dhcp relay servip <server ip>
% Now: 192.168.1.46

Telnet Command: srv dhcp startip
srv dhcp startip [?]
srv dhcp startip [IP address]

Syntax Description
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Parameter Description

? It means to display current used start IP address.

IP address It means the IP address that you can specify for the DHCP server as
the starting point.

Example

> srv dhcp startip 192.168.1.53
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: srv dhcp status

This command can display general information for the DHCP server, such as IP address, MAC
address, leased time, host ID and so on.

Example

> srv dhcp status

DHCP server: Relay Agent

Default gateway: 192.168.1.1

Index 1P Address MAC Address Leased Time HOST ID
1 192.168.1.113 00-05-5D-E4-D8-EE 17:20:08 A1000351

Vigor2765 Series User’s Guide 649



Telnet Command: srv dhcp leasetime
This command can set the lease time for the DHCP server.
srv dhcp leasetime [?]

srv dhcp leasetime [Lease Time (sec)]

Syntax Description

Parameter Description
? It means to display current leasetime used for the DHCP server.
Lease Time (sec) It means the lease time that DHCP server can use. The unit is
second.
Example

> srv dhcp leasetime ?

% srv dhcp leasetime <Lease Time (sec.)>
% Now: 86400

>

Telnet Command: srv dhcp nodetype
This command can set the node type for the DHCP server.

srv dhcp nodetype <count>

Syntax Description

Parameter Description
count It means to specify a type for node.
1. B-node
2. P-node
4. M-node
8. H-node
Example

> srv dhcp nodetype 1

> srv dhcp nodetype ?

%% srv dhcp nodetype <count>

%% 1. B-node 2. P-node 4. M-node 8. H-node
% Now: 1
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Telnet Command: srv dhcp primWINS
This command can set the primary IP address for the DHCP server.
srv dhcp primWINS [WINS IP address]
srv dhcp primWINS clear

Syntax Description

Parameter Description

WINS IP address It means the IP address of primary WINS server.

clear It means to remove the IP address settings of primary WINS server.
Example

> srv dhcp primWINS 192.168.1.88

> srv dhcp primWINS ?

%% srv dhcp primWINS <WINS IP address>
%% srv dhcp primWINS clear

% Now: 192.168.1.88

Telnet Command: srv dhcp secWINS
This command can set the secondary IP address for the DHCP server.
srv dhcp secWINS [WINS IP address]

srv dhcp secWINS clear

Syntax Description

Parameter Description

WINS IP address It means the IP address of secondary WINS server.

clear It means to remove the IP address settings of second WINS server.
Example

> srv dhcp secWINS 192.168.1.180

> srv dhcp secWINS ?

%% srv dhcp secWINS <WINS IP address>
%% srv dhcp secWINS clear

% Now: 192.168.1.180
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Telnet Command: srv dhcp expired_RecyclelP

This command can set the time to check if the IP address can be assigned again by DHCP
server or not.

srv dhcp expRecyclelP <sec time>

Syntax Description

Parameter Description

sec time It means to set the time (5~300 seconds) for checking if the IP can be
assigned again or not.

Example

Vigor> srv dhcp expRecyclelP 250
% DHCP expired_RecyclelP = 250

Telnet Command: srv dhcp tftp
This command can set the TFTP server as the DHCP server.

srv dhcp tftp <TFTP server name>

Syntax Description

Parameter Description
TFTP server name It means to type the name of TFTP server.
Example

> srv dhcp tftp TF123

> srv dhcp tftp ?

%% srv dhcp tftp <TFTP server name>
% Now: TF123

Telnet Command: srv dhcp option
This command can set the custom option for the DHCP server.
srv dhcp option -h
srv dhcp option -1
srv dhcp option -d [idx]
srv dhcp option -e [1 or 0] -c [option number] -v [option value]
srv dhcp option -e [1 or 0] -c [option number] -a [option value]
srv dhcp option -e [1 or 0] -c [option number] -x [option value]

srv dhcp option -u [idx unmber]

Syntax Description

Parameter Description

-h It means to display usage of this command.

-1 It means to display all the user defined DHCP options.

-d[idx] It means to delete the option number by specifying its index number.

-e [1or 0] It means to enable/disable custom option feature.
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1:enable
0:disable
-C It means to set option number. Available number ranges from 0 to 255.
-V It means to set option number by typing string.
-a It means to set the option value by specifying the IP address.
-X It means to set option number with the format of Hexadecimal characters.
-u It means to update the option value of the sepecified index.
idx number It means the index number of the option value.

Example

>srv dhcp option -e 1 -i 2/r -c 44 -a 192.168.1.10,192.168.1.20
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Telnet Command: srv nat dmz

This command allows users to set DMZ host. Before using this command, please set WAN IP
Alias first.

Srv nat dmz n m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

n It means to map selected WAN IP to certain host.
1: wanl
2: wan2

m It means the index number of the DMZ host.

Default setting is “1” (WAN 1). It is only available for Static IP
mode. If you use other mode, you can set 1 ~ 8 in this field. If WAN
IP alias has been configured, then the number of DMZ host can be

added more.
[<command> The available commands with parameters are listed below.
<parameter>]..] [...] means that you can type in several commands in one line.
-e It means to enable/disable such feature.

1:enable

0:disable

- It means to specify the private IP address of the DMZ host.

-r It means to remove DMZ host setting.
-V It means to display current status.
Example

> srvnat dmz 1 1 -1 192.168.1.96
> srv nat dmz -v
% WAN1 DMZ mapping status:
Index Status WAN1 aux IP Private IP

1 Disable 0.0.0.0 192.168.1.96

Telnet Command: srv nat ipsecpass

This command allows users to enable or disable IPSec ESP tunnel passthrough and IKE source
port (500) preservation.

Srv nat ipsecpass [options]

Syntax Description

Parameter Description

[options] The available commands with parameters are listed below.

on It means to enable IPSec ESP tunnel passthrough and IKE source port
(500) preservation.

off It means to disable IPSec ESP tunnel passthrough and IKE source
port (500) preservation.

status It means to display current status for checking.

Example
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>srv nat ipsecpass status

%% Status: IPsec ESP pass-thru and IKE src_port:500 preservation is
OFF.

Telnet Command: srv nat openport
This command allows users to set open port settings for NAT server.

srv nat openport n m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

n It means the index number for the profiles. The range is from 1 to
20.

m It means to specify the sub-item number for this profile. The range
is from 1 to 10.

[<command> The available commands with parameters are listed below.

<parameter>]..] [...] means that you can type in several commands in one line.

-a <enable> It means to enable or disable the open port rule profile.
0: disable
1:enable

-c <comment> It means to type the description (less than 23 characters) for the

defined network service.

-i <local ip> It means to set the IP address for local computer.
Local ip: Type an IP address in this field.

-w <idx> It means to specify the public IP.
1: WAN1 Default,
2: WAN1 Alias 1,
...and so on.
-p <protocol> Specify the transport layer protocol.

Available values are TCP, UDP and ALL.

-s<start port> It means to specify the starting port number of the service offered
by the local host. The range is from 0 to 65535.

-e<end port> It means to specify the ending port number of the service offered by
the local host.

The range is from 0 to 65535.

-V It means to display current settings.

-r <remove> It means to delete the specified open port setting.
remove: Type the index number of the profile.

-f <flush> It means to return to factory settings for all the open ports profiles.

Example

> srv nat openport 1 1 -a 1 -c games -1 192.168.1.100 -w 1 -p TCP -s
23 -e 83

> srv nat openport -v

%% Status: Enable

%% Comment: games

%% Private IP address: 192.168.1.100

Index Protocal Start Port End Port
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1. TCP 23

%% Status: Disable

%% Comment:

%% Private IP address: 0.0.0.0
Index Protocal Start Port

83

End Port

%% Status: Disable

%% Comment:

%% Private IP address: 0.0.0.0
Index Protocal Start Port

*hkkk

End Port

>

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Telnet Command: srv nat portmap

This command allows users to set port redirection table for NAT server.

srv nat portmap add [idx][serv hame][proto][pub port][pri ip][pri port][wanl/wan2]

srv nat portmap del [idx]
srv nat portmap disable [idx]

srv nat portmap enable [idx] [proto]

srv nat portmap flush

srv nat portmap table

Syntax Description

Parameter Description

Add[idx] It means to add a new port redirection table with an index number.
Available index number is from 1 to 10.

serv name It means to type one name as service name.

proto It means to specify TCP or UDP as the protocol.

pub port It means to specify which port can be redirected to the specified
Private IP and Port of the internal host.

pri ip It means to specify the private IP address of the internal host
providing the service.

pri port It means to specify the private port number of the service offered
by the internal host.

wanl/wan2 It means to specify WAN interface for the port redirection.

del [idx] It means to remove the selected port redirection setting.

disable [idx] It means to inactivate the selected port redirection setting.

enable [idx] It means to activate the selected port redirection setting.

flush It means to clear all the port mapping settings.

table It means to display Port Redirection Configuration Table.

Example

> srv nat portmap add 1 game tcp 80 192.168.1.11 100 wanl
> srv nat portmap table
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NAT Port Redirection Configuration Table:

Index Service Name Protocol Public Port Private IP Private
Port ifno

1 game 6 80 192.168.1.11 100
-1

2 0] 0 0 -2
3 0 0 0 -2
4 0 0 0 -2
5 0] 0] 0 -2
6 0] 0 0 -2
7 0 0 0 -2
8 0] 0 0 -2
9 0] 0 0 -2
10 0] 0] 0 -2
11 0] 0 0 -2
12 0] 0 0] -2
13 0] 0 0 -2
14 0] 0 0 -2
15 0 0] 0 -2
16 0] 0 0 -2
17 0 0] 0] -2
18 0] 0] 0 -2
19 0 0 0 -2
20 0] 0] 0] -2
Protocol: 0 = Disable, 6 = TCP, 17 = UDP

Telnet Command: srv nat trigger

This command allows users to configure port triggering settings for NAT.

Syntax
srv nat trigger setdefault
srv nat trigger view

srv nat trigger n [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

setdefault Set to factory default settings.

view Dispaly all of the port triggering settings.
n “n” means the rule number.

<command><parameter>|..] | The available commands with parameters are listed below.

[...] means that you can type in several commands in one line.

-C[XXX] Type a comment for such rule if required.
-e [0/1] Enable (1) or disable (0) a rule (specified with rule number).
-p [1/2/3] Specify the protocol for such trigger rule.
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1-TCP
2 - UDP
3-All
-t Specify the port number (0~65535) for trigger.
-P Specify the incoming protocol for such trigger rule.
-i Specify the port number (0~65535) for incoming protocol.
-d Delete the selected trigger rule.
-V Display the port trigger settings for specified rule.
Example
> srv nat trigger 1 -c after_dinner
> srv nat trigger 1 -e 1
> srv nat trigger 1 -p 1
> srv nat trigger 1 -t 2000
> srv nat trigger 1 -P 2
> srv nat trigger 1 -i 3000
> srv nat trigger 1 -v
Port Trigger Rule Index:1
Status:Enable
Comment:after_dinner2000
Triggering Protocol:TCP
Triggering Port:2000
Incoming Protocol :UDP
Incoming Port:3000

Telnet Command: srv nat status

This command allows users to view NAT Port Redirection Running Table.

Example
> srv nat status
NAT Port Redirection Running Table:
Index Protocol Public Port Private IP Private Port
1 6 80 192.168.1.11 100
2 0 0 0.0.0.0 0
3 0 0 0.0.0.0 0
4 0 0 0.0.0.0 0
5 0 0 0.0.0.0 0
6 0 0 0.0.0.0 0
7 0 0 0.0.0.0 0
8 0 0 0.0.0.0 0
9 0 0 0.0.0.0 0
10 0 0 0.0.0.0 0
11 0 0 0.0.0.0 0
12 0 0 0.0.0.0 0
13 0 0 0.0.0.0 0
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14 0 0 0.0.0.0 0
15 0] 0 0.0.0.0 0
16 0 0 0.0.0.0 0
17 0 0 0.0.0.0 0
18 0] 0 0.0.0.0 0
19 0] 0 0.0.0.0 0
20 0 0 0.0.0.0 0
--—- MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: srv nat showall

This command allows users to view a summary of NAT port redirection setting, open port and

DMZ settings.

Example
> srv nat showall ?
Index Proto WAN IP:Port Private IP:Port Act
A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AAAAAAAAAAAAAAAAAAAAAAAAAAAA A Adhdh
E k=
RO1 TCP 0.0.0.0:80 192.168.1.11:100 Y
001 TCP 0.0.0.0:23~-83 192.168.1.100:23~83 Y
D01 All 0.0.0.0 192.168.1.96 Y
R:Port Redirection, 0:Open Ports, D:DMZ

Telnet Command: switch -i

This command is used to obtain the TX (transmitted) or RX (received) data for each connected

switch.

Syntax

switch -i [switch idx_no] [option]

Syntax Description

Parameter

Description

switch idx_no

It means the index number of the switch profile.

option The available commands with parameters are listed below.
cmd
acc
traffic [on/off/status/tx/rx]
cmd It means to send command to the client.
acc It means to set the client authentication account and password.
traffic It means to turn on/off or display the data transmission from the
[on/off/status/tx/rx] client.
Example

External

> switch -i 1 traffic on
Device NO. 1 traffic statistic function is enable
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Telnet Command: switch status

This command is used to check the status for the auto discovery of external devices.

Example

> switch status
External Device auto discovery status : Disable

No Respond to External Device : Enable

Telnet Command: switch not_respond

This command is used to detect the external device automatically and display on this page.

Syntax
switch not_respond 0

switch not_respond 1

Syntax Description

Parameter Description

0 Disable the option of "No Respond to External Device packets".

1 Enable the option of "No Respond to External Device packets".
Example

> switch not_respond 1
slave not respond!
>

Telnet Command: switch on

This command is used to turn on the auto discovery for external devices.

Example

> switch on
Enable Extrnal Device auto discovery!

Telnet Command: switch off

This command is used to turn off the auto discovery for external devices.

Example

> switch off
Disable External Device auto discovery!

Telnet Command: switch list

This command is used to display the connection status of the switch.

Example

> switch list?
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No. Mac IP status Dur Time Model Name

[1] 00-50-7f-cd-07-48 192.168.1.3 On-Line 00:01:01
Vigor2920 Series

Telnet Command: switch clear
This command is used to reset the switch table and reboot the router.

switch clear [idx]

Syntax Description

Parameter Description

idx It means the index number of each item shown on the table.
The range is from 1 to 8.

-f It means to clear all of the data.

Example

> switch clear 1
Switch Data clear successful

> switch clear -f
Switch Data clear successful

Telnet Command: switch query

This command is used to enable or disable the switch query.

Example

> switch query on

Extern Device status query is Enable
> switch query off

Extern Device status query is Disable

Telnet Command: sys admin
This command is used for RD engineer to access into test mode of Vigor router.
Telnet Command: sys adminuser

This command is used to create user account. The server will authenticate the local user who
wants to access into the web user interface of Vigor router.

sys adminuser [option]

sys adminuser edit [index] username password

Syntax Description

Parameter Description

option Available options includes:
Local [0-1]

edit [INDEX]

delete [INDEX]

view [INDEX]
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Local [0-1] 0 - Disable the local user.
1 - Enable the local user.

edit [INDEX] username Edit an existed user account or create a new local user account.
password [INDEX] - 1 ~8. There are eight profiles to be added / edited.
Username - Type a new name for local user.

Password - Type a password for local user.

delete [INDEX] Delete a local user account.
view [INDEX] Show the user account/password detail information.
Example

> sys adminuser Local 1

Local User has enabled!

> sys adminuser edit 1 carrie testl23
Updated!

> sys adminuser view 1

Index:1
User Name:carrie
User Password:testl123

Telnet Command: sys bonjour
This command is used to disable/enable and configure the Bonjour service.

sys bonjour [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

-e <enable> It is used to disable/enable bonjour service (0: disable, 1: enable).

-h <enable> It is used to disable/enable http (web) service (0: disable, 1:

enable).

-t <enable> It is used to disable/enable telnet service (0: disable, 1: enable).

-f <enable> It is used to disable/enable FTP service (0: disable, 1: enable).

-s <enable> It is used to disable/enable SSH service (0: disable, 1: enable).

-p <enable> It is used to disable/enable printer service (0: disable, 1: enable).

-6 <enable> It is used to disable/enable IPv6 (0: disable, 1: enable).
Example

>sys bonjour -s 1
>
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Telnet Command: sys cfg

This command reset the router with factory default settings. When a user types this command,
all the configuration will be reset to default setting.

sys cfg default

sys cfg status

Syntax Description

Parameter Description

default It means to reset current settings with default values.

status It means to display current profile version and status.
Example

> sys cfg status

Profile version: 3.0.0 Status: 1 (0x491e5e6¢)
> sys cfg default
>

Telnet Command: sys cmdlog

This command displays the history of the commands that you have typed.

Example

> sys cmdlog
% Commands Log: (The lowest index is the newest !11)
[1] sys cmdlog
[2] sys cmdlog ?
[3] sys ?
[4] sys cfg status
[5] sys cfg ?

Telnet Command: sys ftpd

This command displays current status of FTP server.
sys ftpd on
sys ftpd off

Syntax Description

Parameter Description

on It means to turn on the FTP server of the system.

off It means to turn off the FTP server of the system.
Example

> sys ftpd on
% sys ftpd turn on 111

Telnet Command: sys domainname

This command can set and remove the domain name of the system when DHCP mode is
selected for WAN.
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sys domainname [wanl/wan2] [Domain Name Suffix]

sys domainname [wanl/wan2] clear

Syntax Description

Parameter

Description

wanl/wan2

It means to specify WAN interface for assigning a name for it.

Domain Name Suffix

It means the name for the domain of the system. The maximum
number of characters that you can set is 40.

clear

It means to remove the domain name of the system.

Example

> sys domainname wanl clever

> sys domainname wan2 intellegent

> sys domainname ?

% sys domainname <wanl/wan2> <Domain Name Suffix (max. 40 characters)>
% sys domainname <wanl/wan2> clear

% Now: wanl == clever, wan2 ==intelligent

>

Telnet Command: sys iface

This command displays the current interface connection status (UP or Down) with IP address,
MAC address and Netmask for the router.

Example

> sys iface

Interface 0 Ethernet:
Status: UP

IP Address: 192.168.1.1
IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-00
Interface 4 Ethernet:
Status: DOWN

IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-02
Interface 5 Ethernet:
Status: DOWN

IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-03
Interface 6 Ethernet:
Status: DOWN

IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-04
Interface 7 Ethernet:
Status: DOWN

IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-05
Interface 8 Ethernet:
Status: DOWN

Netmask: OxFFFFFFOO (Private)
Netmask: OxFFFFFFFF

Netmask: 0x00000000

Netmask: 0x00000000

Netmask: 0x00000000

Netmask: 0x00000000

Vigor2765 Series User’s Guide



IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-06

Interface 9 Ethernet:
Status: DOWN

IP Address: 0.0.0.0
MAC: 00-50-7F-00-00-07

>

Netmask: 0x00000000

Netmask: 0x00000000

--—- MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar~: Next Page]
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Telnet Command: sys name

This command can set and remove the name for the router when DHCP mode is selected for
WAN.

sys name [wanl] [ASCII string]

sys name [wanl] clear

Syntax Description

Parameter Description
wanl It means to specify WAN interface for assigning a name for it.
ASCII string It means the name for router. The maximum character that you can
set is 20.
Example

> sys name wanl drayrouter

> sys name ?

% sys name <wanl/wan2> <ASCII string (max. 20 characters)>
% sys name <wanl/wan2> clear

% Now: wanl == drayrouter, wan2 ==

Note: Such name can be used to recognize router’s identification in SysLog dialog.
Telnet Command: sys passwd

This command allows users to set password for the administrator.

sys passwd [ASCII string]

Syntax Description

Parameter Description

ASCII string It means the password for administrator. The maximum character
that you can set is 23.

Example

> sys passwd adminl23
>

Telnet Command: sys reboot

This command allows users to restart the router immediately.

Example

> sys reboot
>

666 Vigor2765 Series User’s Guide



Telnet Command: sys autoreboot
This command allows users to restart the router automatically within a certain time.

sys autoreboot [on/off/hour(s)]

Syntax Description

Parameter Description

on/off On - It means to enable the function of auto-reboot.
Off - It means to disable the function of auto-reboot.

hours It means to set the time schedule for router reboot.

For example, if you type “2” in this field, the router will reboot
with an interval of two hours.

Example

> sys autoreboot on
autoreboot is ON

> sys autoreboot 2
autoreboot is ON

autoreboot time is 2 hour(s)

Telnet Command: sys commit

This command allows users to save current settings to FLASH. Usually, current settings will be
saved in SRAM. Yet, this command will save the file to FLASH.

Example

> sys commit
>

Telnet Command: sys tftpd

This command can turn on TFTP server for upgrading the firmware.

Example

> sys tftpd
% TFTP server enabled !11!

Telnet Command: sys cc

This command can display current country code and wireless region of this device.

Example
> sys cc
Country Code : Ox O [International]
Wireless Region Code: 0x30
>

Telnet Command: sys version

This command can display current version for the system.
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Example

> sys version

Router Model: Vigor2765Vn+ Version: 3.7.4.1 English
Profile version: 3.0.0 Status: 1 (0x49165e6c¢)
Router IP: 192.168.1.1 Netmask: 255.255.255.0
Firmware Build Date/Time: Mar 20 2014 14:09:50

Router Name: drayrouter

Revision: 40055 2860 374

VDSL2 Firmware Version: 05-04-08-00-00-06

Telnet Command: sys grybuf

This command can display the system memory status and leakage list.

Example

> sys qrybuf
System Memory Status and Leakage List

Buf sk buff ( 200B), used#: 1647, cached#: 30
Buf KMC4088 (4088B), used#: 0, cached#: 8
Buf KMC2552 (2552B), used#: 1641, cached#: 42
Buf KMC1016 (1016B), used#: 7, cached#: 1
Buf KMC504 ( 504B), used#: 8, cached#: 8
Buf KMC248 ( 248B), used#: 26, cached#: 22
Buf KMC120 ( 120B), used#: 67, cached#: 61
Buf KMC56 ( 56B), used#: 20, cached#: 44
Buf KMC24 ( 24B), used#: 58, cached#: 70

cache.

FLOWTRACK Memory Status

# of free = 12000

of maximum = O

of flowstate = 12000

of lost by siganture = 0
of lost by list = 0

H* H HFH

Dynamic memory: 13107200B; 4573168B used; 190480B/0B in level 1/2

Telnet Command: sys pollbuf
This command can turn on or turn off polling buffer for the router.
sys pollbuf [on]
sys pollbuf [off]

Syntax Description

Parameter Description

on It means to turn on pulling buffer.

off It means to turn off pulling buffer.
Example
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\%

sys pollbuf on

X

\%

sys pollbuf off

X

% Buffer polling is on!

¢ Buffer polling is off!

Telnet Command: sys britask

This command can improve triple play quality.

sys britask [on]
sys britask [off]

Syntax Description

Parameter Description
on It means to turn on the bridge task for improving the triple play
quality.
off It means to turn off the bridge task.
Example

> sys britask on
% bridge task is ON,

now

Telnet Command: sys tr069

This command can set CPE settings for applying in VigorACS.

sys tr069 get [parm] [option]

sys tr069 set [parm] [value]
sys tr069 getnoti [parm]

sys tr069 setnoti [parm] [val
sys tr069 log

sys tr069 debug [on/off]

sys trO69 save

sys tr069 inform [event code
sys tr069 port [port num]
sys tr069 cert_auth [on/off]

Syntax Description

ue]

]

Parameter

Description

get [parm] [option]

It means to get parameters for tr-069.
option=<nextlevel>: only gets nextlevel for GetParameterNames.

set [parm] [value]

It means to set parameters for tr-069.

getnoti [parm]

It means to get parameter notification value.

setnoti [parm] [value]

It means to set parameter notification value.

log

It means to display the TR-069 log.

debug [on/off]

on: turn on the function of sending debug message to syslog.
off: turn off the function of sending debug message to syslog.
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save

It means to save the parameters to the flash memory of the router.

Inform [event code]

It means to inform parameters for tr069 with different event codes.

[event code] includes:

0-"0 BOOTSTRAP",

1-"1 BOOT",

2-"2 PERIODIC",

3-"3 SCHEDULED",

4-"4 VALUE CHANGE",

5-"5 KICKED",

6-"6 CONNECTION REQUEST",
7-"7 TRANSFER COMPLETE",
8-"8 DIAGNOSTICS COMPLETE",
9-"M Reboot"

port [port num]

It means to change tr069 listen port number.

cert_auth [on/off]

on: turn on certificate-based authentication.
off: turn off certificate-based authentication.

Example

> sys tr069 get Int.
Total number of param
Total content length

InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice
InternetGatewayDevice

InternetGatewayDevice
--- MORE ---

InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.
InternetGatewayDevice.

nextlevel
eter is 24
of parameter is 915

Devicelnfo.
ManagementServer.
Time.
Layer3Forwarding.
LANDevice.
WANDevice.
Services.
-X_00507F_InternetAcc.
.X_00507F_LAN.
-X_00507F_NAT.
.X_00507F_Firewall.
-X_00507F_Bandwidth.

-X_00507F_Applications.

-X_00507F_VPN.
-X_00507F_VolP.
.X_00507F _WirelessLAN.
-X_00507F_System.
-X_00507F_Status.

.X_00507F_Diagnostics.

[Fg®": Quit, "Enter”: New Lines, "Space Bar": Next Page]

LANDeviceNumberOfEntries
WANDeviceNumberOfEntries

Telnet Command: sys sip_alg

This command can turn on/off SIP ALG (Application Layer Gateway) for traversal.

sys sip_alg [1]
sys sip_alg [0]
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Syntax Description

Parameter Description

1 It means to turn on SIP ALG.

0 It means to turn off SIP ALG.
Example

> sys sip_alg ?

0 - disable SIP ALG
1 - enable SIP ALG
current SIP ALG is d

usage: sys sip_alg [value]

isabled

Telnet Command: sys license

This command can process the system license.

Syntax

sys license licmsg
sys license licauth
sys license regser
sys license licera

sys license licifno

sys license lic_wiz [set/reg/qry]

sys license dev_chg

sys license dev_key

Syntax Description

Parameter Description

licmsg It means to display license message.

licauth It means the license authentication time setting.

regser It means the license register server setting.

licera It means to erase license setting.

licifno It means license and signature download interface setting.

lic_wiz [set/reg/qry]

It means the license wizard setting.
qgry: query service support status

set [idx] [trial] [service type] [sp_id] [start_date] [License Key]

reg: register service in portal

dev_chg It means to change the device key.
dev_key It means to show device key.
Example

> sys license licifno

License and Signature

download interface setting:
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licifno [AUTO/WAN#]

Ex: licifno wanl

Download interface is "auto-selected" now.

Telnet Command: sys diag_log
This command is used for RD debug.

sys diag_log [status| enable| disable| flush] lineno [w] | level [x] | feature [on]off] [y]]
log]

Syntax Description

Parameter Description

status It means to show the status of diagnostic log.
enable It means to enable the function of diag_log.
disable It means to disenable the function of diag_log.
flush It means the flush log buffer.

lineno [w] It means the total lines for displaying message.

w - Available value ranges from 100 to 50000.

level[x] It determines the level of data displayed.

X - Available value ranges from 0 to 12. The larger the number is,
the detailed the data is displayed.

feature [on/off][y] It is used to specify the function of the log. Supported features
include SYS and DSL (Case-Insensitive). Default setting is “on” for
“DSL”.

voip_feature It means VolIP feature. Type on to enable the feature or type off to

[on/off][vf_name] disable the feature.

vf_name: available settings include DRVTAPI, DRVVMMC, DRVMPS,
DRVFXO, DRVHAL, PSMPHONE, PSMSUPP, PSM, FXO, PSMISDN,
DTMFPSER, CALLERID (Case-Insensitive).

log It means the dump log buffer.

Example

> sys diag_log status

Status:

diag_log is Enabled.

lineno : 10000.

level : 3.
Enabled feature: SYS DSL

sys diag_log log

:00:02 [DSL] Current modem Firmware: AnnexA 548006 544401
:00:02 [DSL] Modem firmware feature: 5, ADSL_A, VDSL2

:00:02 [DSL] xtseCfg=04 00 04 00 Oc 01 00 07

:00:02 [DSL] don®t have last showtime mode!! set next mode to VDSL!!
:00:02 [DSL] Status has changed: Stopped(0) -> FwWait(3)
:00:02 [DSL] Status has changed: FwWait(3) -> Starting(l)
:00:02 [DSL] Status has changed: Starting(l) -> Running(2)
:00:02 [DSL] Status was switched: firmwareReady(3) to Init(5)
:00:02 [DSL] Status was switched: Init(5) to Restart(10)
:00:02 [DSL] Status was switched: Restart(10) to

OO0 O0OO0OO0OO0OO0OO0OO0OO0o0V
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FirmwareRequest(1)

0:00:02 [DSL] Line state has changed: 00000000 -> OO0OOOOFF
0:00:02 [DSL] Entering VDSL2 mode

0:00:03 [DSL] modem code: [05-04-08-00-00-06]

0:00:05 [DSL] Status was switched: FirmwareRequest(l) to
firmwareReady(3)

0:00:05 [DSL] Status was switched: firmwareReady(3) to Init(5)
0:00:05 [DSL] >> nXtseA=0d, nXtseB=00, nXtseV=07, nFwFeatures=5

0:00:05 [DSL] >> nHsToneGroupMode=0, nHsToneGroup=106,
nToneSet=43, nCamState

=2

0:00:05 [DSL] Line state has changed: 000000FF -> 00000100
0:00:05 [DSL] Line state has changed: 00000100 -> 00000200
0:00:05 [DSL] Status was switched: Init(5) to Train(6)

Telnet Command: sys daylightsave

This command is used to configure daylight save setting.

Syntax

sys daylightsave [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
[<ccommand><parameter>|... | The available commands with parameters are listed below.
] [...] means that you can type in several commands in one line.
-v Display the daylight saving settings.
-r Set to factory default setting.
-e [1/0] Enable (1) / disable (0) daylight saving.
-t [0/1/2] Specify the saving type for daylight setting.
0 - Default
1 - Time range
2 - Yearly
-s <year> <month> <day> Set the detailed settings of the starting day for time range type.
<hour> year - must be the year after 2013.
month - 1 ~ 12
day-1~31
hour - 0 ~ 23
e.g., sys daylightsave -s 2014 3 10 12
-d <year> <month> <day> Set the detailed settings of the ending day for time range type.
<hour> year - After 2013.
month - 1 ~ 12
day-1-~31
hour -0 ~ 23

e.g., sys daylightsave -d 2014 9 10 12

-y <month> <th weekday> Set the detailed settings of the starting day for yearly type.
<day in week> <hour> month - 1 ~ 12

th weekday - 1 ~ 5, 9: last week

day in week - 0:Sun, 1:Mon, 2:Tue, 3:Wed, 4:Thu, 5: Fri, 6:Sat
hour - 0 ~ 23

e.g, sys daylightsave -y 91 0 14
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-z <month> <th weekday> Set the detailed settings of the ending day for yearly type.
<day in week> <hour> month - 1 ~ 12

th weekday - 1 ~ 5, 9: last week

day in week - 0:Sun, 1:Mon, 2:Tue, 3:Wed, 4:Thu, 5: Fri, 6:Sat
hour - 0 ~ 23

e.g, sys daylightsave -z 316 14

Example

> sys daylightsave -y 9 1 0 14
% Start: Yearly on Sep 1th Sun 14:00

Telnet Command: sys dnsCacheTbl

This command is used to configure TTL settings which will be displayed in DNS Cache table.

Syntax

sys dnsCacheTbl [<command><parameter>]...]

Syntax Description

Parameter Description
[ccommand><parameter>|... | The available commands with parameters are listed below.
] [...] means that you can type in several commands in one line.

-1 Display DNS IPv4 entry in the DNS cache table.

-S Display DNS IPv6 entry in the DNS cache table.
-V Display the TTL limit value in the DNS cache table.
-t<0/n > Set the TTL limit value in the DNS cache table.
0- No limit
N - Greater than or equal to 5.
-C Clear the DNS cache table.
Example

> sys dnsCacheTbl -1

%DNS Cache Table List

> sys dnsCacheTbl -t 65

% Set TTL limit: 65 seconds.

% When TTL larger than 65s , delete the DNS entry in the router®s DNS cache
tabl

e.
>

Telnet Command: sys syslog

This command is used to configure

Syntax

sys syslog -a <enable> [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

674 Vigor2765 Series User’s Guide



[<command><parameter>|...

The available commands with parameters are listed below.

1 [...] means that you can type in several commands in one line.
-a<1/0> Enable (1) or disable (0) Syslog Access Setup.
-s <1/0> Enable (1) or disable (0) Syslog Save to Syslog Server.

-i <IP address>

Define the IP address of the Syslog server.

-d <port number>

Define the port number (1 ~ 65535) as the destination port.

-u <1/0> Enable (1) or disable (0) Syslog Save to USB Disk.
-m <1/0> Enable (1) or disable (0) Mail Syslog.

-f <1/0> Enable (1) or disable (0) Filewall Log.

-v <1/0> Enable (1) or disable (0) VPN Log.

-e <1/0> Enable (1) or disable (0) User Access Log.

-c <1/0> Enable (1) or disable (0) Call Log.

-w <1/0> Enable (1) or disable (0) WAN Log.

-r <1/0> Enable (1) or disable (0) Router/DSL Information.
-t <1/0> Enable (1) or disable (0) AlertLog Setup.

-0 <port number>

Define the port number (1 ~ 65535) for AlertLog.

Example

> sys syslog -a 1 -s 1 -i 192.168.1.25 -d 514

>

Telnet Command: sys time

This command is used to configure system time and date.

Syntax

sys time server [domain]

sys time inquire
sys time show

sys time zone [index]

Syntax Description

Parameter Description

domain Type the domain name of the time server. The maximum length is
39 characters.

index Different number means different time zone.

1- GMT-12:00 Eniwetok, Kwajalein

2 - GMT-11:00 Midway Island, Samoa

3 - GMT-10:00 Hawaii

4 - GMT-09:00 Alaska

5- GMT-08:00 Pacific Time (US & Canada)
6 - GMT-08:00 Tijuana

7 - GMT-07:00 Mountain Time (US & Canada)
8 - GMT-07:00 Arizona

9 - GMT-06:00 Central Time (US & Canada)
10 - GMT-06:00 Saskatchewan

11 - GMT-06:00 Mexico City, Tegucigalpa

12 - GMT-05:00 Eastern Time (US & Canada)
13 - GMT-05:00 Indiana (East)

14 - GMT-05:00 Bogota, Lima, Quito

15 - GMT-04:00 Atlantic Time (Canada)
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16 - GMT-04:00 Caracas, La Paz

17 - GMT-04:00 Santiago

18 - GMT-03:30 Newfoundland

19 - GMT-03:00 Brasilia

20 - GMT-03:00 Buenos Aires, Georgetown
21 - GMT-02:00 Mid-Atlantic

22 - GMT-01:00 Azores, Cape Verde Is.

23 - GMT Greenwich Mean Time : Dublin
24 - GMT Edinburgh, Lisbon, London
25 - GMT Casablanca, Monrovia

26 - GMT+01:00 Belgrade, Bratislava

27 - GMT+01:00 Budapest, Ljubljana, Prague
28 - GMT+01:00 Sarajevo, Skopje, Sofija
29 - GMT+01:00 Warsaw, Zagreb

30 - GMT+01:00 Brussels, Copenhagen

31 - GMT+01:00 Madrid, Paris, Vilnius

32 - GMT+01:00 Amsterdam, Berlin, Bern
33 - GMT+01:00 Rome, Stockholm, Vienna
34 - GMT+02:00 Bucharest

35 - GMT+02:00 Cairo

36 - GMT+02:00 Helsinki, Riga, Tallinn

37 - GMT+02:00 Athens, Istanbul, Minsk
38 - GMT+02:00 Jerusalem

39 - GMT+02:00 Harare, Pretoria

40 - GMT+03:00 Volgograd

41 - GMT+03:00 Baghdad, Kuwait, Riyadh
42 - GMT+03:00 Nairobi

43 - GMT+03:00 Moscow, St. Petersburg
44 - GMT+03:30 Tehran

45 - GMT+04:00 Abu Dhabi, Muscat

46 - GMT+04:00 Baku, Tbilisi

47 - GMT+04:30 Kabul

48 - GMT+05:00 Ekaterinburg

49 - GMT+05:00 Islamabad, Karachi, Tashkent
50 - GMT+05:30 Bombay, Calcutta

51 - GMT+05:30 Madras, New Delhi

52 - GMT+06:00 Astana, Almaty, Dhaka

53 - GMT+06:00 Colombo

54 - GMT+07:00 Bangkok, Hanoi, Jakarta
55 - GMT+08:00 Beijing, Chongging

56 - GMT+08:00 Hong Kong, Urumagqi

57 - GMT+08:00 Singapore

58 - GMT+08:00 Taipei

59 - GMT+08:00 Perth

60 - GMT+09:00 Seoul

61 - GMT+09:00 Osaka, Sapporo, Tokyo

62 - GMT+09:00 Yakutsk

63 - GMT+09:30 Darwin

64 - GMT+09:30 Adelaide

65 - GMT+10:00 Canberra, Melbourne, Sydney
66 - GMT+10:00 Brisbane

67 - GMT+10:00 Hobart

68 - GMT+10:00 Vladivostok

69 - GMT+10:00 Guam, Port Moresby

70 - GMT+11:00 Magadan, Solomon Is.

71 - GMT+11:00 New Caledonia

72 - GMT+12:00 Fiji, Kamchatka, Marshall Is.
73 - GMT+12:00 Auckland, Wellington

Example

> sys time zone 8
Set Time Zone OK

> sys time show
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Current System Time: [2000 Jan 01 Sat 02:09:29]
Time Server: [pool.ntp.org]
Time Zone Index: [8]. GMT-07:00

Telnet Command: sys eap_tls
This command is used to disable or enable EAP-TLS.

You might have to enable EAP-TLS compatibility to avoid compatibility issues with some
operating systems. But, please note that enabling EAP-TLS compatibility will lower down the
connection security level.

Syntax
sys eap_tls set [0/1]

Syntax Description

Parameter Description

0 Disable EAP-TLS compatibility!

1 Enable EAP-TLS compatibility!
Example

> sys eap_tls set 1
Enable EAP_TLS compatibility!

Telnet Command: testmail

This command is used to display current settings for sending test mail.

Example

> testmail

Send out test mail
Mail Alert:[Disable]
SMTP_Server:[0.0.0.0]
Mail to:[]
Return-Path:[]

Telnet Command: upnp off

This command can close UPnP function.

Example

>upnp off
UPNP say bye-bye

Telnet Command: upnp on

This command can enable UPnP function.

Example

>upnp on
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‘ UPNP start.

Telnet Command: upnp nat
This command can display IGD NAT status.

Example

> upnp nat ?

IGD NAT Status

(O))
InternalClient >>192.168.1.10<<, RemoteHost >>0.0.0.0<<

InternalPort >>21<<, ExternalPort >>21<<
PortMapProtocol >>TCP<<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
Ftp Example [MICROSOFT]

)

InternalClient >>0.0.0.0<<, RemoteHost >>0.0.0.0<<
InternalPort >>0<<, ExternalPort >>0<<
PortMapProtocol >><NULL><<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
PortMapProtocol >><NULL><<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
0<<

-—— MORE --- ["Q": Quit, "Enter": New Lines, "Space Bar": Next Page] ---

Telnet Command: upnp service

This command can display the information of the UPnP service. UPnP service must be enabled
first.

Example

> upnp on
UPNP start.

> upnp service

>>>>> SERVICE TABLEl <<<<<
serviceType urn:schemas-microsoft-com:service:0SInfo:1
serviceld urn:microsoft-com:serviceld:0SInfol
SCPDURL /upnp/0SiInfo._xml
controlURL /0SInfol
eventURL /0SInfoEventl
UDN uuid:774e9bbe-7386-4128-b627-001daa843464

>>>>> SERVICE TABLE2 <<<<<

serviceType
urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1

serviceld urn:upnp-org:serviceld:WANCommonlFC1
SCPDURL /upnp/WComI FCX.xml
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controlURL Zupnp?control=WANCommonlFC1
eventURL /upnp?event=WANCommonlIFC1
UDN uuid:2608d902-03e2-46a5-9968-4a54ca499148

Telnet Command: upnp subscribe

This command can show all UPnP services subscribed.

Example

> upnp on

UPNP start.

> upnp subscribe

Vigor> upnp subscribe

>>>> (1) serviceType urn:schemas-microsoft-com:service:0SInfo:1l

sid = 7a2bbdd0-0047-4fc8-b870-4597b34da7fb
eventKey =1, ToSendEventKey = 1

expireTime =6926

active =1

DeliveryURLs
=<http://192.168.1.113:2869/upnp/eventing/twtnpnsiun>

>>>> (2) serviceType
urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1

sid = d9cd47a5-d9c9-4d3d-8043-d03a82F27983

eventKey =1, ToSendEventKey = 1

Telnet Command: upnp tmpvs

This command can display current status of temp Virtual Server of your router.

Example

Vigor> upnp tmpvs
xxxxxxx Temp \V i rtua I server StatUS KAEIXAAAAAAAALAAAAKX

()]
real_addr >>192.168.1.10<<, pseudo_addr >>172.16.3.229<<
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real_port >>0<<, pseudo_port >>0<<
hit _portmap_index >>0<<

The protocol >>TCP<<

time >>0<<

@

real_addr >>0.0.0.0<<, pseudo_addr >>0.0.0.0<<
real_port >>0<<, pseudo_port >>0<<
hit_portmap_index >>0<<

The protocol >>0<<

time >>0<<

--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: upnp wan
This command is used to specify WAN interface to apply UPnP.

upnp wan [n]

Syntax Description

Parameter Description

n It means to specify WAN interface to apply UPnP.
n=0, it means to auto-select WAN interface.
n=1, WAN1
n=2, WAN2 .........

Example

> upnp wan 1
use wanl now.

Telnet Command: usb list

This command is use to display the information about the brand
USB modems which are supported by Vigor router.

name and model name of the

Example
> usb list ?
Brand Module Standard
Aiko Aiko 83D 3.5G

BandRich Bandluxe C170 3.5
BandRich Bandluxe C270 3.5
BandRich Bandluxe C321 3.5G
BandRich Bandluxe C330 3.5
BandRich Bandluxe C331 3.5

3.5

BandRich Bandluxe C502 .56
Huawei Huawei E169u 3.5G
Huawei Huawei E220 3.5G
Huawei Huawei E303D 3.5G
Huawei Huawei E392 3.5G
Huawei Huawei E398 3.5G

Y

Y
Y
Y
Y
Y
Y
Y
Y
Y
Y
Y
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Sony Erics Sony Ericsson MD30 3.5G
TP-LINK TP-LINK MA180 3.56G
TP-LINK TP-LINK MA260 3.5G
Vodafone Vodafone K3765-Z 3.5G
Vodafone Vodafone K4605 3.5G
ZTE ZTE MF626 3.5G
ZTE ZTE MF627 plus 3.5G
ZTE ZTE MF633 3.5G
ZTE ZTE MF636 3.5G
SpinCom SpinCom GPRS Modem 3.56G
- MORE - ["g": Quit, "Enter": New Lines,

Y
"Space Bar": Next Page] -

Telnet Command: usb user

This command is used to set profiles for FTP/SMB users.

Syntax Description

usb user add [Index] [Username] [Password] [Permission] [Home path]

usb user rm [Index]
usb user enable [Index]
usb user disable [Index]

usb user list

Syntax Description

Parameter Description

add Add a new user profile.

Rm Delete an existed user profile.

enable Enable a user profile.

disable Disable a user profile.

list Display all of the user profile.

index It means the index number of the user profile. There are 16 profiles
allowed to be configured. So the range of such option is 1 ~ 16.

Username Type a text (maximum 11 characters) as the username for the user
profile.

Password Type a text (maximum 11 characters) as the password for the user
profile.

Permission Specify the action (RWDLCR) permitted. If one of the actions is not
allowed, simple type *“-” instead.
R - Read File.
W - Write File.
D - Delete File.

L - List directory.
C - Create directory.

R - Remove selected directory.

Home path Set the path (maximum 159 characters) for the USB user profile.

Example

> usb user add 1 root 1234 R-DLCR /usr
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Telnet Command: vigbrg set

This command is to configure specified WAN as bridge mode.

Syntax Description
vigbrg set -v [IP version] -w [WAN_idx] -l [LAN_idx] -e [0/1] -f [0/1]

Syntax Description

Parameter Description

-v [IP version] Indicate the IP version for the IP address.
4 - IPv4.
6 - IPVv6.

-w [WAN_idx] WAN_idx - Indicate the WAN interface.
1- WAN1
2 - WAN2
3 - WAN3
4 - WAN4

-1 [LAN_idx] LAN_idx - Indicate the LAN interface.
1-LAN1
2 - LAN2
3 - LAN3
4 - LAN4

e [0/1] Enable (1) or disable (0) the Vigor Bridge for WAN or/and LAN.

f [0/1] Enable (1) or disable (0) the firewall functions.

Example

> vigbhrg set -v4 -w1-11-e1
[WAN1] 1Pv4 bridge is enable. Set subnet[LAN1]

Telnet Command: vigbrg status

This command can show whether the Vigor Bridge Function is enabled or disabled.

Example

> vigbrg status
%Vigor Bridge Function is enable!

%Wanl management is disable!

682 Vigor2765 Series User’s Guide



Telnet Command: vigbrg cfgip

This command allows users to transfer a bridge modem into ADSL router by accessing into and
adjusting specified IP address. Users can access into Web Ul of the router to manage the
router through the IP address configured here.

vigbrg cfgip [IP Address]

Syntax Description

Parameter Description
IP Address It means to type an IP address for users to manage the router.
Example

> vigbrg cfgip 192.168.1.15
> vigbrg cfgip ?

% Vigor Bridge Config IP,

% Now: 192.168.1.15

Telnet Command: vigbrg wanstatus

This command can display the existed WAN connection status for the modem (change from
ADSL router into bridge modem), including index number, MAC address, Stamp Time, PVC,
VLAN port for Vigor Bridge Function..

Example

> vigbrg wanstatus
Vigor Bridge: Running
WAN mac table:

Index MAC Address Stamp Time PVC VLan
Port

Telnet Command: vigbrg wlanstatus

This command can display the existed WLAN connection status for the modem (change from
router into bridge modem), including index number, MAC address, Stamp Time, PVC, VLAN
port for Vigor Bridge Function.

Example

> vigbrg wlanstatus

Vigor Bridge: Running

WAN mac table:

Index MAC Address Stamp Time PVC VLan Port

Telnet Command: vlan group

This command allows you to set VLAN group. You can set four VLAN groups. Please run vlan
restart command after you change any settings.

Syntax
vlan group id [set/set_ex] [p1/p2/p3/p4/s1/s2/s3/s54

Syntax Description

Parameter Description

id It means the group 0 to 7 for VLAN.
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set It indicates each port can join more than one VLAN group.
set_ex It indicates each port can join one VLAN group at one time.
pl/p2/p3/p4 It indicates LAN port 1 to LAN port 4. To group LAN1, LAN2, LAN3
and/or LAN4 under one VLAN group, please type the port number(s)
you want.
s1/s2/s3/s4 It is only available for WALN models.
Example

> vlan group 3 set pl s3 s4
VLAN pl p2 p3 p4d sl s2 s3 <4

Telnet Command: vian off

This command allows you to disable VLAN function.

Syntax

vlan off

Example

> vlan off
VLAN is Disable!
Force subnet LAN2/3/4 to be disabled!!

Telnet Command: vlan on

This command allows you to enable VLAN function.

Syntax

vlan on

Example

> vlan on

VLAN is Enable!

Telnet Command: vlan pri

This command is used to define the priority for each VLAN profile setting.

Syntax

vlan pri n pri_no

Syntax Description

Parameter Description

n It means VLAN ID number.
n=VLAN ID number (from 0 to 7).

pri_no It means the priority of VLAN profile.
pri_no=0 ~7 (from none to highest priority).
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Example

> vlan pri 1 2

VLAN1: Priority=2

Telnet Command: vlan restart

This command can make VLAN settings restarted with newest configuration.

Syntax

vlan restart

Example

> vlan restart ?

VLAN restarts!!!

Telnet Command: vlan status

This command display current status for VLAN.

Syntax

vlan status

Example

> vlan status
VLAN 1is Enable :

0 OFF 0O O 1:LAN1
1 OFF 0o 2 1:LAN1
2 OFF 0O O 1:LAN1
3 OFF 0O O \ V V 1:LAN1
4 OFF 0O O 1:LAN1
5 OFF 0O O 1:LAN1
6 OFF 0O O 1:LAN1
7 OFF 0O O 1:LAN1

with lan
ports.
Permit untagged device in Pl to access router: ON.

Note: they are only untag for s1/s2/s3/s4, but they can join tag vlan

Telnet Command: vlan subnet
This command is used to configure the LAN interface used by the VLAN group.

Syntax
vlan subnet group_id [1/2/3/4]

Syntax Description

Parameter Description
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[1/2/3/4]

It means interfaces, LAN1 ~ LAN4.

Example

> vlan subnet group_id 2

% Vlan Group-0 using LAN2 1

This setting will take effect after rebooting.

Please use ''sys reboot" command to reboot the router.

Telnet Command: vlan submode

This command changes the VLAN encapsulation mechanisms in the LAN driver.

Syntax

vlan submode [on]off|status]

Syntax Description
Parameter Description
on It means to enable the promiscuous mode.
off It means to enable the normal mode.
status It means to display if submode is normal mode or promiscuous
mode.
Example
> vlan submode status

% vlan
> vlan
% vlan
> vlan
% vlan

subnet mode
submode on
subnet mode mo
submode status
subnet mode :

normal mode

dified to promiscuous mode.

promiscuous mode

Telnet Command: vlan tagged

This command is used to enable or disable the incoming of untagged packets.

Syntax

vlan tagged [n] [on/off]

vlan tagged [unlimited] [on/off]

vlan tagged [pl_untag] [on/off]

Syntax Description
Parameter Description
n It means VLAN channel.
The ranage is from 0 to 7.
on/off It means to enable/disable the tagged VLAN.
[unlimited] [on/off] unlimited on: It allows the incoming of untagged packets even all
VLAN are tagged.
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unlimited off: It does not allows the incoming of untagged packets.

[p1_untag] [on/off] P1_untag on: It allows the incoming of untagged packets form LAN
port 1.

P1_untag off: It does not allow the incoming of untagged packets
from LAN port 1.

Example

> vlan tagged unlimited on
unlimited mode is ON

Telnet Command: vlan vid

This command is used to configure VID number for each VLAN channel.

Syntax

vlan vid n vid_no

Syntax Description

Parameter Description

n It means VLAN channel.
The ranage is from 0 to 7.

vid_no It means the value of VLAN ID. Type the value as the VLAN ID
number. The range is form 0 to 4095.

Example

> vlan vid 1 4095
VLAN1, vid=4095

Telnet Command: vlan sysvid

This command is used to modify and show the scope (reserved 78) of the VLAN IDs used
internally by the system.

Syntax

vlan sysvid [show | n]

Syntax Description

Parameter Description
show It means to show the scope of VLAN ID used internally.
n It means the value to be set as VLAN ID.

The range is from 0 to 4018.

Example

> vlan sysvid 100
You have set system VLAN ID to range: 100 ~ 177,
We recommend that you reboot the system now.

> vlan sysvid 200
You have set system VLAN ID to range: 200 ~ 263,
We recommend that you reboot the system now.
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> vlan sysvid show
The system VLAN ID is in range: 200 ~ 263

Telnet Command: vpn I2Iset

This command allows users to set advanced parameters for LAN to LAN function.

vpn 12lset [list index] peerid [peerid]

vpn 12lset [list index] localid [localid]

vpn 12lset [list index]main [auto/proposal index]

vpn I12lset [list index] aggressive [g1/g2]
vpn 12lset [list index]pfs [on/off]
vpn 12lset [list index] phasel[lifetime]

vpn [2Iset [list index] phase2[lifetime]

Syntax Description

Parameter Description

list index It means the index number of L2L (LAN to LAN) profile.
peerid It means the peer identity for aggressive mode.

localid It means the local identity for aggressive mode.

main It means to choose proposal for main mode.

auto index It means to choose default proposals.

proposal index

It means to choose specified proposal.

aggressive It means the chosen DH group for aggressive mode
pfs It means “perfect forward secrete”.
on/off It means to turn on or off the PFS function.
phasel It means phase 1 of IKE.
lifetime It means the lifetime value (in second) for phase 1 and phase 2.
phase?2 It means phase 2 of IKE.
Example

> VPN I2Iset 1 peerid 10226

Telnet Command: vpn dinset

This command allows users to configure setting for remote dial-in VPN profile.

vpn dinset <list index>

vpn dinset <list index> <on/off>

vpn dinset <list index> motp <on/off>

vpn dinset <list index> pin_secret <pin> <secret>

Syntax Description

Parameter Description
<list index> It means the index number of the profile.
<on/off> It means to enable or disable the profile.
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on - Enable.
off - Disable.

motp <on/off> It means to enable or disable the authentication with mOTP
function.

on - Enable.
off - Disable.

pin_secret<pin> <secret> It means to set PIN code with secret.
<pin> - Type the code for authentication (e.g, 1234).

<secret> - Use the 32 digit-secret number generated by mOTP in the
mobile phone (e.g., €759bb6f0e94c7ab4feb)

Example

> vpn dinset 1
Dial-in profile index 1

Profile Name: ??7?
Status: Deactive

Mobile OTP: Disabled
Password:
Idle Timeout: 300 sec

> vpn dinset 1 on
% set profile active

> vpn dinset 1 motp on

% Enable Mobile OTP mode!>

> vpn dinset 1 pin_secret 1234 e759bb6f0e94c7ab4fe6
> vpn dinset 1

Dial-in profile index 1

Profile Name: ?7??
Status: Active

Mobile OTP: Enabled
PIN: 1234
Secret: e759bb6f0e94c7ab4feb

Idle Timeout: 300 sec

Telnet Command: vpn subnet

This command allows users to specify a subnet selection for the specified remote dial-in VPN
profile.

vpn subnet [index] [1/2/3/4/5/6]
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Syntax Description

Parameter Description
<index> It means the index number of the VPN profile.
<1/2/3/4/5/6> 1 - it means LAN1
2 - it means LAN2.
3 - it means LAN3
4 - it means LAN4.
5 - it means LAN51
6 - it means LANG.
Example

> vpn subnet 1 2

>

Telnet Command: vpn setup

This command allows users to setup VPN for different types.

Command of PPTP Dial-Out

vpn setup <index> <name> pptp_out <ip> <usr> <pwd> <nip> <nmask>

Command of IPSec Dial-Out

vpn setup <index> <name> ipsec_out <ip> <key> <nip> <nmask>

Command of L2Tp Dial-Out

vpn setup <index> <name> 12tp_out <ip> <usr> <pwd> <nip> <nmask>

Command of Dial-In

vpn setup <index> <name> dialin <ip> <usr> <pwd> <key> <nip> <nmask>

Syntax Description

Parameter

Description

For PPTP Dial-Out

<index> It means the index number of the profile.
<name> It means the name of the profile.
<ip> It means the IP address to dial to.

<usr> <pwd>

It means the user and the password required for the PPTP
connection.

<nip> <nmask>

It means the remote network IP and the mask.

e.g.,
vpn setup 1 namel pptp_out 1.2.3.4 vigor 1234 192.168.1.0
255.255.255.0

For IPsec Dial-Out

<index> It means the index number of the profile.
<name> It means the name of the profile.

<ip> It means the IP address to dial to.

<key> It means the value of IPsec Pre-Shared Key.

<nip> <nmask>

It means the remote network IP and the mask.
e.g.,
vpn setup 1 namel ipsec_out 1.2.3.4 1234 192.168.1.0
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255.255.255.0

For L2TP Dial-Out

<index> It means the index number of the profile.
<name> It means the name of the profile.
<ip> It means the IP address to dial to.

<usr> <pwd>

It means the user and the password required for the L2TP
connection.

<nip> <nmask>

It means the remote network IP and the mask.

e.g.,,
vpn setup 1 namel 12tp_out 1.2.3.4 vigor 1234 192.168.1.0
255.255.255.0

For Dial-In

<index> It means the index number of the profile.
<name> It means the name of the profile.

<ip> It means the IP address allowed to dial in.

<usr> <pwd>

It means the user and the password required for the PPTP/L2TP
connection.

<key>

It means the value of IPsec Pre-Shared Key.

<nip> <nmask>

It means the remote network IP and the mask.
e.g.,

vpn setup 1 namel dialin 1.2.3.4 vigor 1234 abc 192.168.1.0
255.255.255.0

Example

255.255.255.0

% Profile Index

% Remote NEtwork

>

% Profile Change Log

% Remote NEtwork Mask :

> vpn setup 1 namel dialin 1.2.3.4 vigor 1234 abc 192.168.1.0

% Profile Name namel

% Username : vigor

% Password 1234

% Pre-share Key : abc

% Call Direction Dial-In

% Type of Server ISDN PPTP IPSec L2TP
% Dial from 1.2.3.4

192.168.1.0
255.255.255.0

Telnet Command: vpn option

This command allows users to configure settings for LAN to LAN profile.

vpn option <index> <cmdl>=<paraml> [<cmd2>=<para2> | ... ]

Syntax Description

Parameter

Description

<index>

It means the index number of the profile.
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Available index numbers:

1~32
For Common Settings
<index> It means the index number of the profile.
pname It means the name of the profile.
ena It means to enable or disable the profile.
on - Enable
off - Disable
thr It means the way that VPN connection passes through. Available

settings are wif, wlo, w2f, and w2o.
wif - WANL1 First.
wlo - WAN1 Only.
w2f - WAN2 First.
w20 - WAN2 Only.

nnpkt It means the NetBios Naming Packet.
on - Enable the function to pass the packet.
off - Disable the function to block the packet.

dir It means the call direction. Available settings are b, o and i.
b - Both
o - Dial-Out
i - Dial-In.

idle=[value] It means Always on and Idle Time out.

Available values include:
-1 - it means always on for dial-out.
0 - it means always on for dial-in.

Other numbers (e.g., idle=200, idle=300, idle=500) mean the router
will be idle after the interval (seconds) configured here.

palive It means to enable PING to keep alive.
-1 - disable the function.
1,2,3,4 - Enable the function and PING IP 1.2.3.4 to keep alive.

For Dial-Out Settings

ctype It means “Type of Server | am calling”.

“ctype=t” means PPTP.

“ctype=s” means IPSec.

“ctype= I means L2TP(IPSec Policy None).

“ctype= 11" means L2TP(IPSec Policy Nice to Have).
“ctype= 12" means L2TP(IPSec Policy Must).

dialto It means Server IP/Host Name for VPN. (such as draytek.com or
123.45.67.89).

Itype It means Link Type.
“Itype=0"" means “Disable”.
“Itype=1"" means “64kbps”.
“Itype=2"" means “128kbps”.
“Itype=3" means “BOD”.

oname It means Dial-Out Username.
“oname=admin” means to set Username = admin.

opwd It means Dial-Out Password
“opwd=1234" means to set Password = 1234.

pauth It means PPP Authentication.
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“pauth=pc” means to set PPP Authentication = PAP&CHAP.
“pauth=p” means to set PPP Authentication = PAP Only

ovj

It means VJ Compression.
“ovj=on/off” means to enable/disable VJ Compression.

okey

It means IKE Pre-Shared Key.
“okey=abcd” means to set IKE Pre-Shared Key = abcd.

ometh

It means IPSec Security Method.
“ometh=ah/”” means AH.

“ometh=espd/espda/” means ESP DES without/with
Authentication.

“ometh=esp3/esp3a/”” means ESP 3DES without/with
Authentication.

“ometh=espa/espaa” means ESP AES without/with Authentication.

sch

It means Index(1-15) in Schedule Setup.
sch=1,3,5,7 Set schedule 1->3->5->7

rcallb

It means Require Remote to Callback.

“rcallb=on/off” means to enable/disable Set Require Remote to
Callback.

ikeid

It means IKE Local ID.
“ikeid=vigor” means Set Local ID = vigor.

For Dial-In Settings

itype It means Allowed Dial-In Type. Available settings include:

“itype=t” means PPTP.

“itype=s” means IPSec.

“itype=L1”means L2TP (None).

“itype=L1” means L2TP(Nice to Have).

“itype=12"" means L2TP(Must).
peer It means specify Peer VPN Server IP for Remote VPN Gateway.

Type “203.12.23.48” means to allow VPN dial-in with IP address of

203.12.23.48.

Type “off” means any remote IP is allowed to dial in.
peerid It means the peer ID for Remote VPN Gateway.

Type “draytek” means the word is used as local ID.
iname It means Dial-in Username.

“iname=admin” means to set username as “admin”.
ipwd It means Dial-in Password.

“ipwd=1234" means to set password as “1234”.
ivj It means VJ Compression.

“ivj=on/off” means to enable /disable VJ Compression.
ikey It means IKE Pre-Shared Key.

“ikey=abcd” means to set IKE Pre-Shared Key = abcd.
imeth It means IPSec Security Method

“imeth=h" means “Allow AH”.
“imeth=d” means “Allow DES”.
“imeth=3" means “Allow 3DES”.
“imeth=a” means “Allow AES.

For TCP/IP Settings

mywip

It means My WAN IP.
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“mywip=1.2.3.4” means to set My WAN IP as “1.2.3.4”.

rgip It means Remote Gateway IP.
“rgip=1.2.3.4” means to set Remote Gateway IP as “1.2.3.4”.

rnip It means Remote Network IP.
“rnip=1.2.3.0” means to set Remote Network IP as “1.2.3.0”.

rnmask It means Remote Network Mask.

“rnmask=255.255.255.0" means to set Remote Network Mask as
“255.255.255.0”.

rip It means RIP Direction.

“rip=d” means to set RIP Direction as “Disable”.
“rip=t” means to set RIP Direction as “TX”.
“rip=r” means to set RIP Direction as “RX”.
“rip=b” means to set RIP Direction as “Both”.

mode It means the option of “From first subnet to remote network, you
have to do”.

“mode=r" means to set Route mode.
“mode=n" means to set NAT mode.

droute It means to Change default route to this VPN tunnel ( Only single
WAN supports this).

droute=on/off means to enable/disable the function.

Example

> vpn option 1 idle=250
% Change Log-.

% Idle Timeout = 250

Telnet Command: vpn mroute

This command allows users to list, add or delete static routes for a certain LAN to LAN VPN
profile.

vpn mroute <index> list
vpnh mroute <index> add <network ip>/<mask>

vpn mroute <index> del <network ip>/<mask>

Syntax Description

Parameter Description
list It means to display all of the route settings.
add It means to add a new route.
del It means to delete specified route.
<index> It means the index number of the profile.
Available index numbers:
1~32
<network ip>/<mask> Type the IP address with the network mask address.
Example

> vpn mroute 1 add 192.168.5.0/24
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% 192.168.5.0/24

% Add new route 192.168.5.0/24 to profile 1

Telnet Command: vpn list

This command allows users to view LAN to LAN VPN profiles.

vpn list <index> all
vpn list <index>com
vpn list<index>out
vpn list <index> in

vpn list<index>net

Syntax Description

Parameter Description

all It means to list configuration of the specified profile.
com It means to list common settings of the specified profile.
out It means to list dial-out settings of the specified profile.
in It means to list dial-in settings of the specified profile.
net It means to list Network Settings of the specified profile.
<index> It means the index number of the profile.

Available index numbers:
1~32

Example

> vpn list 32 all

% Common Settings

% Profile Name T 2?77

% Profile Status : Disable

% Netbios Naming Packet : Pass

% Call Direction : Both

% Idle Timeout - 300

% PING to keep alive : off

% Dial-out Settings

% Type of Server : PPTP

% Link Type: : 64k bps

% Username D ??7?

% Password :

% PPP Authentication : PAP/CHAP

% VJ Compression :on

% Pre-Shared Key :

% IPSec Security Method : AH

% Schedule : 0,0,0,0

% Remote Callback : off

% Provide ISDN Number : off

% IKE phase 1 mode : Main mode

% IKE Local 1D
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% Dial-In Settings

-—— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page] ---
> vpn list 1 com
% Common Settings

% Profile Name P77

% Profile Status : Disable
% Netbios Naming Packet : Pass

% Call Direction : Both

% Idle Timeout = 300

% PING to keep alive : off

>

Telnet Command: vpn remote
This command allows users to enable or disable PPTP/IPSec/L2TP VPN service.
vpn remote [PPTP/IPSec/L2TP] [on/off]

Syntax Description

Parameter Description
PPTP/IPSec/L2TP There are four types to be selected.
on/off on - enable VPN remote setting.

off - disable VPN remote setting.

Example

> vpn remote PPTP on
Set PPTP VPN Service : On

Please restart the router!!

Telnet Command: vpn 2ndsubnet
This command allows users to enable second subnet IP as VPN server IP.
vpn 2ndsubnet on

vpn 2ndsubnet off

Syntax Description

Parameter Description
on/off It means to enable or disable second subnet.
Example

> vpn 2ndsubnet on
%Enable second subnet IP as VPN server IP!
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Telnet Command: vpn trunk

This command allows users to configure VPN Backup, VPN load balance, GRE over IPsec, and

Binding tunnel policy.

vpn trunk show_usable

vpn trunk backup <add/del> <name> <Member#1> <Member#2>

vpn trunk backup more_syslog <ON/OFF>

vpn trunk backup ERD <name> <Normal/Recover/Resume><second>

vpn trunk Ib <add/del> <name> <Member#1> <Member#2>

vpn trunk Ib more_syslog <ON/OFF>

vpn trunk Ib algorithm <name> <RR>

vpn trunk Ib algorithm <name><W-RR><Auto> <AccordingRatio> <Memberl:Member2>

vpn trunk Ib algorithm <name><Fastest>

vpn trunk bind usage <Bindindex>

vpn trunk bind show <LoadBalanceName>

vpn trunk bind reset_default

vpn trunk bind more_syslog <ON/OFF>

vpn trunk bind set <BindIndex> <ACT> <TrunkName> <Member> <Srclp:A~B> <Dstl p:A~B>
<DstPort:A~B> <Proto> <Frag>

vpn trunk bind insert <After_BindIindex> <ACT> <TrunkName> <Member> <Srclp:A~B>
<Dstlp:A~B> <DstPort:A~B> <Proto> <Frag>

vpn trunk SetGre show <Dialout_Index>

vpn trunk SetGre

<Active/In-active><Dialout_Index><GRE_MyIP><GRE_PeerlIP><Logical Traffic>

vpn trunk An_Gre GrelPsecAnalyze <ON/OFF>

Syntax Description

Parameter

Description

show_usable

Display a list of LAN to LAN dial out profiles.

backup <add/del> <name>
<Member#1> <Member#2>

Set multiple VPN tunnels (LAN to LAN profiles) as backup tunnel.
add/del - Add or delete a profile for used in VPN Trunk.

name - Specify the name of the VPN trunk.

Member#1 - Indicate the first LAN to LAN profile.

Member#2 - Indicate the second LAN to LAN profile.

backup more_syslog
<ON/OFF>

Ib more_syslog <ON/OFF>
bind more_syslog <ON/OFF>

These commands are used for RD debug.

backup ERD <name>
<Normal/Recover/Resume><
second>

ERD means Environment Recovers Detection.

name - Specify the name of the VPN trunk.

Normal - Indicate the Normal mode. All dial-out VPN TRUNK backup
profiles will be activated alternatively.

Recover - Indicate the duration of VPN backup operation.

Resume - When VPN connection breaks down or disconnects,

Member 1 will be the top priority for the system to do VPN
connection.

Second - “0” means to dial each six seconds automatically. “60 ~
2147483647 means to early handle for less than 30 seconds within

Vigor2765 Series User’s Guide

697



698

designated time.

Ib <add/del> <name>
<Member#1> <Member#2>

It means to create VPN trunk with load balance.
add/del - Add or delete a profile for used in VPN Trunk.
name - Specify the name of the VPN trunk.

Member#1l - Indicate the first LAN to LAN profile.
Member#2 - Indicate the second LAN to LAN profile.

Ib algorithm <name>
<RR/W-RR/Fastest>

Set multiple VPN tunnels for using as traffic load balance tunnel.

Such command is to configure the algorithm (with round robin
mode) of Load Balance.

name - Specify the name of the VPN trunk.

RR - It means round robin mode. All of the dial-out profiles will be
taken turns equally.

Ib algorithm
<name><W-RR><Auto>
<AccordingRatio>
<Memberl:Member2>

Such command is to configure the algorithm (with round robin
mode) of Load Balance.

name - Specify the name of the VPN trunk.

W-RR - It means weighted round robin mod based on speed ratio.
) Auto - the speed must be based on Lay?2.

) AccordingRatio - the speed must be based on given ratio.
Member#1 - Inidcate the first LAN to LAN profile.

Member#2 - Indicate the second LAN to LAN proifle.

Ib algorithm
<name><Fastest>

Such command is to configure the algorithm (with fastest mode) of
Load Balance. Most of traffics will be led to the channel with the
fastest connection.

name - Specify the name of the VPN trunk.

bind usage <BindIndex>

Display detailed information for VPN Load Balance Tunnel Bind.
BindIndex - Indicate the index number of the tunnle bind.

bind show
<LoadBalanceName>

Display the bind information for VPN Load Balance profile.
LoadBalanceName - type the name of VPN Load Balance profile

bind reset_default

Reset the bind tunnel for VPN load balance to factory reset settings.

bind set <BindIndex> <ACT>
<TrunkName> <Member>
<Srclp:A~B> <Dstl p:A~B>
<DstPort:A~B> <Proto>
<Frag>

Set the binding tunnel policy.

BindIndex - Indicate the index number (1 ~ 64) for the tunnel to be
bound.

vpn trunk bind set 1 y vpnlb 1
192.168.10.1~192.168.10.2
192.168.99.1~192.168.99.254 1~65535 0 OFF

ACT - Specify the action. “y” means active; “n” means inactive or
delete.

TrunkName - TrunkName - Specify the name of the VPN trunk
created by using “vpn trunk Ib” command.

Member - Specify the index number of the LAN to LAN (dial-out)
profile to be bound.

Srclp:A~B - Specify the source IP range (e.g.,
192.168.10.0~192.168.10.255.

Dstl p:A~B - Specify the destination IP range (e.g.,
192.168.1.0~192.168.1.255.

DstPort:A~B - Specify the destination port range (1~65535).
Proto - Specify the protocol.

0 - any

1-ICMP

2 - IGMP

6-TCP

17 - UDP

255 - TCP/UDP
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Frag - “ON” means to bind the fragmented packet; “OFF” means
not to care. It is the default setting.
bind insert It is used to insert additional load balance policy into an existing
<After_BindIndex> <ACT> policy.
<Trunk.Name> <Mer-nber> After_BindIndex - Specify an index number that new additional
<Srclp:A~B> <Dstlp:A~B> policy should be inserted before. See the following example:
<DstPort:A~B> <Proto> _ -
<Frag> vpn trunk bind insert 1 y vpnlb 2
192.168.10.3~192.168.10.200
192.168.99.200~192.168.99.200 80~80 TCP OFF
ACT - Specify the action. “y” means active; “n” means inactive or
delete.
TrunkName - Specify the name of the VPN trunk.
Member - Specify the index number of the LAN to LAN (dial-out)
profile to be bound.
Srclp:A~B - Specify the source IP range (e.g.,
192.168.10.0~192.168.10.255.
Dstl p:A~B - Specify the destination IP range (e.qg.,
192.168.1.0~192.168.1.255.
DstPort:A~B - Specify the destination port range (1~65535).
Proto - Specify the protocol.
0 - any
1-ICMP
2 - IGMP
6 - TCP
17 - UDP
255 - TCP/UDP
Frag - “ON” means to bind the fragmented packet; “OFF” means
not to care. It is the default setting.
SetGre show Display the GRE over IPSec settings in specified LAN to LAN profile.
<Dialout_Index> Dialout_Index - Index number of the LAN to LAN (dial-out) profile.
SetGre Active/In-active - Specify the action. “y” means active; “n” means
<Active/In-active><Dialout_| | inactive.
ndex><GRE_MyIP><GRE_Pee | pjalout_Index - Index number of the LAN to LAN (dial-out) profile.
riP><Logical_Traffic> . . .
GRE_MyIP -Type the virtual IP for router itself for verified by peer.
GRE_PeerlP -Type the virtual IP of peer host for verified by router.
Logical_Traffic - Specify the action for RFC2890. “y” means active;
“n” means inactive.
An_Gre GrelPsecAnalyze These commands are used for RD debug.
<ON/OFF>
Example
> vpn setup 1 namel pptp_out 1.2.3.4 vigor 1234 192.168.1.0 255.255.255.0

%

%
%
%
%
%
%
%
%
%
>
%

%
%

Profile Change Log ...

Profile Index : 1

Profile Name : namelj

Username : vigor

Password : 1234

Call Direction : Dial-Out

Type of Server : PPTP

Dial to : 1.2.3.4

Remote NEtwork IP : 192.168.1.0
Remote NEtwork Mask : 255.255.255.0
vpn setup 2 market pptp_out 5.6.7.8 vigor 5678 192.168.1.31 255.255.255.0
Profile Change Log ...

Profile Index : 2
Profile Name : market
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% Username : vigor

% Password : 5678

% Call Direction : Dial-Out

% Type of Server : PPTP

% Dial to - 5.6.7.8

% Remote NEtwork IP : 192.168.1.31

% Remote NEtwork Mask : 255.255.255.0

> vpn trunk Ib add comp 1 2

%% Combination VPN Load Balance profile list :

<Index> < Name > < Member1l(Active)Type > <
Member2(Act
ive)Type >
1 comp 1(YES)PPTP 2(YES)P
PTP

%% Note: <Active: NO> The LAN-to-LAN Profile is disable or under Dial-In(Call
Di
rection) at present.

% Setting OK.

> vpn trunk bind set 1 y comp 2 192.168.10.1~192.168.10.2
192.168.99.1~192.168.99.254 1~65535 0 OFF
% VPN Load Balance Tunnel Bind Table Index[1] detail:

Action = ACTIVE

Trunk Profile(000) Name= comp

Binding Dial Out Index = 2

Binding Src IP 192.168.10.1 ~ 192.168.10.2
Binding Dest IP 192.168.99.1 ~ 192.168.99.254
Binding Dest Port 1 ~ 65535

Binding Fragmented NO

Binding Protocol ANY Protocol

Telnet Command: vpn NetBios

This command allows users to enable or disable NetBios for Remote Access User Accounts or
LAN-to-LAN Profile.

vpn NetBios set <H2I/L2l> <index> <Block/Pass>

Syntax Description

Parameter Description

<H2I/L21> H2l means Remote Access User Accounts.
L2l means LAN-to-LAN Profile.
Specify which one will be applied by NetBios.

<index> The index number of the profile.
<Block/Pass>

Pass - Have an inquiry for data transmission between the hosts
located on both sides of VPN Tunnel while connecting.

Block - When there is conflict occurred between the hosts on both
sides of VPN Tunnel in connecting, set it block data transmission of
Netbios Naming Packet inside the tunnel.

Example

> vpn NetBios set H2l 1 Pass
% Remote Dial In Profile Index [1] :
% NetBios Block/Pass: [PASS]
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Telnet Command: vpn mss

This command allows users to configure the maximum segment size (MSS) for different TCP

types.
vpn mss show

vph mss default

vpn mss set <connection type> <TCP maximum segment size range>

Syntax Description

Parameter Description

show It means to display current setting status.

default TCP maximum segment size for all the VPN connection will be set as
1360 bytes.

set Use it to specify the connection type and value of MSS.

<connection type>

1~4 represent various type.
1-PPTP

2-L2TP

3 - IPSec

4 - L2TP over IPSec

<TCP maximum segment size

Each type has different segment size range.

range> PPTP- 1~1412
L2TP- 1~ 1408
IPSec - 1~1381
L2TP over IPSec - 1 ~ 1361
Example

>vpn mss set 1 1400

PPTP = 1400

L2TP = 1360

IPSec = 1360

L2TP over IPSec =
>vpn mss show

PPTP = 1400
L2TP = 1360
IPSec = 1360
L2TP over IPSec =

% VPN TCP maximum segment size (MSS) :

1360

VPN TCP maximum segment size (MSS) :

1360

Telnet Command: vpn ike

This command is used to display IKE memory status and leakage list.

vpn ike -q

Example

> vpn ike -q

IKE Memory Status and Leakage List
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# of free L-Buffer=95, minimum=94, leak=1
# of free M-Buffer=529, minimum=529 leak=3
# of free S-Buffer=1199, minimum=1198, leak=1
# of free Msgid-Buffer=1024, minimum=1024

Telnet Command: vpn Multicast
This command allows users to pass or block the multi-cast packet via VPN.

vpn Multicast set <H2I/L2I> <index> <Block/Pass>

Syntax Description

Parameter Description

<H21/L21> H2l means Host to LAN (Remote Access User Accounts).
L2l means LAN-to-LAN Profile.

<index> The index number of the profile.

<Block/Pass> Set Block/Pass the Multicast Packets.
The default is Block.

Example

> vpn Multicast set L2l 1 Pass
% Lan to Lan Profile Index [1]
% Status Block/Pass: [PASS]

Telnet Command: vpn pass2nd

This command allows users to determine if the packets coming from the second subnet
passing through current used VPN tunnel.

vpn pass2nd[on]

vpn pass2nd [off]

Syntax Description

Parameter Description

on/off on - the packets can pass through NAT.
off - the packets cannot pass through NAT.

Example

> vpn pass2nd on
% 2nd subnet is allowed to pass VPN tunnel!

Telnet Command: vpn pass2nat

This command allows users to determine if the packets passing through by NAT or not when
the VPN tunnel disconnects.

vph pass2nat [on]

vpn pass2nat [off]

Syntax Description
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Parameter Description

on/off on - the packets can pass through NAT.
off - the packets cannot pass through NAT.

Example

> vpn passZnat on
% Packets would go through by NAT when VPN disconnect!!

Telnet Command: vpn sameSubnet
This command allows users to build VPN between clients via virtual subnet.
vpn sameSubnet -i [value]
vpn sameSubnet -E [0/1]
vpn sameSubnet -e[value]
vpn sameSubnet-1 [XXX.XXX.XXX.XXX]
vpn sameSubnet -o [add/del]

vpn sameSubnet -v

Syntax Description

Parameter Description
-i [value] Specify the index number of VPN profile.
-E [0/1]] Enable or disable the IPsec with the same subnet.
1 - enable.
0 - disable.
-e [value] Translate specified LAN to virtual subnet.
1-LAN1
2 - LAN2
3-LANS ..
-1 XXX XXX XXX XXX] Set the virtual subnet (e.g., 172.16.3.250).
-V Display current status of virtual subnet.
Example

> vpn sameS -1 1 -e1 -E 1 -e 1 -1 10.10.10.0 -0 add
> vpn sameS -v

IPsec with the same subnet:

VPN profile 1 enable,

% translated LAN1 to Virtual subnet: 10.10.10.0

Telnet Command: wan ppp_mru
This command allows users to adjust the size of PPP LCP MRU. It is used for specific network.

wan ppp_mru <WAN interface humber> <MRU size >

Syntax Description

Vigor2765 Series User’s Guide 703



Parameter Description

<WAN interface number> Type a number to represent the physical interface. For Vigor130,
the number is 1 (which means WAN1).

<MRU size > It means the number of PPP LCP MRU. The available range is from
1400 to 1600.

Example

>wan ppp_mru 1 ?
% Now: 1492

> wan ppp_mru 1 1490
>

> wan ppp_mru 1 ?

% Now: 1490

> wan ppp_mru 1 1492
> wan ppp_mru 1 ?
% Now: 1492

Telnet Command: wan mtu/wan mtu2
This command allows users to adjust the size of MTU/MTU2 for WAN.
wan mtu [value]

wan mtu2 [value]

Syntax Description

Parameter Description

value It means the number of MTU for PPP. The available range is from
1000 to 1500.

For Static IP/DHCP, the maximum number will be 1500.
For PPPoE, the maximum number will be 1492.
For PPTP/L2TP, the maximum number will be 1460.

Example

> wan mtu 1100

> wan mtu ?

Static IP/DHCP (Max MSS: 1500)
PPPoE(Max MSS: 1492)

PPTP/L2TP(Max MSS: 1460)

% wan ppp_mss <MSS size: 1000 ~ 1500>
% Now: 1100

Telnet Command: wan DF_check
This command allows you to enable or disable the function of DF (Don’t fragment)
wan DF_check [on]
wan DF_check [off]

Syntax Description

Parameter Description

on/off It means to enable or disable DF.

704 Vigor2765 Series User’s Guide



Example

> wan DF_check on
%DF bit check enable!

Telnet Command: wan disable

This command allows you to disable WAN connection.

Example

> wan disable WAN
%WAN disabled.

Telnet Command: wan enable

This command allows you to disable wan connection.

Example

> wan enable WAN
%WAN1 enabled.

Telnet Command: wan forward

This command allows you to enable or disable the function of WAN forwarding. The packets
are allowed to be transmitted between different WANs.

wan forward [on]

wan forward [off]

Syntax Description

Parameter Description
on/off It means to enable or disable WAN forward.
Example

>wan forward ?
%WAN forwarding is Disable!

> wan forward on
%WAN forwarding is enable!

Telnet Command: wan status

This command allows you to display the status of WAN connection, including connection mode,
TX/RX packets, DNS settings and IP address.

Example

> wan status
WAN1: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=——, GW IP=---

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0
Primary DNS=0.0.0.0, Secondary DNS=0.0.0.0
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PVC_WAN3: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=——, GW IP=---

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0

PVC_WAN4: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=——, GW IP=---

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0

PVC_WAN5: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=——, GW IP=---

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0

Telnet Command: wan detect

This command allows you to Ping a specified IP to detect the WAN connection (static IP or
PPPOE mode).

wan detect [wanl][on/off/always on]
wan detect [wanl]target [ip addr]
wan detect [wanl]ttl [1-255]

wan detect status

Syntax Description

Parameter Description

on It means to enable ping detection. The IP address of the target shall
be set.

off It means to enable ARP detection (default).

always_on disable link detect, always connected(only support static IP)

target It means to set the ping target.

ip addr It means the IP address used for detection. Type an IP address in this
field.

ttl It means to set the ping TTL value (work as trace route)
If you do not set any value for ttl here or just type 0 here, the
system will use default setting (255) as the ttl value.

status It means to show the current status.

Example

> wan detect status
WAN1: always on

WAN2: off

WAN3: off

WAN4: off

WAN5: off

> wan detect wanl target 192.168.1.78
Set OK
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> wan detect wanl on
Set OK

> wan detect status
WAN1: on, Target=192.168.1.78, TTL=255

WAN2: off
WAN3: off
WAN4: off
WAN5: off
>

Telnet Command: wan Ib
This command allows you to Enable/Disable for each WAN to join auto load balance member.
wan Ib [wanl/wan2/...] on

wan Ib [wanl/wan2/...] off

Syntax Description

Parameter Description

wanl/wan2 It means to specify which WAN will be applied with load balance.
on It means to make WAN interface as the member of load balance.
off It means to cancel WAN interface as the member of load balance.
Example

> wan Ib status

WAN1: on

WAN2: on

WAN3: on

WAN4: on

WAN5: on

WANG: on

WAN7:- on

Telnet Command: wan mvlan

This command allows you to configure multi-VLAN for WAN and LAN. It supports pure bridge
mode (modem mode) between Ethernet WAN and LAN port 2~4.

wan mvlan [pvc_no/status/save/enable/disable] [on/off/clear/tag tag_no] [service
type/vlan priority] [px ... ][ Keep Tag]

Syntax Description

Parameter Description

pvc_no It means index number of PVC. There are 10 PVC, 0(Channel-1) to
9(Channel-9) allowed to be configured.

However, only 2 to 9 are available for configuration.

status It means to display the whole Bridge status.

save It means to save the configuration into flash of Vigor router.
enable/disable It means to enable/disable the Multi-VLAN function.

on/off It means to turn on/off bridge mode for the specific channel.
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clear

It means to turn off/clear the port.

tag tag_no

It means to tag a number for the VLAN.
-1: No need to add tag number.
1-4095: Available setting numbers used as tagged number.

service type

It means to specify the service type for VLAN.

0: Normal.
1: IGMP.
vlan priority It means to specify the priority for the VALN setting.
Range is from 0 to 7.
pXx It means LAN port. Available setting number is from 2 to 4. Port
number 1 is locked for NAT usage.
Keep Tag It means Multi-VLAN packets will keep their VLAN headers to LAN.
Example

PVC 7 will map to LAN port 2/3/4 in bridge mode; service type is Normal. No tag added.

> wan mvlan 7 on p2 p3 p4

PVC Bridge pl p2 p3 p4 p5 p6 Service Type Tag Priority Keep Tag

7 ON 001100 Normal 0(OFF) 0 OFF

Telnet Command: wan multifno

This command allows you to specify a channel (in Multi-PVC/VLAN) to make bridge connection

to a specified WAN interface.

wan multifno [channel #] [WAN interface #]

wan multifno status

Syntax Description

Parameter Description

channel # There are 4 (?) channels including VLAN and PVC.
Available settings are:
1=Channel 1
3=Channel 3
4=Channel 4
5=Channel 5

WAN interface # Type a number to indicate the WAN interface.
1=WAN1

status It means to display current bridge status.

Example

> wan multifno 5 1

% Configured channel 5 uplink to WAN1

> wan multifno status

%
%
%

Channel 3 uplink
Channel 4 uplink
Channel 5 uplink

ifno: 3
ifno: 3
ifno: 3
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% Channel 6 uplink ifno: 3
% Channel 7 uplink ifno: 3
>

Telnet Command: wan vlan

This command allows you to tag packets on WAN VLAN with specified number.

Syntax

wan vlan wan [#] adsl tag [value]

wan vlan wan [#] adsl [enable]disable]
wan vlan wan [#] adsl pri[value]

wan vlan wan [#] vdsl tag [value]

wan vlan wan [#] vdsl [enable]disable]
wan vlan wan [#] vdsl pri[value]

wan vlan stat

Syntax Description

Parameter Description

# It means the number of WAN interface.
1: means WAN1
2: means WAN2.

value It means the number to be tagged on packets.
The range of the value is between 32 ~ 4095.

enable|disable It means to enable or disable the WAN interface for VLAN.

pri[value] It means to set priority of data transmission via 802.1q.
The range of the value is between 0 ~ 7.

stat It means to display the table of WAN VLAN status.
Example

> wan vlan stat

%Interface Pri Tag Enabled

Yp==========

% WAN1 (ADSL) O 0

% WAN1L (VDSL) O 0

%WAN2 0 0

Telnet Command: wan budget
This command allows you determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP.
Syntax
wan budget wan [#] rdate [day] [hour]
wan budget wan [#] [enable|disable]
wan budget wan [#] thres [budget limit (MB)]
wan budget wan [#] gthres [budget limit (GB)]

wan budget wan [#] mode [monthly|periodic|none]
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wan budget wan [#] psday [th day in periodic]
wan budget wan [#] action [action bitmap]

wan budget status

Syntax Description

Parameter Description
wan[#] Specify the WAN interface.
rdate Specify the WAN budget refresh time.

day - Available settings are from 1 to 30.
hour - Available settings are from 1 to 23.
E.g., wan budget wan 1 rdate 5 10

If monthy mode is selected: WAN budget will be refreshed on 5th
day at 10:00 in each month

If periodic mode is selected: WAN budget will be refreshed every 5
days and 10 hours

enable/disable enable - Enable the function of wan budget.
disable - Disable the function of wan budget.
thres [budget limit (MB)] Specify the maximum value for WAN budget limit. (Unit: MB)

budget limit - Type a number.
gthres [budget limit (GB)] Specify the maximum value of wan budget limit. (Unit: GB)
budget limit - Type a number.

mode Specify the calculation mode (monthly, periodically, or none) for
[monthly]periodic|none] WAN budget.
psday [th day in periodic] It is used only when mode is set with “periodic”. Specify the order

of “today” in the cycle.

E.g., wan budget wan 5 psday - It means “today” is the 5" day
in the billing cycle.

action [action bitmap] Determine the action to be performed when it reaches the WAN
budget limit.
action bitmap - Type a total number of actions to be executed.
Different numbers represent different actions.

1: shotdown wan

2: send mail alert

4: send sms alert
For example, if you type “5” (5=1+4), the system will send SMS alert
when WAN shotdown is detected.
status Display current configuration status of WAN budget.

Example

> wan budget wan 1 action 5

5 WAN 1 budget action set to 5

> wan budget wan 1 gthres 10

% WAN 1 budget limit set to 10 GB

X

X

Telnet Command: wan detect_mtu

This command allows you to run a WAN MTU Discovery. The user can specify an IPv4 target to
ping and find the suitable MTU size of the WAN interface.

Syntax

wan detect_mtu -w [number] -i [Host/IP address] -s [base_size] -d [decrease_size] (-c
[count])

Syntax Description

Parameter Description
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-w [number] Specify the WAN interface.

Value: Type the number of WAN interface. 1: WAN1; 2:WAN2....and
etc.

-l [Host/IP address] Specify the IPv4 target to detect. If can be an IPv4 address or
domain name.

Host/IP address: Type the IP address/domain name of the target.

-s [base_size] Set the MTU size base for Discovery.
base_size: Available setting is 1000 ~ 1500.

-d [decrease size] Set the MTU size to decrease between detections.
decrease size: Available setting is 1 ~ 100.

-c [count] Set the maximum times of ping failure during a Discovery.

count: Available settings are 1 ~ 10. Default value is 3.

Example

> wan detect mtu -w 2 -i 8.8.8.8 -s 1500 -d 30 -c 10
detecting mtu size:1500!1!!

mtu size:1470111!

Telnet Command: wan detect_mtu6

This command allows you to run a WAN MTU Discovery. The user can specify an IPv6 target to
ping and find the suitable MTU size of the WAN interface.

Syntax

wan detect_mtu6 -w [number] -i [IPv6 address] -s [base_size]

Syntax Description

Parameter Description

-w [number] Specify the WAN interface
number: Type the number of WAN interface. 1: WAN1; 2:WAN2....and
etc.

-1 [IPv6 address] Specify the IPv6 target to detect. It must be an IPv6 IP address.
IPv6 address: Type the IPv6 address of the target.

-s [base_size] Specify the size of MTU.
base_size: Available setting is 1000 ~ 1500.

Example

> wan detect_mtu6 -w 1 -i 2404:6800:4008:c06::5e -s 1500
>

Telnet Command: wl acl

This command allows the user to configure wireless access control settings.

Syntax

wl acl enable [ssidl ssid2 ssid3 ssid4]

wl acl disable [ssidl ssid2 ssid3 ssid4]

wl acl add [MAC] [ssid1 ssid2 ssid3 ssid4] [isolate]
wl acl del [MAC]

wl acl mode [ssidl ssid2 ssid3 ssid4] [white/black]
wl acl show

wl acl showmode
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wl acl clean

Syntax Description

Parameter Description

enable [ssidl ssid2 ssid3 It means to enable the settings for SSID1, SSID2, SSID3 and SSID4.
ssid4]

disable [ssidl ssid2 ssid3 It means to disable the settings for SSID1, SSID2, SSID3 and SSID4.
ssid4]

add [MAC] [ssidl ssid2 ssid3 | It means to associate a MAC address to certain SSID interfaces'
ssid4] [isolate] access control settings. The isolate setting will limit the wireless
client's network capabilities to accessing the wireless LAN only.

[MAC] format: XX-XX-XX-XX-XX-XX
OF XXIXX:XXIXXIXXIXX
OF XX.XX.XX.XX.XX.XX

del [MAC] It means to delete a MAC address entry defined in the access
control list.
mode [ssidl ssid2 ssid3 It means to set white/black list for each SSID.
ssid4] [white/black]
wl acl show It means to show access control status.
wl acl showmode It means to show the mode for each SSID.
wl acl clean It means to clean all access control setting.
Example

> > wl acl showmode

ssidl: none

ssid2: none

ssid3: none

ssid4: none

> wl acl add 00-50-70-ff-12-70

Set Done !!

> wl acl add 00-50-70-fF-12-70 ssidl ssid2 isolate
Set Done !!

> wl acl show

Index Attribute MAC Address Associated SSIDs
0 00:50:70:FffF:12:70 ssidl ssid2 ssid3 ssid4
1 S 00:50:70:ffF:12:70 ssidl ssid2

s: Isolate the station from LAN
>

Telnet Command: wl config

This command allows users to configure general settings and security settings for wireless
connection.

wl config mode [value]
wl config mode show

wl config channel [number]
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wl config preamble [enable]

wl config txburst [enable]

wl config ssid [ssid_num enable ssid_name [hidden_ssid]]
wl config security [SSID_NUMBER] [mode]

wl config ratectl [ssid_num enable upload download ]

wl config isolate [ssid_num lan member]

Syntax Description

Parameter Description

mode|[value] It means to select connection mode for wireless connection.
Available settings are: "11bgn", "11gn", "11n", "11bg", "11¢", or "11b".

mode show It means to display what the current wireless mode is.

channel [number] It means the channel of frequency of the wireless LAN.

The available settings are 0,1,2,3,4,5,6,7,8,9,10,11,12 and 13.
number=0, means Auto

number=1, means Channel 1

number=13, means Channel 13.

preamble [enable] It means to define the length of the sync field in an 802.11 packet.

Most modern wireless network uses short preamble with 56 bit sync
field instead of long preamble with 128 bit sync field. However,
some original 11b wireless network devices only support long
preamble.

0: disable to use long preamble.
1: enable to use long preamble.

txburst [enable] It means to enhance the performance in data transmission about
40%* more (by enabling Tx Burst). It is active only when both sides
of Access Point and Station (in wireless client) invoke this function
at the same time.

0: disable the function.

1: enable the funciton.

ssid[ssid_num enable It means to set the name of the SSID, hide the SSID if required.
ssid_name [hidden_ssid]] ssid_num: Type 1, 2, 3 or 4 to specify SSID1, SSID2, SSID3 or SSID4.
ssid_name: Give a name for the specified SSID.

hidden_ssid: Type 0 to hide the SSID or 1 to display the SSID

Security [SSID_NUMBER] It means to configure security settings for the wirelesss connection.
[mode][key][index] SSID_NUMBER: Type 1, 2, 3 or 4 to specify SSID1, SSID2, SSID3 or

SSID4.

mode: Available settings are:

disable: No security.

wpalx: WPA/802.1x Only

wpa2lx: WPA2/802.1x Only

wpamix1x: Mixed (WPA+WPA2/802.1x only)

weplx: WEP/802.1x Only

wpapsk: WPA/PSK

wpa2psk: WPA2/PSK

wpamixpsk: Mixed (WPA+WPA2)/PSK

wep: WEP

key, index: Moreover, you have to add keys for wpapsk, wpa2psk,
wpamixpsk and wep, and specify index number of schedule profiles
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to be followed by the wireless connection.

WEP keys must be in 5/13 ASCII text string or 10/26 Hexadecimal
digit format; WPA keys must be in 8~63 ASCII text string or 64
Hexadecimal digit format.

ratectl [ssid_num enable
upload download]

It means to set the rate control for the specified SSID.
ssid_num: Choose 1, 2, 3 or 4 to specify SSID1, SSID2, SSID3 or SSID4.

enable: It means to enable the function of the rate control for the
specified SSID. 0: disable and 1:enable.

upload: It means to configure the rate control for data upload. The
unit is kbps.

download: It means to configure the rate control for data
download. The unit is kbps.

isolate [ssid_num lan

It means to isolate the wireless connection for LAN and/or Member.

member] lan - It can make the wireless clients (stations) with remote-dial
and LAN to LAN users not accessing for each other.
member - It can make the wireless clients (stations) with the same
SSID not accessing for each other.
Example

Current channel

1 1 0

% SSID1
%% Mode: wpalx

> wl config mode 1l1lbgn

Current mode is 1lbgn

% <Note> Please restart wireless after you set the channel
> wl config channel 13

is 13

% <Note> Please restart wireless after you set the channel.
> wl config preamble 1

Long preamble is enabled

% <Note> Please restart wireless after you set the parameters.
> wl config ssid 1 enable dray

SSID Enable Hide _SSID Name

dray

% <Note> Please restart wireless after you set the parameters.
> wl config security 1 wpalx
%% Configured Wlan Security Setting:

%% Wireless card must be reset for configurations to take effect
%% (Telnet Command: wl restart)

Telnet Command: wl set

This command allows users to configure basic wireless settings.

wl set [SSID] [CHAN[EN]]

wl set txburst [enable]

Syntax Description

Parameter Description

SSID It means to type the SSID for the router. The maximum character
that you can use is 32.

CHAN[EN] It means to specify required channel for the router.

CHAN: The range for the number is between 1 ~ 13.
En: type on to enable the function; type off to disable the function.
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txburst [enable] It means to enhance the performance in data transmission about
40%* more (by enabling Tx Burst). It is active only when both sides
of Access Point and Station (in wireless client) invoke this function
at the same time.

0: disable the function.
1: enable the function.

Example

> wl set MKT 2 on

% New Wlan Setting is:
6 SSID=MKT

% Chan=2

% WI is Enable

X

Telnet Command: wl act
This command allows users to activate wireless settings.

wl act [En]

Syntax Description

Parameter Description
En It means to enable or disable the function of VPN isolation.
0: diable
1: enable
Example

> wl act on
% Set Wlan to Enable.

Telnet Command: wl iso_vpn
This command allows users to activate the function of VPN isolation.

wl iso_vpn [ssid] [En]

Syntax Description

Parameter Description

ssid It means the number of SSID.
1: SSID1
2: SSID2
3: SSID3
4: SSID4

En It means to enable or disable the function of VPN isolation.
0: disable
1: enable

Example

> wl iso_vpn 1 on
% ssid: 1 isolate vpn on :1

Telnet Command: wl wpa
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This command allows you to configure WPA wireless settings.
wl wpa 1/2/3

Syntax Description

Parameter Description

wl wpa Type 1/2/3 to represent different WPA modes.
1 - means WPA+WPA2

2 - means WPA2 Only

3 - means WPA Only

Example

> wl wpa 1
>

Telnet Command: wl wmm

This command allows users to set WMM for wireless connection. It defines the priority levels
for four access categories derived from 802.1d (prioritization tabs).

wl wmm ap Queldx Aifsn Cwmin Cwmax Txop ACM

wl wmm bss Queldx Aifsn Cwmin Cwmax Txop ACM

wl wmm ack Que0_Ack Quel Ack Que2 Ack Que3 Ack
wl wmm enable SSIDO SSID1 SSID2 SSID3

wl wmm apsd value

wl wmm show

Syntax Description

Parameter Description

ap It means to set WMM for access point.

bss It means to set WMM for wireless clients.

ack It means to map to the Ack policy settings of AP WMM.

enable It means to enable the WMM for each SSID.

0: disable
1: enable

Apsd [value] It means to enable / disable the ASPD(automatic power-save
delivery) function.
0: disable
1: enable

show It displays current status of WMM.

Queldx It means the number of the queue which the WMM settings will be
applied to. There are four queues, best effort, background, voice,
and video.

Aifsn It controls how long the client waits for each data transmission.

Cwmin/ Cwmax CWMin means contention Window-Min and CWMax means
contention Window-Max. Specify the value ranging from 1 to 15.

Txop It means transmission opportunity. Specify the value ranging from 0
to 65535.

ACM It can restrict stations from using specific category class if it is
enabled.
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0: disable
1: enable

Example

>wl wm ap 034600

Queldx=0: APAifsn=3,APCwmin=4,APCwmax=6, APTxop=0,APACM=0

> wl wnm enable 1 0 1 0

WMM_SSIDO =1, WMM_SSID1 =0,WMM_SSID2 =1,WMM_SSID3 =0

> wl wmm show

Enable WMM: SSIDO =1, SSID1 =0,SSID2 =1,SSID3 =0

APSD=0

Queldx=0: APAifsn=3,APCwmin=4,APCwmax=6, APTxop=0,APACM=0
Queldx=1: APAifsn=7,APCwmin=4,APCwmax=10, APTxop=0,APACM=0
Queldx=2: APAifsn=1,APCwmin=3,APCwmax=4, APTxop=94,APACM=0
Queldx=3: APAifsn=1,APCwmin=2,APCwmax=3, APTxop=47,APACM=0
Queldx=0: BSSAifsn=3,BSSCwmin=4,BSSCwmax=10, BSSTxop=0,BSSACM=0
Queldx=1: BSSAifsn=7,BSSCwmin=4,BSSCwmax=10, BSSTxop=0,BSSACM=0
Queldx=2: BSSAifsn=2,BSSCwmin=3,BSSCwmax=4, BSSTxop=94,BSSACM=0
Queldx=3: BSSAifsn=2,BSSCwmin=2,BSSCwmax=3, BSSTxop=47,BSSACM=0
AckPolicy[0]=0: AckPolicy[1]=0,AckPolicy[2]=0,AckPolicy[3]=0

Telnet Command: wl ht
This command allows you to configure wireless settings.
wl ht bw value
wl ht gi value
wl ht badecline value
wl ht autoba value
wl ht rdg value
wl ht msdu value
wl ht txpower value
wl ht antenna value

wl ht greenfield value

Syntax Description

Parameter Description
wl ht bw value The value you can type is 0 (for BW_20) and 1 (for BW_40).
wl ht gi value The value you can type is 0 (for GI_800) and 1 (for GI_4001)
wl ht badecline value The value you can type is 0 (for disabling) and 1 (for enabling).
wl ht autoba value The value you can type is 0 (for disabling) and 1 (for enabling).
wl ht rdg value The value you can type is 0 (for disabling) and 1 (for enabling).
wl ht msdu value The value you can type is 0 (for disabling) and 1 (for enabling).
wl ht txpower value The value you can type ranges from 1 - 6 (level).
wl ht antenna value The value you can type ranges from 0-3.

0: 2T3R
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1: 2T2R
2: 1T2R
3: 1T1R

wl ht greenfield value The value you can type is 0 (for mixed mode) and 1 (for green field).

Example

> wl ht bw value 1

BW=0

<Note> Please restart wireless after you set new parameters.
> wl restart

Wireless restart. ... ..........

Telnet Command: wl restart

This command allows you to restart wireless setting.

Example

> wl restart
Wireless restart................

Telnet Command: wl wds

This command allows you to configure WDS settings.

Syntax

wl wds mode [value]
wl wds security [value]
wl wds ap [value]

wl wds hello [value]
wl wds status

wl wds show

wl wds mac [value]

wl wds flush

Syntax Description

Parameter Description
mode [value] It means to specify connection mode for WDS.
[value]: Available settings are :
d: Disable
b: Bridge
r: Repeapter
security [value] It means to configure security mode with encrypted keys for WDS.
mode: Available settings are:
disable: No security.
wep: WEP
wpapsk [key]: WPA/PSK
wpa2psk [key]: WPA2/PSK

key: Moreover, you have to add keys for wpapsk, wpa2psk, and wep,
and specify index number of schedule profiles to be followed by the
wireless connection.
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WEP keys must be in 5/13 ASCII text string or 10/26 Hexadecimal
digit format; WPA keys must be in 8~63 ASCII text string or 64
Hexadecimal digit format.

e.g.,
wl dual wds security disable
wl dual wds security wep 12345
wl dual wds security wpa2psk 12345678

ap [value] It means to enable or disable the AP function.
Value: 1 - enable the function.
0 - disable the function.

hello [value] It means to send hello message to remote end (peer).
Value: 1 - enable the function.
0 - disable the function.

status It means to display WDS link status for 2.4GHz connection.

show It means to display current WDS settings.

mac add [index addr] add [index addr] - Add the peer MAC entry in Repeater/Bridge WDS
MAC table.

mac clear/disable/enable clear/disable/enable [index/all]- Clear, disable, enable the
[index/all] specifed or all MAC entries in Repeater/Bridge WDS MAC table. e.g,

wl dual wds mac enable 1

flush It means to reset all WDS setting.

Example

> wl wds status
Please enable WDS hello function first.

> wl wds hello 1
% <Note> Please restart router after you set the parameters.

> wl wds status

Telnet Command: wl btnctl

This command allows you to enable or disable wireless button control.

wl btnctl [value]

Syntax Description

Parameter Description
value 0: disable
1: enable
Example

> wl btnctl 1

Enable wireless botton control
Current wireless botton control is on
>

Telnet Command: wl iwpriv

This command is reserved for RD debug. Do not use them.
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Telnet Command: wl set8021x

This command allows you to configure the external or internal server used by Vigor router for
wireless authentication.

Syntax
wl set8021x -t [0/1]
wl set8021x -v

Syntax Description

Parameter Description
-t Specify the type (external or internal) of wireless authentication
server.

0 - Indicate the external RADIUS server.
1- Indicate the local 802.1x server.

-V View the settings of 802.1x.

Example

> wl set8021x -t 1

% <Note> Please restart wireless after you set the parameters.
> wl set8021x -v

802.1X type is : Local 802.1X

>

Telnet Command: wol

This command allows you to set the white list of WAN IP addresses/Subnets, that the magic
packet from these IP addresses/Subnets will be eligible to pass through NAT and wake up the
LAN client. You also need to set NAT rule for LAN client.

Syntax

wol up [MAC Address]/[IP Address]

wol fromWan [on/off/any]

wol fromWan_Setting [idx][ip address][mask]

Syntax Description

Parameter Description
MAC Address It means the MAC address of the host.
IP address It means the LAN IP address of the host. If you want to wake up LAN

host by using IP address, be sure that that IP address has been
bound with the MAC address (IP BindMAC).

on/off/any It means to enable or disable the function of WOL from WAN.
on: enable
off: disable

any: It means any source IP address can pass through NAT and wake
up the LAN client.

This command will allow the user to choose whether WoL packets
can be passed from the Internet to the LAN network from a specific
WAN interface.

[idx][ip address] [mask] It means the index number (from 1 to 4).
These commands will allow the user to configure the LAN clients
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that the user may wake up from the Internet through the use of the
WolL packet.

ip address - It means the WAN IP address.
mask - It means the mask of the IP address.

Example

> wol fromWan on
> wol fromWan_Setting 1 192.168.1.45 255.255.255.0
>

Telnet Command: appgos

The command is used to configure QoS for APP..

Syntax

appqos view

appdqos enable[0/1]

appqos traceable [-v | -e AP_INDEX CLASS | -d AP_INDEX]

appqos untraceable

Syntax Description

Parameter Description

view It means to display current status of APP QoS.

enable[0/1] It means to enable or disable the function of APP QoS.

traceable/ untraceable The APPs are divided into traceable and untraceable based on their
properties.

-V It means to view the content of all traceable APs.

Use “appqos traceable -v” to display all of the traceable APS with
speficed index number.

Use “appgos untraceable -v” to display all of the untraceable APS
with speficed index number.

-e It menas to enable QoS for application(s) and assign QoS class.

AP_INDEX Each index number represents one application.

Index number: 50, 51, 52, 53, 54, 58, 60, 62, 63, 64, 65, 66, 68 are
used for 13 traceabel APPs.

Index number: 0~49, 55~59, 61, 67, 69, and 70~123 are used for 125
untraceable AP.

CLASS Specifies the QoS class of the application, from 1 to 4
1:Class 1, 2:Class 2, 3:Class 3, 4:0ther Class
-d It means to disable QoS for application(s).
Example

> appqos enable 1

APP QoS set to Enable.
> appqos traceable -e 68 2

TELNET: ENABLED, QoS Class 2.

Telnet Command: nand bad /nand usage
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“NAND usage” is used to display NAND Flash usage; “nand bad” is used to display NAND Flash
bad blocks.

nand bad

nand usage

Example

>nand usage
Show NAND Flash Usage:

Partition Total Used Available Use%
cfg 4194304 7920 4186384 0%
bin_web 33554432 11869493 21684939 35%
cfg-bak 4194304 7920 4186384 0%
bin_web-bak 33554432 11869493 21684939 35%

> nand bad
Show NAND Flash Bad Blocks:

Block Address Partition
1020 0x07¥80000 unused
1021 0x07¥a0000 unused
1022 0x07¥c0000 unused
1023 0x07fe0000 unused
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